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0.1 M

LR R bR R TR S AT R R BT TR AR . LT E B T R R ER R
Frifie B A {5 B & 25 MK & (Information Security Management System . [a] B ISMS) 1 ifE % .
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——ISO/IEC 27000 {5 B &ZeEMER W iAFiA L (Information security management sys-
tems—Overview and vocabulary)
ISO/IEC 27001 {fREZ2EMEZR 2K (Information security management systems — Re-
quirements)

——ISO/IEC 27002 {7 B2 a8 E 48R (Code of practice for information security controls)

——ISO/IEC 27003 {5 B %% AR R0 45 i (Information security management system im-
plementation guidance)

——ISO/IEC 27004 {5 B LS M 5 (Information security management— Measurement)
[SO/TEC 27005 A7 B %42 KPS (Information security risk management)

——ISO/IEC 27006 {5 B % 458 A 2 W B UGENLE 1) 212K (Requirements for bodies providing
audit and certification of information security management systems)

——ISO/IEC 27007 g B & 4% PR & W # 45 g9 ( Guidelines for information security manage-
ment systems auditing)

——ISO/IEC TR 27008 {5 B % 4= $5 §l # i ¥ #% 5148 ¥ (Guidelines for auditors on information
security controls)
ISO/TEC 27009  ISO/IEC 27001 Ak E MW H 2K (Sector-specific application of 1SO/
IEC 27001—Requirements)

——ISO/IEC 27010 Ayl [1] A1 21 0] 3 {5 19 {5 B % 445 H (Information security management
[or inter-sector and inter-organizational communications)
——ISO/IEC 27011 #:F ISO/IEC 27002 Ay HL {5 41 2015 % 4 %5 P 45 (Information security
management guidelines for telecommunications organizations based on ISO/IEC 27002)
——ISO/IEC 27013 1SO/IEC 27001 1 ISO/1EC 20000-1 £ 4 320 45 Fd (Guidance on the inte-
grated implementation of ISO/TIEC 27001 and ISO/IEC 20000-1)

—ISO/IEC 27014 {5 B 4% 45 M (Governance of information security)

——ISO/IEC TR 27015 4k 515 8 % 2% 45 1 (Information security management guide
lines for [inancial services)

——ISO/IEC TR 27016 {RBEEZ2EH 414124 5% ¢ (Information security management—Or
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ganizational economics)

——ISO/IEC 27017 BT ISO/IEC 27002 i &= M55 15 B & 4 42 ) 52 45 7 (Code of practice for
information security controls based on ISO/IEC 27002 for cloud services)

——ISO/IEC 27018 [ iR 514~ AT B (PID &k M F AE AT = th AR 3 PIT 19 52 B 45 (Code of prac-
tice lor protection ol personally identifiable information (PII) in public clouds acting as PII
Processors)

—ISO/IEC 27019  %&:F ISO/IEC 27002 () HE WAL 25 47l ad B 42 1 7 G2 {5 8. % 4245 145 B (In-
[ormation security management guidelines based on ISO/IEC 27002 [or process control sys-
tems specilic to the energy utility industry)
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2.2
SHTEEE!  analytical model
Bk Z A BRI E (2.10) F () 5 H M E (2.22) LB FDR R AN (2.21) 7 a0 HR .
2.3
Wi attack
A P e A L B | L 2 304 L BT B A £ BT [R] Y R B A B e AT .
2.4
Wt attribute
nl eh B FL 8 A6 T B e i alE P 9 il 1Y X &R (2.55) Rk sl R AE
[1SO/TEC 15939:2007 . 5€ % 2.2 480 7B 4 5 Sy = Se R 2 4l R4 |
2.5
BWiZ audit
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i 2 R TE AR A D AR 1SO 19011 gk sE S

2.6

HZSCLE  audit scope
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[1SO 19011:2011 .5 3 3. 14 e r & Mg 1]
2.7

250 authentication
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2.8
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2.9
Al [ availability
A A5 452 50 S B R R g ] R AT R A A
2.10
EZAKME base measure
HAA B (2.4) M oAb Jr ik g SCH Ml (2.47) .
[ISO/IEC 15939:2007 .7 X 2.3 T &8 M Bi it 2]
i AR EE A DB ks T LAl B (2.47) .
2.11
BEZ1  competence
Jof FF R0 R 4 e S B T 45 R0 A Gk
2.12
RZE confidentiality
{5 B AR A A~ A SR ol 32 (2.6 1) A 0] F el A {8 iy 4 .
2.13
BFEM  conformity
ATER(2.63) 17 £ .
iE . AR EORE T T Y R S a]
2.14
[ consequence
F5(2.25) 2 m BR(2.56) RUZ5 R .
[1SO Guide 73:2009, % % 3.6.1.3 T &k ]
1, T ESQAVESFH—RIGE.
i 2 — 0 AR AT LR E Y B AN E 1Y L 7S B R & (2.33) iyl g 1 R e T E Ay .
i 3. S AL AT DL e R R
i 4. WS R ) A B Ao T
2.15
FFEpgi#  continual improvement
AT TERE (2.59) Y L E i Bh
2.16
2% control
P IXLBEE (2.68) 19§ it
[1SO Guide 73:2009. 5 ¥ 3.8.1.1]
i1 BRI AL S AT o R RUBE (2.68) (113 R (2.61) SR BE (2.60) % £ L 90 i ol A i
i 2 P A S8 B 2k B T R a0 RS el AR
2.17
25l B ¥R control objective
fir R 2 W (2.16) HY S I 45 2 B 2 38 31 ] iy s B
2.18
2l IF  correction
HERC AP ARFFS (2.53) mIHE i .
2.19
B FERE corrective action
THEE AR & (2.53) 1A DL B P00 2 A 0 4 it
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2.20
##E data
EARNE (2.10) . FHME (2.22) Al (D AR (2.30) I WA 1 £ 5.
[ISO/TEC 15939.2007 i S 2. 4. &M 8 miE 1]
F . T X HEE T ISO/IEC 27004 AL .
2.21
REHEM  decision criteria
FH 00 52 1 2l sl A o B A sl AR 45 e 45 AR B R B Y (AL B bR s,
[ISO/TEC 15939:2007 .5 ¥ 2.7 ]
2.22
EHME derived measure
W SRS Bl A DAL B AR B (2,100 {5 1 R Ry W (2,100,
[ISO/IEC 15939:2007 .56 5 2.8 0 1 20 M B i 17
2.23
X HEWIEE  documented information
047 (2.57) 7% B R AE 5 i 47 B OB A
A1 SCRS AR BT LR B AR () A 2 AR AT () A v L E A e e L
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ah FE A IR Gl ) .
2.24
B effectiveness
S BT T R 3 B1) A R R T ) 25 R R R
2.25

EH  event

— 2] Fe E T2 ) 2 A e s

[1SO Guide 73:2009, 5 % 3.5.1.3 48 7 & . M ERE 47
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HITEEE executive management
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2.27

SpERELR  external context
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2.28
EEEZEA¥ governance of information security
HFHEHARQCSDERREQIDEIMWER.
2.29
iGIE&E  governing body
Emf'zﬁlﬁﬂiz 57) B HEBE (2.59) I G ML I AT 5T4E A N — 41 ..
RIS w R K DL 2
2.30
6%~ indicator
Ptk LHE BT KR(2.30), o wRE(2.2) T B (2.4) 32 (I8 A5 53 sl 07 4 19 il BE (2.47) .
2.31
{EBFEK information need
W B AR (2.56) . H Ry AR ] a0 S B AT T e 55
[1SO/TEC 15939:2007 .7 X 2.121
2.32
= B A  information processing facilities
(EAn {5 B Ak B 3R 40 | IR 55 o Rk il 15 i L Bl 2048 5 4 B A6
2.33
= B &% information security
W BRI RBME(2.12) (BN (2.40) AT A 2.9 AR R,
i A AR IR N SR (2.8) A At BU R (2.54) FIRTEE Mk (2.62) S A R4
2.34
s ZEFE M  information security continuity
R B R 2 (233D SR (2.6 1) HIHLEE.
2.35
s 2 X2 E7  information security event
PAEA— P R RS E MRS kA RN EEL U B RE(2.33) R AL (2.60) 5 3= #l
(2.16) &% . 5l & — Fa] GE 5 {5 B % A S AH R A Sy A 1 I
2.36
EEZEZLEMH information security incident
A — RPN AHEL SN A TEMEVSFETHEBERERERLQIDNEEREREES
(2.35).
2.37
EELREEHEMH information security incident management
R AR AL R R RSB R RS RN (2.36) Mg R (2.61).
2.38
8 &£ =4 [X information sharing community
Al E L fE BB R (2.57) FEIK .,
. RS E— A
2.39

=B &% information system
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2.40
SEM integrity
VE T 5T £ 09 1R
2.41
T iHXTT interested party
AT — T g A BT 3 A GE T = A 2 i w2 e L B0OA O B C a2 B RS e i N\ 2R (2.57) .
2.42
A EBiEEE  internal context
HER(2.57) TR 5 ML H BRI 5T
[1SO Guide 73:2009.5%F & 3.3.1.2]
P o] LA S R
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2.43
EEREETEMXRIE ISMS project
ZHZR(2.57) M EEhE ISMS By - R gy 45+ 1 i 2l .
2.44
HKEEFE  level of risk
VIR B (2.14) R JL AT g8 4 (2.45) 1Y 2 A% 2 /s 1Y KUBE (2.68) K /)h .
[1SO Guide 73:2009, 5 X 3.6.1.8 i 1 &2 . M B g 3P Ay~ sl KUR: 2H &7 ]
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AT BEME  likelihood
SRR e
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Wil R EN ARSI EZ I ThEE .
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M measure
Vi (2.48) 2% Lk {H 1Y 25 i
[1SO/TEC 15939.2007 .56 % 2,15 7 1&20 ]
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& measurement
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