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—H 1B - MNERZLEH;

— B2 -MBELEREN;

— B3I EHEREMEXMNEERZLRY;

— R4S ERBEANELRE;

—E 5 W FARBUTANNBENEGRE2RY.

AERB4rH GB/T 25068 (%55 4 T4,

A4 B R & R SR A E FR AR ¥ ISO/IEC 18028-4:2005¢fE BHE AR ZLBAR ITMEX
2 BIHT ZBREANBE2RPIED . ZERFEPRDBEESIHAXH"WER, IRFF
5zERRERIES R —2 AR B MM ER,

EZHAEIET I ARE (LK 2. 10 1 DHCP 2% B i “Control” B IF 2} “Configuration”; 4% 3k
2.28 7 RADIUS £ K H B “ Access” ¥ IE & “ Authentication”; £ 2 2. 43 & TKIP 2 %K+
“implementation” & JF i “integrity”; &2 7. 2. 2 # S/MIME £ # b ) “exchange” ¥ IE 3 “ exten-
sions”),

FRABEETHAERMRE 1 FRBERITHHHNERELARLE RS MM HE”ME
BERERGAFPENEERGE"RAER ;MR E. 3 PRSSI"EEH“SSL”).,

8.4.3 FUGIWT B REEAIME SZ X" FH“HEE" L FLEX BRI KE”, WS BHRERHA
BTr=mE,

8.7 M T EAERXMERENAE.

A ERITEIHE T AR B % CO Bt % DB % E.FH R F A RHER ®.

EBrHLBRERLRBEABEARZRAS(TC 26008 HHHDO.

ARMEEAN BRELEABFEETAUBERRE . PEBTFHEARREAFRF BREIBK
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ERER REFR ITHERZE
FAMY EEEBENNRERF

1 SEE

GB/T 25068 HIAMAAE T KLHERACTBEAFEHALAANER - EHANZREEDS -4
HENBERTNENHTERRITRL2EONELER. 2BINEARLRBUHEREAURMEA
ML IHE S ERBEAMRNEN NG, FREEZLBIRBEARN KNI F.

AWMAEATHREHUEAXHERRECEHEARHERFAREALLBYREZ2BEFR
BUMMEEHERMEARA .

2 RiEFEX

THRERMESGEATERS.
2.1

BEANA Access Point; AP

RUENELEMEEABIMEFENRL.
2.2

BEX&MBERAE Advanced Encryption Standard; AES

— P PR I HLH

E: AESRUAIBHNEFREFANFRRBERAEEABIRE(FIPS) 197 WM BEH KELHR.
2.3

Y31 authentication

BEXERRFTERSONEE. EAPEINEAT EXFANABTGIMOL) HENKTE
(B4 B BA ARFAE CEYRIE) RS AP . 385 51 BE AT LUE T IR 01 % (B 0 4 904645 , a7 LAF) A
XERFRELEPIFHEAIEETEN.
2.4

B/ call-back

— P B A BN RFF (ID) S 8UE M B R B WAL B (Fsbat) /Eny g 414 .
2.5

BLiR—EF L3 i Challenge-Handshake Authentication Protocol; CHAP

—#p#E RFC1994 H3E LAY 3 A F|Hhil.
2.6

¥ MEIRA Data Encryption Standard ; DES

—FARFFARMEER 56 KFEA NI HRMENS. HXFEHKESE,DES E# AES RR, BN
HEZEMELA A, H110,3DES 5 = ® DES(FIPS 46-3),
2.7

EEEEX demilitarised zone; DMZ

— b ZAs 3th ) 48 B 3 o P % B R B X, L [ 6 B B K BB SE B e SR B SR  . DMZ R R A EE M
BH—FBAHBAIRKEL.
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2.8
B4R 4 Denial of Service; DoS
— R R gk R0 RN,
2.9
MR Digital Subscriber Line; DSL
— o P B U (7] 4% ot B £ 1B B PO 4 R B R .
2.10
HEFEVEZ I Dynamic Host Configuration Protocol; DHCP
—FiE)S 3hat sh AR 4t TP #hhk 4 & 8K M 8L (RFC 2131),
2.1
HIERLEH Encapsulating Security Payload; ESP
—FET IP.HERUAREERSF OB, 52, ESPEmMEEI—fREMEREL, LR
¥ IPEHHEAZE. ESP B— /1 EBKMRME (RFC 2406),
2.12
A RESL Extensible Authentication Protocol; EAP
—FHERERSEAMN P X5 R% (RADIUS) X #3f IETF 7 RFC 2284 HiruEL R 5180
2.13
X4 File Transfer Protocol ; FTP
— M AT EZ P55 RS 3% Z B2 5 S T P iR (RFC 959),
2.14
HERNIETE4A Internet Engineering Task Force; IETF
17 5% 52 4 i B L ER BT BAR PR R /N,
2.15
ERMESHEHBNE 4 8 Internet Message Access Protocol v4; IMAP4
— e, T R B0 R LS04 U (6] 70 B LI B F - R4 B 95 8% b A% o8, 1 R 4 #4548 (FE RFC 2060
PEE SO,
2.16
FifM Local Area Network; LAN
—MEREBRRAYZANE RS,
2.17
HHMREAR modem
Fr ¥ BIE B ER—F BB UE A, MR FE S A R EEE S 5 & M & OB R B4
R
2.18
ERAEEBMEBHET R[] Multipurpose Internet Mail Extensions; MIME
—FAFEL S TGS REM _# R BB, 7 RFC 2045 E RFC 2049 P M.
2. 19
Pk ihm AR%EEE Network Access Server;NAS
ARBEFIRRA T AR B EIT R REGER ZIHTEID.
2.20
—%1#% 0% onetime password; OTP
—M U EA—-KEmYREREHHO4S.
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2,21
#zh#ExX Passive mode; PASV mode
—F FTP B EBIERX.,
2,22
O4 %5113 Password Authentication Protocol ; PAP
—F b RO R B (PPP) 24 69 2 5 th i (RFC 1334).,
2.23
MAYERIE Personal Digital Assistant; PDA
BEETFREITENLE LHEND.
2.24
A3 AL Point-to-Point Protocol ; PPP
— MR REE EHENERHIUE S MRET ..
2.25
B TriLEE 3 R Post Office Protocol v3; POP3
RFC1939 & SCHY 88 FHEA M, X ML AR FER G E P IR RS THREREF B PHE
TFHERE,
2.26
RIFEFARI Pretty Good Privacy; PGP
—METAHES . TAFRENMERGER, L 847 RFC 1991 1 RFC 2440 M.
2.27
BR4A %4 Private Branch Exchange; PBX
—MEBETHENN L EBFBIELHRI.
2.28
ERIESENBRLIRSE Remote Authentication Dial-in User Service; RADIUS
—HATEHNEEAPHERMNE2BI(RFC 2138 # RFC 2139),
2.29
EREANIRSE Remote Access Service; RAS
EERBRUEBBEANEGMEKE.
2.30
ICEBEEN remote access
MEEB IR R R EMBEBITM .
2.31
#&RIEW  Request for Comment; RFC
B IETF & i ¥ B MR EMIARIN.
2,32
L4255  Secure Shell; SSH
C—FMAARNRENMNEREZEMEBRERMIIL. SSH BXLH ,BERAK RN IETF 15,
SSH Bt SSH B R 24HF XK.
2.33

RELERESF Secure Sockets Layer;SSL
—MaTREESHABRZE BEEFRMRFBNESINRBEENTBERS M. SSL
B Netscape FF R , H MR E 2R E(TLWERL,
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2,34
RLEHAEERMIBHS B Security/Multipurpose Internet Mail Extensions;S/MIME
—FMR T2 Z AR AZ R
. S 3 a5 BAA M :RFC 3369 #1 RFC 3370 2 X {H B 41k, RFC 2631 & RFC 2633 & LI S 47 iE
oM EAHELE.
2.35
BITREBMIL  Serial Line Internet Protocol ; SLIP
— 7 RFC 1055 P E MR R ARBER (RTR) EEEEN TR
2.36
IR&E&EFRINFF Service Set Identifier; SSID
—HE¥UBFHERARRNELREASIRRRF.
2.37
AR mH4EEH  Simple Mail Transfer Protocol; SMTP
—Fh AT I F R IR 2 R X TR SR B E B M (RFC 821 BRET B .
2.38
EHERLIX Transport Layer Security Protocol; TLS
SSL #yJa 4k i, B IEX K E B M Hr i (RFC 2246).
2.39
ZG—HBERESH  Uniform Resource Locator; URL
Web RF#IhE H R .
2.40
AEEBIE Uninterruptible Power Supply; UPS
BHERE—HETHEUNRAZ ATAESGE SETHRANEREMHRPRE.
2.41
BARYEMIP  User Datagram Protocol; UDP
—MATAEEERHZEKMEKMN B (RFC 768).
2.42
E#IEAM Virtual Private Network; VPN
FAREMZNEHAM,Plm, Z2TEBREDNETES —MREERMBE EHRE.
2.43
WiFi {8 ##: )\ WiFi Protected Access; WPA
—FAEREERURAFEMTBEENRLHEERAE. ZABCHEN BEHSEEH(TKIP),
WPA REXFHBRA(WEP) K54 .
2.44
FREYWEF Wired Equivalent Privacy; WEP
—FRA 128 WRBHREREDME N EB . KB LA GB 15629. 11—2003 (XL
REBRARE +.
2.45
FTHRBRE Wireless Fidelity; WiFi
—F WiFi BREH S A TR LAN REHHEIFR.
2. 46
FT&BIEHM Wireless LAN; WLAN
—F AR RBENM%E. B¥AMRER GB 15629. 1102—2003 f GB 15629. 1104—2006,
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EATH A 2.4 GHz 5B, A BB AL AT B ik 11 Mbit/s 1 54 Mbit/s FfE s %,
3 B

AWMAEBELMNEEHERAMIT X2 EHADCREALR SR FENEMAEE. ERESFHT
BEARBMBARK(E L I B H AR 5 E PUAE 24 5915 il R AR I 7 B AL 2 YU 9 B
B AT REFEF P T M LK BE I 3 BRAE AR & i B2 1 (R At AT 68y I A I SR A3 9 Bl

4 ZR

ERBEAFRAPEEAERBHEVER BTSSRSO ERBREEEENR
B AR, X R BRI LA 1. X BT MR %5 PR R m B B A B % (RAS) . RAS #if#
TCR P P RE A U R R 4% B U

HE S FEUUTHE P A RAS:

o HEFEEMMATLIES B, 48R TRBERTEID;

o HEEBITEN B, LR TAERGREF ML A ;

o SEERA R W (B 4, 1 378 B 43 SE AL B A b X 4% 3 B BN BB A R )

o Ut A ALK BEYIF (B, T aBRgEy).

RAS Rt —FAEM TR PEELBRASNEA R . ERHAPMEL S T &R, flan, 6 H
FHRAREHBENSE, IERE XM EREETE-HEFE FFHESEAERHHELE, UER
BB AWME ., S DSL & HAbE Y H AR, %A BT B R AAK.

EERT: MOUNEREACREELSEREARSBREN. HERSBEAHANERELSHRENR, B

SRR G L e L R A 28 L BRE OB A

b A

No\z

mRE R mERBEANR%E

B REMNZEEEAN

B RASEZBEWTEUT =F4H:

a) ARk %A R 4% 4, B4R Ot RASCED, B %% RAS % {4) 3 HE £ HE & 178 % RAS
., XA RAS IR % 28 5005 0] IR 55 2% .

b) BE%H RASHKMAIFAE RASEERMERIT AN, XFMAMHRRI RASE . EBE %
ATRER AWM RB AL,

o ZEHEEY RASERKERMNE. ERKZEFFH,RAS & P i b M4 8 L 8,
B, B R B SR R — R IERM— TR 6 % V28 . M98 RAS A REW, ER S
Hin AE B AA R R &SR

RAS BB % 7 i/ M55 28K R G SE BN - 2B M R T %% RAS R 55 28 5 4F 09 T AL A9 i

5
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SHERKERA KM LR, RAS Z /0] ARG B AL6E B 38 . RAS ¥,
A—MERE APREFHRE RASER. ~ERERZUAFERRERE LI RAS,
FEFMAGA UREM—F AU A mEE R RV AR T B E(PDA) FHBEIE].
EERVZRE.FFRAKTUEAEFEA, P L BAERET L,

5 REER

MNELAERE RAS RF B RASEFRBUANLE THRENKLRBHERZT , WERFEN K
BoAREEF 2 AT RA TR E L. R2NERENRRERENGLE G MPARE
AR

® REXF RAS Z imA v s

® R{BX RAS R%&2AGUTF 5

o [H kX RASR&MBHITIR ELRS)

ZUr RASE P55 RAS RFBZRAZHRNGEL
BUXHREES .

MAXERNBHZLRECFEREERF LIRS MRER. BE, THRLARERT
RAS i[H] :

%5 nRAPDHH RAS REME RS, BG4 M MR E &, 0 FUE 3 8 HIVLH 5
FRPHER. EREVAFET . DAEASSMGEHE, UHRESEAFKNREVRZBE S
# B, R RREE A BT RRAFNERERS.

EEHERBASRERAANENAPASBYTE. BEAHGERESNTEREFEROS.

HiEEs. - BERBRAPELHEN CREARFELFESRA[ T SMEHXE. HEER
ROBTXHER AP REAEERE (B a X @B 8NP —NES S, RBRBIXEE A
PSR B B B T R 6 X A 4t I 4% B U L A RSN PR

BERERE EEBBEANEZBREFAEZL, AP BB QL SEC RN RAS E8& L4H. &%,
EATABRNENEXEFERY (REE. . ZEE . EXH NELER, X TE RAS E& AW EUIE
WAAFR LB

R RAS BEMRII N XE, B YT LUEANFSERN FHHICEST RASER, A—&F
BREXLEFLETABMEREARKERNZT.

WA . YETBEARTER L FESE  RAS TR THERKLER. MR RASHRAKRK
REZFRAR UHFABMEGHTRZINSE. ELERAFRNRITRE RAS £, 7 LUK X F
R EER— e R E ., XFFRAHER TR FE R E 5 R 5, B 58K P X & 5
— R BE RIE.

RAS ZEM % P i/ REBEREW, BIRE RASEFIRM RAS RE BB E A REFRH R
BRI J5 2, 0 A R XU .

RAS % PR U2 B E M (B mKE PO BT ERB R (FIME LRTEID. AT, %~
MO BEEE AL TRENBEARANERT U LABREBXHFERA LM LRBTHRER
B B shE PR . X ERSIRE L B RSB 0 RS .

RASR&BERREBAMFERZNRBMY -8 . EMNLTRENSEARNERT I
Hit A EANZLEHEER. Y RASRSFBNEEAFERRAFEARNGAE P T 8Y
(5] B 2 82 50 R, BT A, RAS JR 45 28 T i A9 R BD B BB 16 B T LUK BRI R % R M % B I Bl
BB,

6 EBRVEEEXER
ErRSERREMTFHHEIBYLEEFZMHIA
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o HEKRSHEATRVINRSESE;

o %55 AP H KM R 45 42 44t B (ISP # 1 m] AR 55 2% » 3 FLd 2ok 1 35% P o [ S 2 Jg 3 4

o ERFIH - IMNERKAERELAERSEA.

B 2R X AR AR, B A 2 T ISP AH B W BEA R I8 M, 3 b 45 0 B R 5 A
W 4% Z (A1 o] R Bl K S L 38 . BB 1 Al BB R — N KL R M (WLAN) A 7, B X B RAS
FRIEEA S (AP) . X Fh i [] B 45 25 0 e Bl KO a2 ] (R 2D

B BHAATHEARS ALK RHREREE.

FRiE“WLAN #5715 R M s F /7 2 @it WLAN 8 A fUmdE 4 s 8 il i 2 82 A B,
— R E B AR 2 H WLAN AP 1 ISP 424t

LAN T4

LANT 435

LANT4E¥

BaR 1

B2 ZEEANNER

FrPomafEZR T EEED ISP, B WAIEAALRA/RELRBEAR . BORTHRERK T,
RES R A RSN  RURY , Bi n, R T 4EFEAOR B 1, WLAN ZR B 8 € I 225 e

X R RA MR AL AMUEE., S, BEEESEATEEERRAABENELRSS
BHENAPATUDEREAMSE . B2, ATAMTHRKMNEKS SHEM TR (War DialeD GBI TRE
WHIEE ENFRFHAFYKIE G MELRE. NEBAPRE, EXMESEARLGRFYEAR
. FAPAES iR A# ISP k&P LAN, HE, XM EZFEABERENELME /KN
RFHFRBEMACE.

7 ZERBEEZEHER

7.1 R

EEEANEEEREA RN R EME . B, 4 2675 5 & B £ F P R S0 358 it 55 15 ) 66
B R GEAGR LN . TR B A B 28 B R e PR R A T A AR 5 o B X
7.2 EERER|NHE
7.2.1 —giERRP

J 4R A A B8 TR A [ R ket ol P 48 3 £ IR 45 A9 U 1), 2 Bkt L P A oL F R 44 K P R TP IR 45 28
5 Web IRF 88975 . Bifsf D REEH XX B2 BB R T 2 LR MBENBEER, MR EELZL2M
WEMEE Web IR 2% 7 EIREEH B
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FEMFTARRPREBEEF A RZAMGERSE BNREEXH AEEMTBEHS . EW.

a) TELEEBRHI(SSL)REE—FEFEE N (K% HRARS 2 IHx D Z @ K5 B
BtTMEN TR, FALERMMEIEM Web RE 2RI RILFEIA BRERGEE L HF SSL.
ERNIBREFAUETOET SSLARTERAERLHIN(TLS) , ¥ HER R E 5/
% 2538 15 B LB M35 M (RFC 2246)

b) IPsec(EEXMBMNER)RELEFBERENFT URRTHERESHN IR, Psec BIRELET
$IE HERIEATI8E (L RFC 2401),

o EE2FSSHREARLZWNE LHETEZLNEBREZMAMELHNRNERF AN . R
ISR TERAFR . SSHERVERSNERHE HHERE-RINGSMRE B, &
SHSEEED .

REFTERREZSHEN REEMTBEERS EWMBESERGEPHEH. B FSSLHEXLE
TR AN RPN KR8, B, AR AP e TGRS ZATE SSL 8, TUES
B Web BEEFTHHE .

XEHFEZRHEEXPET,FLE SSL/TLS # Psec @ HENT ENEEI6EREM, BT
RB—MELMNERS T SSH B—FELMHA.

XEFERBEATHE FIPE P REED FTP REB. EMAFHEFHE FTP REFHB LY
HiE.

. BETBEMBI, B, RERETRIE N B telnet A X8 FTP, A BB A HNG, I:H— L LUH
XEKAREOSEL. B SSH,SSL/TLS & IPsec 2R T LHNEX B TR B IPERBEE, F{LE
HEFHE, FREN S IR BT,

B :ARE Web %25 R A SSL/TLS REMF B X P LS, R Z B R A P 1R E B % 8%k

HBRARFT.
7.2.2 BFEBEHRP

BRETFHHER—MEEAIEESRERUREUEVRS EERHEREWRESA KN
SRV [RI R A AR %5 2% . D0l BB TR IR 57 2R 0 — R B L O X MR P iR it Web FIE L, X AKH
PEBREPHRMTIGE FERE. XFHFERBERTANEIFA TR, BIX R 7 e EEA 7 A
HENLEER. 53— E.XHFENENAEILAP TEREABHANERES .

Hirk AP EARXRENE FREE PR, BEELE TE FERABHOES NAREESH
REEMBRARE . E%, B FREF P RES AL 8 5 M5 EH AP kU REE B, &3
FREHAREFRAKFPOAIEE) . HEYE A 8440 B (POP3 f1 IMAPA) Z B &
X BIZEFRERE FRREHLERTR L.

e POP3 THEIA T A B F IR, AP REAR X HHTAE;

o IMAP4 RWFHF R THREBEIRE, RIEHFREFHEMREGT KD FHIL%E.

BELE,BTFXEHIIRER A REEBHEZLIE . BEFNERAREERES R (HM,
SSL.SSH).

¥ HPOTUAP S TFRAREETIEEREF I R bat M EET . A EENHER PGP(RFR
AEFPOIMS/MIME(ZL2ZARERMBAT B . HEIREAFE XEE . ETEMRRTHBHRES .
HEHBELBERIRLEFREELPRBET. ATREZEFHIE BRI E U HAER FURE
HARBHEYERFWI.

ERAFAIEAEFIRGERFBJEETNENIEEERX(DM2) 1, DMZ HEFREEIRE

H—BEHNANEEEGRIGTE, KRR ARMEMARRNE. BB TGRS SERE
DMZ 1, R E X S VLB BEvT WA BRI Ui fa] , o] AP BB 4 D[R], Db T 38k 40 X Ff ik X9 R BB R 4%

FRAE R, TR — € BRI .
8
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BE,H#RLh DMZ B2 MRS T ENMARMNET BN ZANEREE. TUELRE
& BRIPSR AR P E T R E E AR XA RE A AR B,
EYMREREERUTRE.
o RGN AREETHEENNAMBDNRERS, UBEF TRERAERGEHNPHE
PLas.
® R B SN P45 B U (7] B PR AE 7B 74 ML RO LA |k GE g TP btk #ns O 5-4R3D .
® K B PR 45 B 17 (7] L 7 3 2 D TR stk (P BRI 48 o Ao iU 1R G R 5 S A K B B4 St ik B
BLRE B b ok 035 O R An EAPR & . M6 4h . 15 8O0 849 77 13 BLbm DA FR ] . 33X BB 5E i B e 2R ER B ok
HEREH.
HAER RS A% 38 0 Web %528, T LIS E T DMZ A4, B BB MRS, R 1BH %
DMZ % i3 F BR 4 AR 55 25 B 7] 5 B B 8 0 S A i i
#1 BFBEMAXKOS

MOE 23T # R
22 SSH ReRRF
25 SMTP E# TLS/SSL 884 # 3L SMTP %0
465 SMTPS TLS/SSL I # SMTP
143 IMAP #3 IMAP %0
993 IMAPS TLS/SSL t # IMAP
110 POP3 ## POP3 00
995 POP3S TLS/SSL t# POP3

B3ntBaRUTERN - ML TABFAE - FRERNAFREE. AXFHELT, A
xR AR & 25 695 ], R faiF 2 TLS/SSL k&9 IMAP # TLS/SSL | # POP 247, i & 3% B F R4
AR SMTP R5ER. KB AMMNE K ITE, 76 HBA TLS/SSL HsMEY # IMAP =
POP. X4 —MAMSIET MBRAFHAEMATRKaBFERMIRGIIRZNS. EIEX,
FoABAE fT s O #RAE AL, DUB S 5 HAl 3% O A M LB B A .

AT L PR A 0 Bl 18 e 8 % SMTP HB44 R 55 28 49 M A (Bl m, FR % SMTP B EAEZ K
B FHBA) .

P EBER A B (88

permit tep any host<Mail Server>eq smtp
permit tep any host<Mail Server>eq pop3
pe

permit tep any host<Mail Server>eq smtp
permit tep any host<Mail Server>eq pop3s
permit tep any host<Mail Server>eq imaps

3 X} DMZ HEB AR &SR A5 (D)

rmit tep any host<Mail Server>eq imap

7.2.3 FIP ZERH
XEGEBHNFTP RS —MRE . KMFH{TETF DMZA. FTP i ERmARMEER.
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® PORT A (BKREERREHER);

® PASV X (BHRERSIER) .

XAMEXNXETEEEENRE Y HR & PASVER T, o E MBI EH difH FTP
MR %8589 FTP % P& L ; 7 PORT XX ,FTP F P IRiT A & 4@#8, FTP MEBEBZRE P
WHREFFER BN T EIEEE. & FTP RO 21 k4o 88 JEEE RO E—EBEA
LR, EE MO 1024 FFIBE EH O 5000,

YN EBEF B FTP 80 , A A L, PORT ERANFEL LR EQT B AL, B
TEANITH TCP /O 21 kBAUZEPMEBHNGSEE. REEIMTFHEHEEEERY. B4R
3t & FTP R4 28 49 DMZ 958 24 3%,

HHMA

G5B kR RS M1 58

permit inbound top any host<FTP Server>eq ftp
permit outbound top any host<FTP Server>eq data
ports (1024 and above)

B4 > DMZ @ FTP [R&ERBHTHR

HWZTF M PASV X HE &KL FTP R & S 0F, BR B A KIERFEAZBETHFNREO
1024 FFIGERS MO . XHMREX BT AEEFRBRSRARE.

BEH R, PORT BAF RSB A R R HRE GG, By HEBEERAMELH,
PASV AR T X RE, AAFAHEESHFF RALRE. LHEH LN AEERBMRR
BETAREMHOFRTHAEG. RECRSQUHEARK X, AFSHERENTHEAR D, ATTER
BERFBMREAMROMHFLT, R FRE PASVERMN FTP REF. EHAEFERALITH FTPR
BAH, LB REER.

HEBACEEFHREFTP AN . EENEZZRB FTP hillk G AR HEFEEANEZ L
. FTP hiXAXHFREE  IRUENEIN RS RIRIERERN. S, 0 HYEE, XM
EHEZEREL.

Hik, RZEATEE,FTP MFHLMES & T HE 22 KR E U (Flim TLS/SLS) 2 & B 69 X
fERNI, b %2 FTP B scp(RLBIA) ,MEWET SSH thill. XHWEEH|BAFLHREN R
RUREHRS .

7.3 RERMBERHHE

XHUTRRRBUNBNGERLLE. & TR U0 P4 P9 i Bt T % P& T B F XU,
Hit, RBBARHENTER.

S5 . BREFVFHRNE FEHNTRBEZBEAS S 6EDRIE.

B EFRUZE ERAPRBAFLENEF R LAENEN. AP U RBITHENET
BRFAR.

Vil SR FE VTR B R Z AT, W SR AP AR AR M.

REHE KEXHEMEENE.  REFEANTRAEE EFLLRETREREE AXEMTRE
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MR RES
REERHEEASYHEINFNEZ2REDN(SATEASAFMBIHEED FLUHRE. EL24H
¥ # GB/T 25068. 5 Hitit.
rxtmBAIMEYESNHEE, W, —KED4S(OTP) 41, AP 8K ifF e AR AR5
SHECPNEERE-IME—HOS, IHENSERENEFEIN APRHASEFTNEEY
# PIN,
BOEREACEL REACTHRRAZERAFLE., —M4NRBITRHEEZBIGH
EFFBHRR. UXFHTFEBEHELIERAFWZRIYE,
REFHTTHE B EANRERGRUENIFIFXFHRIERITE. Sl APk RETE X
FERMPURFBE . BERZUTARBAPRELSTIREHLERE.
BERANDINESERRESEARF S 5R %S (RADIUS) — 22 4t, X hil, &4 R 24T
BESVAFRY,BEXNMEHRMFETEP LS BRI R,FAER VPN FEEBEEFINE KX,
X T/EFRBEIT .
RADIUSEFIR(RBMEREARF R ENRSBEARFHR. VPN REBREKBEALOU
RADIUSHEEWE X, M RADIUS REBR XA RIEMEE S HE S . RADIUS i % £ *¢
RADIUS % P i $2 tH B 3 R BE 47 45 B A 240, R /5 B 2% — > RADIUS % 8. RADIUS & P8
[ RADIUS R % #% %% RADIUS i %15 8. #4h,RADIUS 7 # X # 4 /i RADIUS {{#. RADIUS
RERE—&HEI, EZE RADIUS £ #i5 RADIUS lR% 2 2 /], L o] 88 4 th H {8 RADIUS RR¥, 3k
$% % RADIUS § 8. RADIUS I B N ARV % P 3mSR R &2 & mfE % .
RADIUS {§ 8845 A P BRI (UDP) i 83k & 3% ; UDP % 0 1812 i F RADIUS £ 515 5.,
7 UDP %31 1813 AF RADIUS % 8. IXF —4 RADIUS 4§ 814 7 RADIUS &) UDP &
fird
RFC2865 & X DA F RADIUS 5 8 8.
® Access-Request: i RADIUS & F ¥ & i, 3 P48 0] i R 22 X R S S,
®  Access-Accept: Hf RADIUS fR& 88 & 5, LAWA ¥ Access-Request J§ 8. XM HE# A RADIUS ¥
P R R E B LRI B,

®  Access-Reject: i RADIUS R 45 88 & tH , LAWE B Access-Request {8 . XK B E A RADIUS &/
I, REEEREHESL. MRARIEAELREEESKRAE B BEM,RADIUS i % 85 &% X
HE.

® Access-Challenge: f RADIUS [R& 28 & 5, AU I Access-Request 8. XM HEMER M
RL# RADIUS & P o — kiR .

fif % B M EER K Windows 2000 3R P L MABEF RADIUS £t #.

7.4 RATFRPHHIE

XHRUNEBEANRGEERERECBEHAGN B EEMBEME. A THEAPEER
AXMAEMBRBHRAR, FUPBRITUBRELSH TR, N TFRTHENERESNNTRAR
SUSHEHITH AEYAEEEN A MFBLETHEH.

Hit, ERMBRELBEENFEIHENRENR, . W THEEBTEN.

R A3 BRE L% b R e ik P R R 1]

EBRAFPSHERNBZRIAEFMMER SSH ZE T ETFLURY

RERAREINFESA,;

AAHEBEHRENEN AP BT LESHILE AR EH#TEN;

EMSERMMERA B E;

PEEBRERRE, EXHITE & WREE LR RINESTHETE S, HAS —RHiH.
11



GB/T 25068.4—2010/1SO/IEC 18028-4:2005

[E] e pLi (R RS BT ME, W 8. 2) RIE . M ERAXBERSBH LA TREAFFER
R .

8 EEFEMEEHEE

8.1 #ik

TFTEEFETHEAEEE RSB T ERMERE. H AR RTIE L EMERIE LRk
R. REGHEDFNB RASEFR.RASREBM RASEHEX=Z/1HE. S4EEHERS
Wit

AR CBUABRENZFRABRSBHBMBASTFER, BN, BINAEX RASEFHES, B4
AR RASIREBRE L. Wi, HEE, BN Windows i, 8 — 1 RASE B EEEN
RAS &M, Bk, M AT RASREBHAEMFETTN AT RASE % .

8.2 RASERHMKRP
8.2.1 MR RAS EP#

BeEMEF R EESYREAY B TEAKEBEERACEBEARATHANER. XFFETT
BESTHAREMENWER ETHE.

BEE M RASZ P A iE AR A AR . w AR M AS R DSL k5 RAS REBHE.
B_AMEEMERERBERN AAEREENMO R EERRBIMEG. — AN TERRRE
FIETECE B RN ABE K35, Sk FR SRS B & B B AL ]

8.2.2 Fi& RAS EPiR

MEFEEK RASEFRME AN EANRLSAIIRBRITENNERAMRPEREENEL.

ERVHE—-ERBEHENEGAAXS. FRPHAEWABCEAN - RAFEREETSIRD
S, EFRRAEZHBRHRTHIA RS, ZRBREBERGENE —ITBRE , BEREBHEEGHER.

BoERERRERE. N TEEIHEVAIEY, EERBMHELEH R ML R 6 H MR
ERG. REPHWREREREXFHER. FANKNERELYEANKI GESERAK . BHEHE
Rk RAEEZHOR, FUERATERTAN. 2B . EREEARBEEN DS,

MR—-EHBENFEHTHARRANENELS, X RBFIIMNEE -

BRERGEBSIME, UREHARREERNLZ LY. XBRKREENRBRERGEPHEALE
WAH  HREZERFTEMMA. KA NENEREXFENSESMURE, AAFREXFERERE
RIR% .

BRENBBERAERF SR FREYHFE NFREHE. BEN(EHRESZEHFRNEFESD
BERAPELTERBRHRSIFTRY .

BEREmMFEHIERFEENOEIME. XHFFERSTBEABRER R ISO/IEC 18033-3:2005)

FH—-TBEENREREREAWFBASHRE. ZPRANBEASNREIARSE—BRIER
FA. Bl THEFRAFPREERE.

EREHRAT . MBI XERBER, TRELSHE.

BE  AEEARHbaEERBERNRE RRENFREEFHEHER.

8.3 RAS BR&HJARP
8.3.1 YHEMBI|EE
RAS BE#HYBELLMEBRRY. BE . RASRESEL LR SERTEN—B2. ER

1 HXO4EFHNHESHFEBL GB/T 22081,
2) AYRERETARYBRTHFEREIA.
3 EHEFERAPRE—HAMNMENDS MAMNAETHNGEERERR . AMNAFRNEDBE REM

MeHE, UERE AT SR HIER.

12
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AES5HMMEBHRNYEES, QEMEMIFRS -, RASIRFZEEETDMZ A, XGHFK
HUEARSBFEPLAG L RBN BB, AKXMER UPS LIBFIEEE. FFERNEMERECHE
RASRE##HELREMEE . Z2TEMBRURKEAE.

BRBRE LEEM RAS R&SFHR AL AR EL R ISDN M &I E S EA B R B4 AR w]
ARRTR PN REBEACVBHEEZIMNIARMBR S BN E RAS, #—LHEAHLKME
fit, 3 32l 30 (B KB R G0 R f R &l .

XMTEARRARBREBMEREBEABERAEBLT) AR EPRTELIWKIAG F—KE
ISP, B _WECRME.

8.3.2 RASHR&SR[BMBEHMREH

TR FER R ASFEAN RASIRG 3%, ERBE THRE UREFHAANBRASASAEME
T RS KR .

HEVHEEEWERE RASHRFNER . HEEZBRFERMERS. XBREREREHM
B, AFREHENARBREANT. AATBEERAEPARYEEBRSH. FEIHLER
BRERPEKF.

R RAS RE[BERUEMAME AR HATIRMBIE, URRXEMEFAESARSIAFT
RIRURE . P B 3R UL R TR AL AR A RAS BB X 57,

REZBHHAERRFECHE - ZELO . DEEBNE. HERTHESREX(GELE BEM
PLBe R S H R 4R

EEFHRUTEBEAMS AT, B X C MBEH R W IR 528 . 33 & 3K 57 40 45 2 3th B B 71
B EMR. |

PR RSN B Ssh TIE, AXRIEL T, AFFA . MR8, KEE RN 2 HF 778 5 #
HRLEHN REREMENAFSEMEMBEHEIEAR) . XHEMIAAEBRESEPRREhBaHH
BHEEMBLEHEN LRSS, SRBAREEC ORI CRIESE)H AR EIFEn TEa 7 4.

RARBFERS BN PBXORELECIPUBHEENER, CTEETMHERANSE. Bik, R
YL R A BB TR .

BUEFPHEOREBEPFLEZENRERE FEHES.

8.3.3 MAEHEREH

MRAEBEARBEIRSEADI KT BRF RS RUEE ASP), I4, Xt M4 87 195 b M4
MR 5528 (NAS) . Xf ISP WifmEAZAUMEREEH  RENTMENEROERIL L.

NAS HABRER H A M E R ESREZDRYT B, FHHYBEER, AaBIENNTEAYEE
fit, REWEBEREESABRB B - NRENEERRAAELURES . FLAEERRSKS NAS ZEH
18 15 7% PR ) ZE A ot PO 4 2 B A BB B O R L 15 B 28 A

NAS B4 sy M4 550 Bt R 2Z @ 0 —Fp R &, B EE A GB/T 25068. 3 FiR 4 IHLH .
8.3.4 ELEAK

REXZRENMBBEARAPDAZRAUNTBEAGR . AETHATRBHIMENEA. B,
BEMERBERNBEASR B, XHM AP HKEBEFDMZ ANTIEDGEY. EXEXLLSWELEL
8.5,

8.4 EEMRP
8.4.1 iR

RASE P in5 RASIREBZEANEELTINER. BERBYEE RERBEXEE.AE

RibZEE., FAXEEGEHERERRES.

TEAMEFIHERF RASEPRESRFB[ZAEREELLNENTFR.
13
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8.4.2 Eikg@yr

ZEBRMBYEREIERAF. ZEJERATEREAND I RERREHIT.

FARMAREIFR, ENWELSESLAR. TEHRBIMIHFHNHEES F 5 GRN &R
HSR&E#BEFHBDZAEH.EZMMUERALFIRS[. EATCLIBNNERNFTE.

BERLMESNFRERAOSL5HIL(PAP), PAP R—FBKREF I MBI/ IR, X5 F
(IR % 28) B loxt Fi (B P I AR, FE T XEFIFREREAFIE, XEEIERAAXERE, B
BEFAP IDMOS., BB AREEBERSEHHRY.

R —EBEF LN N(CHAP) R—FEFHEH FE. CHAP B—F 3 WEF I HRX#F
R, 45 E P ENREE—“challenge(PEIR)”. XM HREE—H, BREZHLRBLOARE. X
ENREECH ID SHGRIBE”) M “challenge” H R —MEFIERME. EFHEWBCHITE
HE5ZERETUBRIRERBE AR, FEZNEIEFEABRNERCGERHEH MDSYME. BT
PORATT MW , B L CHAP B E sk ik .

13PN BHEBRESBEARFPLFIR% (RADIUS) Bt —FHE—BRNESIFE.

RADIUS i & #HE X EPHFHAFNW IDSHE. 0, CRFERAFPNWRLERE. WRAFEED
o] B 48 B R4, B3k 1M RADIUS fR& 8B RE—N“URIFER", KPP GFHAF ID.O4S  ZAPHRK
ZG IDAAGKO. O4UMBH F XEHKEN. RADIUS REBREWMZEER, REBHER
#5—1 RADIUS iR %28 . R RADIUS RFBWHMZFER, ERHERIEFECHNEERFRN.
— AN ERHFRELSAFERAF DAOS, AHEERSBEMEAZREMNED. IREREERS
B —A RADIUS %58, 4B P8 T4 & RADIUS REBRBRAZ AN, X FkpaeER
SI5E47 B X 81, B 4n , UNIX % 5, Windows 2000 4 ${2, NOVELL % 5]. RADIUS JR % #5 t 7] € F§
%775 % PAP f1 CHAP.

FEFRANEMRENTHREEFARFESRMERASEHER. EXETED, 5 A IUKEH
FRPHFEANEA, AEBTREEHASHBIES, TUKRENEFLEY. £YRELHNBTHRER

EN.
B R A 4 BR 55 “ 0 U (5] 35 1 8% U 91 2 %) R 45 (TACACS) " A B th ‘2 AL T € 9 XTACACS #1 TACACS+
RENFE. HREMNHERER R RADIUS,
8.4.3 BEEmME

FUBBRERAMESZXH. SENERCERRHNEAATESMEREHRELET. AF
MEERRE,FAAFSREEMENRS HBEE. CHRENES B MERS ZEQRELE.

RNEMEN—NERREARMYRIFEBACPGP MRS, I KRGQRBEETAHATBHAY
e, Bt A AR M AL RHRS .

BERR.AANERFN  BERAFANEARS K. i B SHEFRRXERE, 0 EE FHBARIGH

AREHEFAREACTNZE, X EMNNELEMTREHRTRIE.

HEBEARYE, RURPEFRAZN T AZELER B EHAMVPNREM.K. FIFEZTH
M= AR AR R, BHR VPN RERAGEANI. RTINS EHMEEE GB/T 25068.5 F
&,

8.5 T&RR:
ELPUTEEBEAEEANARGRBEM:
o HMBEFZEMBUATRBHEE AHRABRREFHRBHELERDTBEATN
WAL
o RL&Z[BMBHIGEME GB 15629, 11—2003 RIFEE X W HBO THTHEBEAE P i

4) MAFHBABWEATNE, LHEAOHUESTRIKMN I (SLIP), B AR A EH ; L KR K
(PPPYRBUETRMHDUNETHNES.

14
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REEBEDAXREANE.

ERZHGRD REUEZBBEARINLAA N THREANELZEEHNNRERRE BEER
RAFEEABRMTE.

Blin, AV GREN AL TR BB R EEEFGIRA . B AP TEEIRBEARFARE
G. ZOPHEEZBEAEZMBEEEREE ISPEE, MAFAPREMAEAXBEEREREEMAEZMN.

REXLZ DRGSR LERS BRELZBEAMBAZSHGRNIFED, FEEKBTXHE
2HR% .

Hit, MRARERDN S ERAEBEARIHES RBEELHEHES. 3 PN BN ERELID
WHEEN EEAFERNENMLE SR REURZIENFTELLERS . BANFEEHEAED Psec
B SSL/TLS Z X MBEHE IR RERE I MEEHE.

EHSRREARBEAEZMBENBTET ERFIMNIBERBEBREVEAN. BWNA=MEL
FEFRRF X AP U5 R] ;X H 7 % 2 BN A B JLA GB 15629. 11—2003 Hrill .

o RFEIWRAF(SSID);

® A FUTEIEH (MAC) #Hisk i 38 5

o HRFEMBA(WEP)HF WiFi £H# A (WPA),

MEEX=frk—EEH, ORIV ARBREEINE 2.

SSID #ft—FPLEl, TREEZME LSBT RE—ITREN AP REBREFHBINE. EMEALED
WHBERRIAMEL X AP HEH SSID, IR TS K 8 AP HXHNEE. EILER SSID
HERARM AEZHEWA SSID, B XFh SSID EARMA XA MR EE X AP WL, L R4t
ZREBENGER. AP WERMEEKLERRESZ LT BHE SSID, BN, AMELEERHREREICTE
% SSID, 3 H §B3# & FF A IEB8 A SSID SR X4 B AP, Hit, RAUBR UK AP A L) B
XREE, REEH KRR KRB B8 SSID,

SSID 171 AP, T MAC ik iR IR HH B NEED . S0 MEE D EHA g — 8 MAC i,
NGB IELZ RPN 2, MEAT G, AP H4EHARE P it BV MAC i#bak % b BUAR RS .
REAEE4E MAC Huiik kY8, 22 , 48 F§ MAC M hk ¥ 3 fm — 25 53 28 J2 458 M 1 (6] B9 4R 47

ARFTRAA, WEP F—SiRANBHE, ENERAEE CREMELH., AR, EXEERMEMHE
A1 40 HUAFEE 104 R EFEHAME. XFHEHME—1 24 KN BLAR, BEREER 64 &
128 WIS ES. ETXEHUNENH R, HFMENRE WEP 4, LIBRE L. WPA(WEP i/)5
SEMREIRBEBEH A EFHAH#TEREE, RTURRXLEHA.

s, BUEUE RS A VR B I (DHCP) S # A #u ik ; DHCP thil I BH “F 3 I 89 748 A (B,
HEULE MAC stk SHLE /Y TP bk 482) 9 AP 24,

EEAATEE P OER T, ERAR IP FRl GEE R 192.168. 0. OKE R B -1 F
Fistihk . Hosh, 25 X WAP IR BB TR EHE, URSHEEEBR.

BE, BHTFMERREMARE.

fsR F P REXTELZRBERNZLMFHAEESE.

8.6 HAKK

HEEBEABAEBEARE  CEXAFr BERNELARNARAR., HEARMNRELR
X, RTELHHMERBENEZHFS (BEEBEAIE GB/T 25068. 1 h4 . MR ABREEZRE
B —1EH.

X F—&BRE N PDAEREE , LRAXASTNBERGEEETERATTHN LTRSS
BHIN AR BRI RE .

5) ERMERIFRRRERERE S, EF MAC sp a3 R B R TRERTITEH.
15
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HLREI S R B EEQE N &0 RERE AR AP ZRMAS S,
RXRTFRXEFHHELEFE LS R ISO/IEC 13335 f GB/T 22081—2008,
8.7 EEXR
BEZEABRNEIAESRENEANEANEZREARNRER FIZEZNERENER
RE .
LHEERREBZABERZEGHERAEMEENE , UBRT — R 4L RS0 HB R

9 #ig
ERBARRFRAERANOFTE MELYHELRBEFHARIER T EURARFERTE.

16
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B R A
€ :¢23:-1:09)
ERBEANRERMETE

A1 HE

FHROBHEMENER ENERD<AHEH>PEREE. XEFENBHEITREE
PERENERA<AFRAEGHR>HEMATESBR<AALH>EKBHMRK. XBEHRRQHE . ZREEK
BRAAREEE DEFHLRELARER . BA<ARAEHS>HXBATRES.

A.2 TEH

EMFRERATHAEA<AGREZHR>HANRTARAENHTENR TS EEDN<ATLHESMN
BH<~BRLEHF>ER EEH.ENEMRER. ARBEATI<AALEHR>S TGS HAKERE
Bl R, A RER R LS FHREG . EFENMN LK Web B,

ERRFHBROCRBEALELEERR ) RS HEAEFIF AL .4 . ISDN.DSL, VPN,
SSH e A B FAEE .

A3 KM

A.3.1 BLiR

a) M<AREHRSHWAFAMEHAEZBEANBRN<AFAEHR>ER . ROH. EFMRAR
B ARERREANYEBYRIERENAPS<AHERSHNAGEE R HE.

b) MTFEAEEREREFVER AFRERRERAFAMNAHENELI<ATALHRE>ME
X EBRMHIT—ROREETR ., <QAFRLZHSBRATERREERERRABR<AFSL
> BT SRR, RN BB IE S, AR XA RIERABELAE. <AFLHB>ERE
REAVRERNERRERE.

© RTELEBEAFEVGRAANEHRAFPFEENENTUR<ATLEHE>NEHTESME
B REAT 5% .

IDINCIE:-3-9i1E: 374" 3
2) BHEERARMVPN)EEE;
3) ERLREFEKME;
4) TIEFZMHEARE.

D RF<AFREHSEBVINEERXEANEZES SN ITHRBREEERE REXH.

BR2HSHBRE BB EBEARSE (RAS)"FMIET .
A.3.2 ER

a) DATHREFREEBEA, XHEHEET - KEOSEHREAROSEENLH/R
FARBHEHIAT. XRTUBRBOSEBNELE, R OSKK”,

b) <AREBHSHMBREFRMHBEHBAERHZROSRETHEHEOSEBRBLEMARE
BEEXFERR.

o WHIEBREZANBRN<AAZRSBERAMERCHLFHAELIBERIA<AALZHE>SNEN
<AFABHES>HHRENINANHEVR TS AR EEHMBRNE L A TZAF2LE
WZ T AREERS.

) FHEFEBEA<AGEHFSNENRH<ARLEK>BERMRCSHENAEFRE<ATS

17
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e)
D
g
h)

i)

»

k)

FR > B e F BB K 7 (B, Hotmail , Yahoo  AOL) i LM S B R EA T <A ALK >W L 515
M AMBRRAENRSRERE.

HEA<ARZHR>MEME B ISDN L4580 & CHAP MREEHER,

R ERAAFATHERERNAENESFRERERA A R%.

i 2k 5 Fi % & DLCL ARMER B IR L HIER.
ERENEGRELABI“ERBEARSE AT, 3 HLAFH InfoSec AT Xf BE 48 A K
ZLmE.

A ERBEAEREZEI<AFEZHSEIARMENTE EN, LAFARFHHRER
H(XEREATREMYA URLD), ERENCEMNAHEN. B THEBELAREE
Z=FHECRHEHER,
ATEEI<AFALZHESHEHNMABREVLAHRE<AFAEHRSHENREHFTEREAN
=R,
FEN<ARBHESEFNELREREZBEATRNEAEI M LALEBR“EREA
it 457 #1 InfoSec KA T,

A .4 BHEIHLT
EMER, —2RABRAKE HEZIALELT EELILBHXER.
A5 REMEBX
R iF g X
B 4 1A o AR 2% HAAR,EmMATET BH#, X B HRETHEM M.
TV FR &% BARNAAREARMBS, B T 1. 5SMbps By 2N H B

18

PEKEE. BRl, BAREREXETA.

B —EBF LRI BU(CHAP)  HE—EF EH DU —F B B R R 07 8k .
BREREZRAT(DLCD OB E B RAF (DLCD £ Wi h 48 P 4 b 4 BL 4 K A B2 o i

(PVO) 3 R FIME— 455 . DLCI R 51 @i v 48 M 4% 7 F /= 1 () 58 3
H—AMEE PVC AR, AR EERRBEX.

R5 AR AR —FHESRIERE TRV E U R R ERE B ERE.

A BRI ENNE T ESATRRAUFESUERER LR
B RERANKFESUSA - me BV ER. Bk, “HH
RS R ETFREANS/ AR

g —BHENENERERANEZB U LS. XREAHF

B .EEHEABURKREEZRBATAMNEHRN, BSHEA
AOL S HAbH BRI IR 45 R LB (ISP) s E<A R Z R >R E
BEAZXARS LMFS, E8ES - N ENEANTERE
ANBRE—- MBS AR ENBRSHFA<ATEZHRSNER
3t ISP 4 ISDN B i 8%,

R PLKDSL) BFEAPRKMOSLEA-MERAARFAREFORELRNY

R, DSL i FtRERER TIEHFXFET 2 Mbps KEIET
FTERERAOAZBH ETER(ZERMN.

T 4k T 4k —Fi BB ISDN ERZHY B T1 KERMBEHE T

BT 4t 5 R B 2 B R T A R KBOR S . TP RETBRES
AP EE.



L4\ & H = M (SDN)

EEEA

SEIRE

GB/T 25068.4—2010/1SO/IEC 18028-4.2005

BEWMEA L H B F M ISDN. BRI #1 PRI, BRI i FREHL
F/nBEA. BRIEKA 64 k L5 (&3F 128 k L) “ERR”E
ERM— MEEESHFEEM DEE.
HERE<ARLEHSEHOMNE BREIN R, H<AFEHE>SL
GILCE - L:opv 8

Lzgd VPNREZZIA<AFALZH>A MK, Faf AR
W% (PC.PDA WAP BiEH) HEVE - M HE<ARZHR>ME
GEMEBRNEREMNS . EUETHAM(VPNR—-MEHEF
RN RE R ERMENTE,
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B R B
(HRHERS)
RADIUS LB ENRELR

B.1 #iR

7% i % R FE K Windows 2000 SRETFIBRME R 4P RADIUS R,
HfFk RADIUS R 2RIE, B#F LT LHARENRELR.

B.2 THAHRELRE

S RADIUS & F i IR %5 25 sRAC AT , btk RADIUS Z &M, AU TREXR: A TRE
A~ RADIUS i B R B2 8544, 5 F ESP #i& M =F DES 2 X/ M H 1 LM [Psec.

X7 RFC 3162 iR, @i IPsec il T K RADIUS B %, REFHEHN
RADIUS F B (3 i1 Access-Request {i§ B # “Request Authenticator” F B) )& # (& I “ User-
Password” ,“Tunnel-Password” flI“MPPE-Key” B¥) R THEF . WG EEEE 24 RADIUSHE
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