ICS 33.040.99
M 19

oA A RS 2t A E IR 56 AR

GB/T 29234—2012

ETAFHBREMNINETEHMNS
RENNENK

Security technical requirements for broadband customer network based on

telecommunication network

2012-12-31 &

2013-06-01 3L jE




GB/T 29234—2012

A I GB/T 1. 1—2009 & AN &,
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ETARHBEEMNRETEPMNE
RERARNENR

1 EH

AR E T ETAHBEMHNRETENMENE2EB X2/ R . ZLIHNMLLRBE WE
WIEIEBRE UL L 2.

A bR ETE FH T 1 P 4% B2 8 0 ol 55 0 D L S A D < 7 5 7 2% 1 P 4% PR SE B B AR O » X U FE B
EPMEABREZEME ERMENER B TS HMEH.

2 MEMHs|HXH

XN TEXHRONMNARLAR] PR, LED B A30E,{UE B R RAEER T4
. NEAE BT HXH, KsFHRAEEHEIAFRNE SR EH T3,

YD/T 1448—2006 ZF /> Hs/5 M85 & 7 M 4% SR AREX

ITU-T X.509 EEBHEAR HEREAZLHE SBHE:.-~HAFBHYEFHEZ (Information technology—

Open systems interconnection—The directory:Public-key and attribute certificate frameworks)

ITU-T X. 805 & 1{ikvy B w5 B R A & 24K & (Security architecture for systems providing

end-to-end communications)

ITU-T X. 1121 BImBmBIEFEERNEL2E ARAE R (Framework of security technologies for

mobile end-to-end data communications)

Broadband Forum TR-069 Amendment 1(2006) CPE WAN F ¥ #pi{ (CPE WAN Management
Protocol)

3 AREMEX

T HIARE M E X E T 230
3. 1

FEILUE B authorization certificate

HTAMNBENXN—1TEL2Y. ER2PEF - TEHEAN—TXNL. ELEHERREZEYT . K
HAMZRLER. BEE,IEBUUSN =K. 5HIEH. BHIEBEAMELGER. BHIEHH TR RE
ZFMAEH, BHIEHAH TR XN RS FAEN BAGERH T XTREOBNFANLAE . 1%
BUUE 35 B¢ 8 UE 5 7] AR IT R M ZBUE RIS A a3 28BS .

3.2
BMEH ID certificate

—BIEE - RPFELAHATRENRBEAR EBNREGH ENRAH EB AR ¥ S ML
LT RS
3.3

G 1iFHB device certificate
SHiEPR—F . ERFEPLPNER, EE—ITFFS ITU-T X.509 it 3 WiEH, H TFAIERFE

1
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PRgRE. EAUHREFZE MR CA KB HA] BN CA K.
3.4
ML salt
MERECHITHRHFBRENENPRA-THIETF. X—RKBEBTHILB ARSI E R H#
RS YT LG i
3.5
Smurf B smurf attack

—FEERFBCE AT, Bl R F EVLRIR 1P #iak & X H oy dik oy 7 #% 3 4k B9 PING

£, A A BB PING NI THEZEE.
3.6

LAND I LAND attack

— P SRS BERN AL, B MZHEFNAXREME g H kB b 325 F o0 ak 8 IP # 3C,
SHZTETHELSEH N B RKEMMNIRIC.
3.7

IEHREBEFE DoS attack

BH 1k IE 5 -6 15 3 P X 5% 3R % 5 (0] 3 %o B[] e 8 B $R 7B 76 47 2E AR B B
3.8

gl AIX¥i: man-in-the-middle attack

—Fr E T RBEBGEEZBNEERNFE. EdESEBRGHEZEIXNERH#HITEIFE X, RE
HGEENEGEEERBAMNERNER.

4 ZRkRiR

T3 4801538 A T 4 30
ACL /0] 32 % %1 3 (Access Control List)

ANY : £ & (Any)

ARP . #ih 7 i (Address Resolution Protocol)

CA . iF B HL# (Certificate Authority)

CHAP. i F A it Fpi{ (Challenge Handshake Authentication Protocol)
DoS: 1 45 iR % (Denial of Service)

DMZ. g2 X (DeMilitarized Zone)

EUTE.:. H P KXy E3E 4K (End User Terminal Entity)

FPE. 3h i 4b B 3L 4K (Functional Processing Entity)

FTP. 455 tpiX (File Transfer Protocol)

HTTP. 8 X &5 % i (Hypertext Transfer Protocol)

HTTPS.: 8 X A% L £E2EUp I (Hypertext Transfer Protocol Secure)
ICMP. 5 Bk P ¥ %l 8 B #¥p1X (Internet Control Message Protocol)
IGMP. 5 XM 4A B B p 1 (Internet Group Management Protocol)
ID. &4y (1dentity)

IP . 5 XM #p i (Internet Protocol)

IPoE: VA KM & &, IP(IP over Ethernet)

IPTV.IP H L (IP Television)
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LAN:. JF3% M (Local Area Network)

MAC.: i i1 [a] #2 #l (Media Access Control)

MGCP . 4K B o2 33 # B (Media Gateway Control Protocol)
NAE. pJ2g 82 A LK (Network Access Entity)

NAT . M 2% s hk 88 1F (Network Address Translation)

NCE . M 2% % .0> ) 6E 3L 4K (Network Core Entity)

PAP . 1A UE N (Password Authentication Protocol)
PPP. /5 3] S i (Point to Point Protocal)

PPPoE: Ll XM & 2, PPP(PPP over Ethernet)

PPPoA : ATM &k #, PPP(PPP over ATM)

QoS IR %5 Ji & (Quality of Service)

RBAC. X T 1 891/ [0 #3 4] (Role-based Access Control)
SIP . 215 %] 45 B3 1 (Session Initiation Protocol)

SNMP . ] B2 W 2% & P M (Simple Network Management Protocol)
SSH . Z 25 i (Secure Shell Protocol)

SSID. IR 5 £ #5 15 (Service Set identifier)
SSL.Z2E#F)E (Secure Socket Layer)

TCP. £ #| 1N (Transmission Control Protocol)
TLS 4515 E %4 (Transport Level Security )

UDP . P B #E R FriN (User Datagram Protocol)
VoIP.IP K #EFH K 1E F (Voice over IP)
WAN.J KW (Wide Area Network)

WLAN. GZk i M (Wireless Local Area Network)

5 BEWEANZKNXEHBIHE

5.1 EHFEPNSFNSERE
YD/T 1448—2006 S5 T E T A HBENNRETE T MENSERE, MAE 1 i,

(FPE)

TRz 4k
5 (EUTE)
A & B A\ T B SE 4k pod £ % .0 Th BB S 44
(NAE) (NCE)
P 86 ik B 54k i as o

M1 EFEEPANESERE

EE 1.
NAE N 387 & P MRt AN EE
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NCEMRHEZERREHEZPNENELEB EF - REEZ MBEARRESHRMN . LEEH,
QoS. H25F;

FPE i35 IP/3E IP ¥ %, U 52 BB AW E#R;

EUTE P HE#EMH, &Z4t Ul AH.

5.2 EWERPMNERZNER

RHFEP MM T PSR RS, BETAXAMALXKMEAR, FHHEBRGHAPRUEHF T, A
UTHEFHNEZ2ETR

{5 FH 2 P A [ B9 4% 0 08 B
BEHKMEER PR ;

AR EFEFAEARBNHGRME2EK;

F 7 vl BB B B 3557 25 ¥ 5
REEPMERESHESE, RERIEAAHEMA.

6 E¥HEF M mine R <2

6.1 #Kid

FoH 2 7 W28 E] DL A 2R Ek P A R £ Bk M BRCHTR B 4 AR » BN O 5 7 7% 1 9 445 T e 9 3K 2 B BB R 9
THZMBMELZME . REZFPMENEL2BRM AU IRE BHANE2BBANBIIRENELL
B .

6.2 EAREZEM
6.2.1 wl/it%:H

EFHAIMNEAE TR EAN LA EREL T HTEATGE . 590 2GEE 1T 38K
R B BUE BRI EE

6.2.2 E{SFEE/BEEHE

YN EEERENTERRINEEREIAFERLEN TN EL THEAR, T UAR X
G BRI B . Bln DoS Bk a7 A= A B B

6.2.3 BBEBH/EAN

WRBNHEEZENTHFREEEEREERZBIE M E 5 BT HETHA B ESCEH BR B
P ZEE . HPRBHLEKTTURAR BFEGTEINFRS. 20 DoS B i s H [ A (man-in-
the-middle) ¥ 0] DA /=4 X BB .

6.2.4 KREBEHHIE

Vi R R A R A AR LS/ REN B FE MRS BERNEREITE SR
PR Xl %/ BB 5 W U ) AU 7 AR KRR B o K R AT SR B AN U TR) Y S 4R L 4 A S A BE . B, 2 B
1 WAN OB e B3 8 025 5 BRI HE 8B R B

6.2.5 #H#
UEREERBEUETANY L RERERRHBNI LN =L XBE.
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6.2.6 BIEEFEREXR

B BB R B0 T P B B AT 3 R [ TR B e R R B TR o R BB . ) I 2K B Y S P R B
= HEC BSE IR Al R BOZBUD .

6.3 BIIHFFEAI X2 B
6.3.1 EIW/itth 3%

ERSGEEFREDP AT XL ESERN B . BEREEZNESHENEPHNBEENMES . H
M, RWEFMNEARZEMER K WLAN 26 o] GBS &7 W .

6.3.2 HE{SPEER/EEHE

X TE R NRE BRI P, B 3 5 30 . X B IR A | B9 5 2 - P 2 S v e M 9 2
Mutds. EdAATUGEMTINEEN AR R, @d/a A TG EM TR T/ LKL &E DRI KT
W&, B IERRERE. BN WLAN § AP &3 3| R B .

6.3.3 BILWEK

T8 3h R om0 P AR 3574 , 2R A BUF M P RIE B Rl B ek i 2k .
6.3.4 EERIPE

T8 3h & v A BR B H SR AE 0 B0 {5 3R IR AN R » 2 B b 1T BE 18 B AR & K

7] BEBERPNENRERER/R

7.1 iR

EZRBRTESMHREG TAZMEEMARAR, BRFEMNEFHELH/ RS ITU-T X 1121
PR EL2SFTRKRMYU. A MAT ITU-T X. 805 P EFMELZKEK.

7.2 EREPMSREFTX
7.2.1 WEREHE

KR REEGRPSEET AL BA MM E . BOE G5 53R BUE A Tk Bk S AU STk ik
B, T L TR 8 R A SO A AR 2R R R R B I T B

7.2.2 HEBEZEH

BB EN A RBIEN I ER AR, B8N PIBR BN B . M ER . RIB A &, I
Al AR X R BERIE SR IE R .

7.2.3 ik

ANEABEREEINHP B SERERNET —BHERREENRESHERNAEERE —
M. AP [EFIIALE:
SCARIAE ;
HB AL,
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EENEFRRLESHHERE, HEALEHRESFRENERE, TR ANEATIEXS5H
G LB G4, H B NIEIE L2 58 5 B L B 7= B 89 B3 (B an, A N B4 IR 55 BN R 3F H R it
FEHIEEARABRERFERERIEZNEFSE. AETLUESEH ID EEBRRWFE P MERE

7.2.4 503 H LR

Vi A ] By Ik RBEDHAE R TR . iRIERMARIE R AFRBNE N AR SA 0 150 M.
FREOER . EEWN W FMH. 55, ET A a5 R £ H a 3848 A B 8 U5 ] 250 &8 4461 A 5%
WA BB AT AT A B N & R PAT R 8R1E

A =Fh A B BT A -
£ ACL &4¢;

{5t A TR iR 55 25 B4 5
FHRZPGE B BHIEE RS HIES.

Vi 0] 352 ] SR R A AT LU T F ARPGE B M ACL 5E2R. R &P MR A O & 83 ] 8 & 7%
PR LLES RHFZ P MR Ry B KEEE . B KGR 2 H B9 =M 1E5k B 2 AR R 45 B R B T
. BFAEFEAHTHIERENHESFMAP R ZEZBNHESNEFAE MY, 540, AEKKM (Intranet) .
FRA#tH NEKMEIE B EZE B K%, HIE IR AT SR ERN R 2ENNEL2EEEELR .

7.2.5 ATHKEHE

AN AT R385 P 38 2 25 P R 485 A o< B 1 3 B9 UE 38 T Bl 1k N A BRZEAR TR A B 5 B 1T A A R 2R
fE. XEUROHEHEIFHEOIESR BEERE Y IERE AR RREANIEES. A0
HRANIERETTURESHE=JTHTIEARNEFHRT IR LR ET.

7.2.6 HERR=Z

BEfERZ2HREERNERNWEEmARARS). ERTEFSMNEHRE TEERK 2MET R
G SR b T SO

7.2.7 BERZL

BAZLRPEFTHILEIMEMNEENREFEMAHAIEE. XERBREEALHE AU
) Web W5 B AP R BNV E W FROEE MG RENBEME IP ik U kEA. 75, BRSE
WERETEP PGP ID B,

7.2.8 TFIRAH

A] PR R AS T 58 2 R 4% 16 3 B B BH R X M 4% LRI (S B 15 B 3 ok % AL A B9 R AR T ]
A ZRBE T LA R3] R R BT R, A Sy T B AT DA 2 A Uk A0 9 Sk R X, #X i B v 3 At
RN PR REELR YR T I AR R .

7.3 ZEW|MRILEBBHIXR

ARERBRHNEITZL2TREATHNN BTEEZFMEPHREREN KRBT . REF/RALL
B RERR 1 FIR 2. RBEFHY'RZRAANTHKEBTENBEMIIRmHE2T K.
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® 2 (88

. BB
X 23 0 S 2 FEL U
7 oK —_— WMREL | B FU
FEREMIE | FEEBE | #H3E | EENE

oape® | | v | | [

708 B Y Y
Y

AiEREL
8 EWEFNENRSHHKR

8.1 ¥

o B3 0 4% A AR UEE £ R, AT R IEAE A B IR Bt . RS & 7 4% R, i D sE vl LA
MK ECEL.

8.2 HWFER

WTFEAURBANTH B RN B ME L, KRR AT LT 55 X 2 MmE 4 w28
TRAE, B HAHRIEE 24 A B

8.3 WinEH

X T AT U I 8 B RIS B IATE S AT U IR, SR e P T
B A B O BN L BN 1R B AT AR 40 ), R 24 A D L 96 440 B2 40 P, SR 7E %2 4 W 3
R LB TR, VTR B BT % R 4 % B

8.4 WRTEM

BIEcEERRIERENEREMERE, PR TKBNBRESAET XHNBFETEMHA.
BRETEHERIEBREEFELBE P REBEMER AR E . 2086 5C B P o8 30— B8 1S 7 iR 23X
R FEARE. ERTEL/RNED . BURTEHINRE—RERTE S MG R ELHR.

8.5 WAL
Btk

AIERTEXT P AR 34 B A

MR E S MENAP#HTAEAEAEFE, MO0 BHFEBMAEYHERNE. RELS
A R » B8 22 2 0 5 AR B B9 A P A IERR AL

XA FRAEEEN RHFEF NEHREHETNEURE P R MSHRENA~MREETHEIA
ik, H PR R &S amER.

8.5.2 HARIAEHH

mE 2 iR, REEFPNEHAFANERAZF/RESFKEE, REWRITANAR, AP AR
=FP1EIE

8

8.5. 1
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a) P PR U R 3 2 5 R4
b) TEHEWEF MAENN;
) WHEFMNEWRHP AWM.

F__—_—___

BA AFR
AP ZLBRIRE o e P % S 2 8
PR

=1

H 2 APAESLERERS

WIEFRAHEF SRFHHFITAE, MOL BFIUEBREDRFIE RS

APESAMERBIREZFPME - APRREEIRFERF P WE2MEHIALE.

ERFEPMENT . AP EESNERSSHNIE, ANERES T U TELMNxE L, Bl 2R
R 2% BB B — & B 00 1 IR 57 8% .

WHEFP LA UIRIAM . BHEZE P MERNE2MCEANEFLIER.

8.5.3 EEFIAUNE

SHPAERE, B F T NANRSAERAZER/RFHERE. REANEEHAEEL:
a) WHEPMXSEETERFERKABEERERFER

b) Rumix&S R EF PRI EXE.

ANIEGTABEP SRS HETAZE, MO WFEBF.

8.5.4 R&EZH
AT A w7 MR R P AR, o IR 8L 55 BIA ], L€ 2R 5| FHAEDLH] , IR 3 BN
R 3 REZANSALENH

i,

1t 5 4 iE B
% 5 43 iE B A
H
B PN : iiiiﬁﬂ B %
BERL BB R T . B % B A 0 R R A B
=5 S B B 10 P R B AR 1R A I B B £ Csalt)

o XNErFMMAHNBELTE

RIPFMERF WE R IAE

n] & 75 . z (salt)
IR A I B (sl FE N TE B e

ORI S0 B B G R B I
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8.6 EHAFRHE

FHEBRNBERARAER KB 58 MERMHREB T, BT E IR IR & M2
ik 3B

9 EWEFLMNENRLEZE

RIEEFPNENEZL2AEEGBRTME 2 MEFIENEGRE.

10 EHKIEBRE

10. 1

B i
ABEHET REREF MEFRHREAE, B AEEBREFAAEIEFHNEERTIE

10.2 EEIAEESR

T 2 P G BB A UE BHESR 43 A I . — B & I 3B R BIE H AR B, 75 — P R /MR R BCHE B B R
B, EARWEPPEPAE - IHRTESIE CA, EEFEL2MX L, A CA P4 % ¥
X, FRHE P MEPRREERBFIES. J5EERA R E 5 W% i 38 2868 Sh 3k Uk 5 9l
# CA R BT

10.3 iEBHE

BHEFFNEHRSEBRREEN ITU-T X. 509 BWRE. BFRUEBREE - MF5.F55. £
& KBE BRHENRE MNRAFEAGEF. BTRHEEFIAFMBNEREITERAFR, HEEHR
ERAGFERIERE, AT EIEHBE.

10.4 EEEE

REEFNERIERIA CARJURZLMX. PN ERPERIRSNIEBHNEN . EW.E
A R EBRABCAREESE.

N EFERPNERE;NERX

1.1 RBEKNZE
11.1.1 HFLEMNEAXR

M FREANPAIFNELZHEFHARBEMBEAR B 0E L FERET) , NERFES NS
H5ARPERBEARLEHFITER IEXEAREEFSHEIARMNE T .

11.1.2 ELENEAR

Xt F WLAN. S FEFH LR EFRHBMER, VX FFEE N EBERN L ATERBIEMEIIGE.
St F %3 WLAN B EHEEZPRME, AN TEHENE WLAN TR ESHERENBEM T/EEHENEE, U
K SSID @RI TIEE .

10
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11.2 IPHR=RE
11.2.1 BhRIETIRE
11.2. 1.1 #R

EARTEF MBS AARMER IP ARG, B Z P PRI RF IP Bk, X AHP 1P 2% 2t
TREMRT.

11.2.1.2 REERETE

XTI KERFPRFRZARE, BN R2FRONE T LB
S FFER L Web R AL E B KRR FR, o NHE . R=K.

11.2.1.3 #HLTE

YRR EE MAC #iulik . H ) MAC st g7 3CT 38 .

PR ETR IP bl RSB B . H A& 1P Hbhik % 75 Bl Br gk 47 it S0t 38

XRFRYE TP om0 KB B . H 3 0 & o B BT i SGT 3E

SRR 48 LA K A B B I R R B AT R SOt 3B

SCRFRR 3% LA K A0 B 15 5 2 BRI R BUBE AT R (L 38, 3K IPoE/PPPoE/ARP HjEM .

XRFR#E IP S B DRI H#H TR, ZKAF TCP/UDP/ICMP/TCP+ UDP/ANY H
TEIH
S X UG e A8 0 ) R SCHE AT A AR SR B B B, X DC e AR ] A R SC R A AR R A AR iF s L B R, R
AAE EES.

11.2. 1.4 PBh i IhEE

B B SCRF B DoS Tty D BB » X e 2 1Y BB 2 47 i A, JF B B & & DoS Bifi , % T DoS Bifi

IR CHETTBE DoS B b . BRI ERH T EFREGHELREEH IP fIBFER IP WiFH . DoS B i
i) S KU 49,35 -
Ping of Death(Ping X i) ;

SYN Flooding(SYN & it);
ARP Flooding(ARP Z 3t) ;

Spoofing B (Mt3R) ;
LAND 5 ;

Smurf X i ;
oA

FIFE GG, REEKEIERE T/E,. B IBH . RSB,
11.2. 1.5 BhsmOBRINEE

WP RN LR O, ER A HEHEE S w D HH B RES LTS O MR % .
11.2.1.6 & ix O3 ThRE

P FFdm RS IRE B
H gy IP 31k 5k F R 9 st ik 5
TG/ B 8 IP il (BB (TCP.UDP) % O 553 3w O fo [, BL 5 B35 € 19 LAN %

11
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ZFHRRE AW O ;
XFRAN RF %, X E AN AW ER, n :FTP.HTTP %;
A AN P Fvm OB RN]EZE AT B .

Vg 1 B 55 0T 356 37 i O Al R (port trigger) THRE, 24 NAT P3¢ 25 0 3 Py 5B P 4% 1Y 2038 40 1 2 fieh
R EAFR XA ik & 24— AR U0 O AF 5 P 0 O O 95 B, 582 4R 488 TR &Y FF B om 2647 o O Bk
5% LA BE MR P 25 D5 (0] 53X e 3 I BE 7

11.2.1.7 DMZ Ltk
X ¥ DMZ £#l.
11.2.2 = HEThRE

11.2.2.1 WANJEE

AR TA R ET WAN fi LB %3 (TELNET)/HTTP/FTP £ R il M X &4k 5
TR EBERE,.HET HTTP & TR-069 ‘B HE h iR}

11.2.2.2 PBRFHOEH

S f¢ ACL SLN B RCE , o7 DL A B S AU 3t 1k 3 B (B AR 4 1P Huhk), o] LAAC B 15 M g 8 O
(WAN/LAN), qJDIRC B Al R HTTP/FTP/; & & % (TELNET)/SNMP/SSH, 3RINTH & T A Ji

@t WAN f 5 ) 4%
11.2.2.3 RARKH
U 17 5 15 R 0 AT LA LA 78 44 B BR A B 48 SR O AR B

11.2.3 MK IH8E
11.2.3. 1 MAC b1t BR & 3h 8k
FHEPNENERERHNENH, LANSOEIBBE MAC #i il MR E.

11.2.3.2 HBIEZILIHEE

T & P PR AR (LA P IR R L. o7 DAZE AL A P o O 1] P 45 0 2 32 B9 IGMIP 2 f 4 4
PR

11.2.3.3 Pt cH B =R T 8

R Z PP BT A EMEN AT #8/4#% 8 (F i1 DHCP.ARP.IGMP ) i) # %
AT, X AL B BT B ST R R R H .

1.3 ARAEMISEERS
11.3.1 B RAAiE

N8 PAP XA P #AIAIF. 75581 PPPoE & PPPoA % PPP R # AN, 7] K@i it PAP
FEHTAHAPIAE.

N X FF CHAP R WA P EANIE. £ 1T PPPoE 5t PPPoA % PPP i X £ A B, 8] LU i

CHAP FE#FITH P AR,
12
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NXFETEERESNHPEANE. ERSIBET . XENXAANEIEFTRERRZERER
HAETRELRERTETRENESHE.

P32 F53: T PPPoE B PPPoA H P IKSHIH P A NIERICEE, B ER R B AP K m &
F P 2 F 5 H) PPPoE B¢ PPPoA E MK 5 » KEEM k& 45 PPPoE B PPPoA K, R )5 FHEIR K
M B AEREPSEN ZEERFEK. K E MK S P K50 5 A5 M4 ik 2 P K m 1T M
BEA. MRAXEPMXEEIFHFHIHN EnERZHPAEBES RAKXKEMKEHENH P & 5w B
AR M2t , AR SN A EFNER, HETHECANERZ LM, SFEZRARKS 5 R 250
PPPoE 8¢ PPPoA R}, X bz B A 7 D I -5 19 2 B2 o A 8 e 76 A DL I 5 1 9 2 e 2 I

11.3.2 IPTV W &3IAiF

R TARUE IPTV W & %4, 235 IPTV W& REBEX IPTV H P #45AE.
WX FET HTTP MEAAE.

NYEETF HTTP MR EINIE.

05 7E W 2% b 4% S B N BEAT ISR AL R

N X FFAL 5 K-S A PR RE B S 2 Ak

11.3.3 VoIP W& IAiFE

BT SIP Ppi B VoIP 2 /7 v 7E HE M B by SCFRF i B A E .
T MGCP Ppil#y VolIP % 7 ¥ 7 TE M B DL 387 A P A E

11.3.4 %Lk

REEPMEARTENME LNARGEE(NEY . A . ZOFNELERRBEKAANER) H
Ffe B (ISR BB b R B DR B RS B EGT A BT

ERIRINETEFELEELZ LM L, W UEEREEHMMIT L,

B B NG SRR E 2N RE M T 1P ik )5, THRGRIMERNEZLEE, IR
15 X B i B R SR F AN SR 1k 1 [a) #H 5K R 4%

B EFE S MRMAEFMIESE (RS RMOWINEE., XA/ ME R IEF AT LI
B RELH, T IRER W MR,

WinE PSR RENMABRFER . NEEHE. BN REEFHE SR, URRERE.H
SHEB GEBESFEEE . CBER . EEBER KEARMFFIEE.

1.4 EBFHEHEZTSL
11.4.1 i&&/IIE

LEEHERFHMRBEEAFNEH#HTEERERZH . REZNEREMNEZNEEETHERE M
TR AIE, A IER X FE -
ZT HTTP ®EZ 1A\t ;
ZT HTTP B = A IE;
HT SSL/TLS Mt BIAUE (R ) .

11.4.2 R2ZHE
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1] ITU-T X.1111 Framework of security technologies for home network.
2] ITU-T X.1112 Device certificate profile for the home network.
3] ITU-T X.1113 Guideline on user authentication mechanism for home network services.

(4] ITU-T X.1114 Authorization framework for home network.
[5] ITU-T X.1121 Framework of security technologies for mobile end-to-end data communi-

cations.

[6] YDN 138—2006 #T PCZumpEERMNATEKAFKAER.
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