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A4+ GB/T 1.1—2009 &5 H g9 £ & &

Ao HFEIB T IVEKSESEDL.
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HEREELZEEARER AR FEHBFREARGRELH R BENERBEMNTREE . FPEZE TEAFR
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1 SeH

GB/T 33009 WA ME T EBHERHRANBLL2EHRERREIKAXRZ2EHEZRXN R
2K
AR EHTEBERRGZT EPdEPHLETH,

2 MetEs| AXH

T A SCEX FAXHGMMNARSAR DR, N2E B G HXXE,NFE B RS A T4
. LEAE BB HXH, HEFHIRA (GIEFRE RS R & H T4 X

GB/T 20984—2007 f5EZE2H AR FERLEXK IFLEILE

GB/T 22080—2008 EEHE AR ZEH2HEH AR FEEXEEFHER ZEX

GB/T 30976.1—2014 TWEHRGEEEELEE % 1#Hm - TAHAE

ISO/IEC 27002:2013 fERHEAR TE2HEAR FRL2FEH EHMN (Information technology—

Security techniques—Code of practice for information security controls)

3 ARE.EX.FGEHE

3.1 REMEX

GB/T 20984—2007 #1 GB/T 30976.1—2014 FEBLLE TFIAREMEXEHTAXE. A THE
FHEA UL TEESH T GB/T 20984—2007 F1 GB/T 30976.1—2014 ) —ERIFEHME X .
3.1.1

RIAH1E availability

B HE Bl T YR BB 8% B A L I #5 E oR U o) FeE FH B 5 1

| GB/T 20984—2007 ,% X 3.3
3.1.2

K 5] authentication

HTEIERPIER S
3.1.3

¥ HR authorized user

WKIE L 2R LASRAT R BER AP .
3.1.4

RZM confidentiality

B AN, IR RBE AR AR BEERRMESIERNANTA SEREMLENERE.
[GB/T 20984—2007,%F€ ¥ 3.5]
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3.1.5

EHIRZENKZLSE control system security

DRI RGN N 2 REE N BR, BAML AR TR SR e,
3.1.6

A#L5EHE human machine interface

BT PO T LS80S, 8 & HENBFREMER T LRI EHHHEE.

X ERBEAT  XEEETUAR T EN Ewm ARG NERTE, AMAETERENTECLEBA
(RVFR P EHPLE8) i (RVFPLas BRI H P .

3.1.7
il 5 identify
S — I EZ TR SRR,
| GB/T 30976.1—2014, ¢ X 3.1.2]
3.1.8
| MR L X security risk
AANBRERWBMAHRELRERBRTHEENESESREL 2340 K4 EXHE G RD
M
[GB/T 20984—2007, % X 3.6
3.1.9
SEETE  integrity
RILE B AERBRRAASHAENE R BN TE. EEIETSEHEMARGTEEYE.
[GB/T 20984—2007, % X 3.10]
3.1.10

SEHITHRS manufacturing execution system

AP LRI MR BR R B0, T B A 45 B UR W] R AR AR LR A BT B R TR A 9 ST R
Blansf RHE A AT EA BIES I OT AR B RS R HAMREHE R

E 1 WERSUIMMEE R . T Z A H Mok 5 T 264 5 IR A %) R 48 00 8038 , 3L R F T 50 B 2 (8] /E bk Hie 5 0
BHBESIRERAGEMARENLE.

¥ 2: EZHEES R GB/T 20720.1—2006.
3.1.11

HZ organization

HEAARB TS ERERAW S BIRMBELNEGH. — TR ME—TAHR, XML FET]E
A E—THH,

| GB/T 20984—2007, & X 3.11]
3.1.12

BEX B residual risk

KB T ZEEEE  RAVIR W] BBAFE R X .

| GB/T 20984—2007,5 X 3.12]
3.1.13
' ZLEH security incident

R0 R e R % B — R AR AR S B R A, B AT B2 X 42 4 0K 8% B £ fe 3 B 37§ e B9 2R B, 3R
AR A L 2R .

| GB/T 20984—2007,%F X 3.14 ]
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3.1.14
Z4ER  security requirement
SRR 4 20 55 R B 19 B F 5= AR T AE 28 210 i 0 T 38 S 220K
[ GB/T 20984—2007 , & X 3.16_
3.1.15

B Br threat

MEESBENASASHdABENATETNRLERER.,
[GB/T 20984—2007,% ¥ 3.17_

3.1.16
AE88 1  vulnerability

RGBT S PR ER B AR A0 B P A 7R I BRGSO IR e R S B SR IR IR I
[GB/T 30976.1-——2014, & ¥ 3.1.1]

3.1.17
A= asset
Xt HA P EH R F Y.

3.2 ZRRRiR

T 51 48 & 15 18 FH T 2~ 30

DCS. £ # ¥ il 2 4t (Distributed Control System)

DoS: iR %3 42 (Denial of Service) .
HSE. R . 42 fAHE S K & (Health Safety and Enviroment Management System)
SMS.: P 2% 2 2% Bl & 41 (Security Management System)

MES:.: %l #1147 R 4t (Manufacturing Execution System)

PSM . T 7. % 4% ¥ (Process Safety Management)

4 DCSZ2EEEIAR

4.1 DCS Z4HLiR
4.1.1 B DCS % i F I N 2K 444

#BHE DCS RGN AR —MAPAMDTERMNELEH, B LB TRERASBEER AGES EFAY
BEE. REZEHAENEEE, ERNSEEZEHASMNEE M HITEFEERKR, H A M EEH
e 1 PR, AW TES DCS ZGHHARBRUER AGEFENEMAGREENENLZLER
HATTEXR., FERBHWT .

HBREEE  UREMRAFELE . AP, EEYE. X—REHMMBIEAMERRSKL
BHK,.EMX— AR SEEFEARFEFEZ  WEBEANITBIVIRE LS ELINEEE, T2 ER
BNHER  UAEEBRAFHAEENERRKE LR, AT ERB ARG XF, kLT
BITHBERN ZREHTAHS MR AMEAE, HEEB LT ERER R A EZE . LE
Al

RGEHE - AGEHEN T ED RO RESEBEE, AT EHEER SLEHE ;XA - g B
frismiFniEd  mEEaHES, THERUBEMFLXENES: X /O F4HITELH; SIENR
EE ST EIERE .

MFREE - AGREENTEDRBERE - REEHES WOTEH&S  KEERESHITR
FIMIE .
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1 HEDCSEZZNANNEZLEHREHE

o R AR DT B SR R HE AT 405, e B3 R 2 M 4 B AL HE DCS 5 6 28 fn s i 28 @ A5 Bi . 1/0
BLRSE , Bl &5 )2 A5 0 78 B3 R0 3R AT HL A L5 IR 2R S Bl 7 i 4% A 3.

4.1.2 DCSEBEITLRZEHKEXK
4.1.2.1 ERMEX

DCS J H. 2 52 i Wi N 58 7 AN SR VFAAAEAS v 8232 1 HE 3R A8 3h
4.1.2.2 FTHABEX

DCS R m ] HER K, — A RFEE RG, Frh 3 E o w SRR W05 , 726 4 7= 1 72 b i b By
BT R AT TR

4.1.23 HREHEEX

DCS R LetEK, DCS —BFEFAETEEZNAEHE, REARFHAL LI,
4.1.2.4 ZTEHER

DCS A 5B HE R , A RF AR P SR #F EBEBRFHE B MK 5.
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4.1.25 BEHEEXK

DCS EfF B EHER, DCS—H IEARE BAEHBOEMN, B KM ASHKE = mu i, M
ELm 3 8 i i #E 55

4.1.26 BRIEEEX

DCS HA nFEHZK ., DCS GBS M E B &4 T, W IR 5 PR A7 H 8 € 1Y #22 i D1 HE » 3 [B] A Se0F
RS, H AATRE AT A tER AT 4EB 1 .

4.2 DCSHMEBRLZELEENRKR

4.2.1 BEX

DCS W %% 2 E B O 2 M 4% 7 28 IR R B 4 el dbd # , Hig B GB/T 22080—2008
AN AR EBER., Ao BT DCS REM KA DCS W 4 42 48 BAR &R /19 2 L
BT, RS EENT DCS MK ZeERAERE TP L ENEHEZ N AEKEX, H
45 A BAR DCS W 55 bR g Ol 2B PR T

DCS B 4% 4 4% # 4K & (Information Security Management System ) & VAL HEEH
)2 2 HR R REZR SR T, 8 3L iz 17 A PP IR A S B EE U AR Y DCS R &% %2 4>
BHAERASMS), DCS MBLZLERMIKRNMESF B HEE ST B E RS V) HE 7w X
FALT RERR . FERREH 70 XEE .,

AER 4 K SRR B HE T CHFR ISMS B & VS5 iz 17 IS VR HT IR FF A B L AR P Y
Z4EK ., DCS H P Al DCS 3588 4= 7= 40 b A1 & G848 a4 Mk W B S7 A8 5< 1 4 28 7K 33 A W 19 X 4% % 2
BT,

A FR 4342 B F T DCS W 4% 2 48 B o 72 07 5 5 8 LA T J7 Tin B9 B 81

a) HTEBAN AL B S T EMNS LT RME S TEMNSE L2745 HIR;

b) M EEAR 55 KUBS: B9 £ BE , SE i Az 17 9 Wl 95 i, B 3 DCS R 245 42 2 XU

c) WHMPFH ISMS 1715 Ol KA 1 5

d) ZTZWHE K ISMS FF2E itk .

AR 43> % B “H R (Plan)-3C jifE (Do)-# #F (Check)-4b B (Act)” (PDCA) # RISk # 37 DCS A& WY
ISMS Z 2, K 2 .

- Lw5EST S5 jit - 1 5 5 0
- CSMS Do Act CSMS

B2 NATFISMSi3#5F PDCA &1
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4.2.2 ##:1r DCS gy ISMS

B SEH DCSHL2MNEMK# DCSMELeF LW s . Bin . IBFHE, B S5A NS4
WEFTEHMEBRHE—BWER. MALLIT L mLAE:
a) R DCSWF AP UG MERFHREARFESE T BMNFE, i DCS i ISMS
B 36, B AT A '
b) MPE DCS W5 HEVE G MMER - MEARFEFH EREFE, #i DCS i ISMS
4. DCS # ISMS & i -
1) ®wHFHEE DCS Mg HirnMWHEZR & DCS W %% %44 T /E /R 0 [a) 1R ;
2) %8 DCS W5 MMHREFRENWENK, KSR Z 2 L5 ; '
3) AR REENREERFIET, ke DCS RKEHMIESR, 8 iR DCS i
ISMS;
4) B EETEUr B HE N, B 2 BT 8 5 XU B 9 L
5) KA EHE WA LT,
c) Wz DCS iy RKUBS TEAE 7 -
1) #EHFEG DCS 1 ISMS. B HA L F M B T2 MEEERE KRR K P T8, & T
DCS %= 2 B e UL X 5 BB 5 5 40 F XK
2) Bv—ERWUR AHTDCSHIVFHREBE FREENRKAAE o0 RHEF; HEEX
DU B ), 1R 30 W] 382 52 B XUBS: e 1)
e B 0 RUBS PEAS 5 B N AR U P E A P A U B AT BRI 45 2R
d) H5] DCS XK .
1) 4IE DCS M3nhE , 4 DCS B ={E B , R ISMS {5 B N B 5 7= & H

i MR AR FELRFBEHRAROMAE, AR ~4 JF K P SAMRIER =N Z 20D AN, H3E
WA &,

2)  H5] DCS ?%Fﬂﬁ%ﬁlkﬁ%)ﬁﬂb&ﬁiﬂbﬁiﬁﬁ“f% ;
3) R DCS #41 Th e 8 7T T2 381 T 82 8% B A A 19 B 380 A 5
4) RHFEL% DCS scif . n] FH e ‘I%ﬁ 2P, X4k 84 41 E@MF‘ A B B3R IE #)
I
e) T APEHT DCS XK -
1) EFEESR DCS B M EEB P AT S ERBERABFE R T, FiE & 25k R 0] g8 X7
A G015 B R
2) THMuHEZPBMESKSSBE2KIRPAGE, XM= AR R FERZm, L& ZH]
af >k B = w0
3) AT KR!, B e KR 2B Al 8%
£ ARBFTEH DCS KUK AL H 6 7T 2 51 i
%t F ARO[ 832 1 DCS RS s B2 2 HE i F%{&EL&A@J‘IE . AIRERTE AT
1) FHAEYNEEIERE,S.6 )27 ] kBN i 5 ;
2) ZEWE R RAL K ER RLERM K B2 RN ER T, 1A B iR 4 . % 0 8
2 WK 5
3) PEEMXKKIART, R ;
4) EBHXNFRE, iRk B HEN RS
g) R Ab 3 XK 2 BT i H b A 5
PE PRI SE & F T DCS By il B A A0 458 il 15 78 » LA 2 XURS PRAL F XU B 40 38 13 22 7 By 48 51 B R 2%
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FARBER, XFEENEZEERRNEOEN U ERERERANG R ER., 655580 585N LA 53 i
DCS IEE 41T NHi .

h)

A5 A X B DU R XU R AL 7E 5

D) FRIGEHEE X LEMzTT ISMS 15
P WEREMAMESH, EHEFHMATEREL T

1) M AEe i AE 23 5
2) FE422 DPRAMBEZHANE LT EENEZ 2R, AL EFRNHEE ;
3)  Hfth T TR i sl M e B 22 FE e A LR /M s A R

4.2.3 LK 5i1E1T DCS 1y ISMS

SCHE B 4T DCS ) ISMS F4F Bl # e B A ELER , M LU L i TAE -

a)

b)

c)
d)

e)

1)

g)
h)

4.2.4

FEH DCS M4 224 XK, IBIE XK SR EFE LS B .7 HEIE ER 5 20 B AL e i
5, Bl 2 DCS XK & H AR ;

# DCSHRXEAXBMETLEER, BB X NS, L DCS Xk EMME, & DCS %7
X k3 HARE S SRAE R KR B

ST 5.6 PR EFENEREE, UBEER B KR E R 5L _
B 2 J0 a7 S0 B B 156 1 B 5 ol 1 e R 0 o R 4R Y A RO, 3 45 BH anRT PR A 1 ) A e B A R0
K HXT DCS R 48t RE B9 52 i ;

FREENMEZLCHERET . HHEES 5 ISMS TAN AR A& VEREARERPYMITIES
i) RE

a1 [SMS 1547 ;

EH DCSH ISMS FE . SR ENREIANGEH;

SEERE S AT DCS i T EZ £ E BB M EHME . WM & 23 40 i E & gt 2 H At 35

i

W 5358 DCS i1 ISMS

St B8 ISMS F 4t B AR AL, 145 3 0 & ISMS S BT HE R, S E KRS % B 41k
MR BEPAT U R BB SRR TE, EFASS S R B A T #H , Nt

a)
b)

c)

d)

#l & ISMS HitmMB S HE;

FEHE T TEARKISIH; X TR DCS RG89 F %, FrER B #FH1 TI/E A 5 89 58 71 70 H
N A A b B8R4 2B H R HLRE 5

47 ISMS @ #H i . RIS BETERTHE R, RIKEANABREN T2 HFEL, 5
{53 B 41 22 B I 48 22 SR I 5 AR g E B thAT LUK DCS 43 X #I M 48 %2 2 B inf8 23 2
MARPLH AR DCSWHEBHRMTEHRE . CIRMNE I PEAZFEEE, LI DCS K
& TEAE XU AL B /Y ISMS B {ESL R, 3t & i 3 47 DCS KR P44 . 3R 4 XUBE F ] 252 2 XU Y
PEH ;

BEENEWIATEEIEE , X ISMS v B  ISMS £ 6 15 iR 2 L DA R 53R 8 B Be 55 5B
il ZE VRS , AR ISMS FFEER)E B R ATA U

BUAEHENEERR, NE X —EHGEIEIRI (performance indicators) , B IR E B #H T 45 R
N RELA BRI ER , I ARIE DCS WEZ 2R LT 2T HE;

ZERWMAMEFERER, LEHEET R ;

A A BEIERE, T2 ISMS AT B R OEENELS;

R EETT R, B2 X RAFE 1”817 8 LA KA < A& 5 35 T
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4.2.5 {R¥F5¥E DCS gy ISMS

FT ISMS (EH 45 15 H AN B RE B, R BB A4 IE e , 7S it ISMS, N R 45 -

a) B ETRFREH ISMS st & LK RHF 1303 BA (WL 5.2) ;

b) SCHEEIRBIGS ISMS Wik 5 WB R M, 8% ISMS LI Bk s 2189 DCS W% 4 Bin; A
HMAHAR AR H BT L2E TP HRBE;

¢) HF4WSARMNTAEZREIRHERE ] REs| ISMS Mtk (B KM LT eI H KA.
R A 5 . DCS B R WAL , B8 — &R 5 ik &k B H 745 Ik ISMS;

d) /T K DCSHUGEEARKEZ LB, IFANRBRGEEEEZE. MTAMHAXKT WEE
Ao O, P E AR E N ST HEN . B, B E 317,

5 DCSEEEBEE

5.1

5.1.1

KRB SHE
BEEHESEHE

A E SR A FEBE AR T -

a) Nl DCS MALZETHEMNER T MELRKE, Bl TEZ2T/AERNSE B 70 E . E N
AL 2RERE;

b) MX DCSZLEMEMPTHEREBNETELTETHTE;

c) MY DCSHEEBARKBMENRPITHH EERBERLBIENE;

d) WNWERBEZLER . FHHE BEABRSHRMN2EAN TENST2EHEERER.

5.1.2 HIE5 %%

A E R EIHEEANIR T -

a) DWBALRNIEERBZNETTIITRIEANRH I DCS 225 3 B 8 Hl £ ;
b) DCS & 42 E B BN EA S — B, IF 1T A FE W ;

c) R A XA R HEE B DCS 2248 B &) 5 3 17i8UE Al 5 ;

d) DCS Z24% % BN LA R b RAES W 5 H 2 N ER IE X #17 &40 5

e) DCS %44 # | BN & Ao B oz XXFE R Bl .

5.1.3 W SEBI]

5.2

5.2.1

8

AT B R A FEE AR T

a) AR DCS Z2EHH EHMNER (A ERHEEH B ITHRIETE;

b) MEAFALZITHHITS ARAT DCS LLEHHE BN H &4 ;

¢) DCS WKL EHIBN AR ESHAHMELIITIEARYN DCS 2T AR W BERRN a5 HHE
FIE B AT BVEE SR Rl T B T T BT .

BEHH
T2l

AT ER A FEHEHANE T -
a) MWEGSEH DCSLZLEEE;
b) R DCS &S MM, R A ZeTE ReEHEMART AR B ITA RN H
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BYHTe MgEe . TIIERSSEEAOARAR, HFEXLERTARE;

c) XTEZEEHX KA ERAR, BN R DCS 2B HE RS DCS 4440 S /D (B FfR
DCSZe/NA) ., B TFHRBENMNMNAINEN DCS 4454/, F B 53 DCS 4/, T4
B EeS -7/ NAKNBZEAMNEERFRILRBTN.

5.2.2 RHNMIEHE

NMXEBERAEHN K2EHER R RFRA, IF & CEER KA IR

5.2.3 ARBHF

A ESRAFEEA{IR T .

a) MRIE DCSHBZEMAESHEREHRSHIT AR E;

b) HRFHRMARFIEEN, Z2EHARARIFTMEETER BELR BIHEEEHLA . HAT
e I <5 5

¢) ST DCS B 2T o 4, IR S B0 . TR 30K R oh RS 502 AT A B,

5.2.4 REFIRSEi

ARIME R FHEEA MR T

a)  FEARMBARBEYITTR] A, A4 Tl 4 ) R 58 P48 22 2 05 T A 35 U TR

b)  BIUIFPRBHE T X 24K i TR — MBI A5 X 4 2 s AL 9 3551, N8 L 25T R R TR
W R IEREF N A

c)  ErXTFEE MM AIEI, Hﬁ%ﬁlfﬁﬁééﬁiﬁﬂ@?%ﬁﬁﬁﬁ

d) G T AR 22 HE R8I, I 76 5 22 LA 2 R B 47

e) N HEXT T35 P 2% 22 55 Il o 380 47 VR4

D MESMNTEMEZ2EINHITIFHE SR T ESHE.

5.25 HBS5HE

2.3

AIERBIFHEANERT -
a) MRSV ERARANRYHRZLERRITHEESAE;
b) MAESIMERBLNI R (5B = JTU&%'JZ.?*E%%%E@%&AHEPE_LZEE&& DCS A9 3 5 W 28 %

27 IE S AR .
RI-EIE

A BK W FE{E AR F -

a) MIFMRMS DCS XM, bl R AER = E R, AR FEE] B2 B AT A0
BEFENE;

b) MEBVR™Ze2EHHE , MERZAEKX"BHENFTEARMFTIEIBIT, FH-H0 70 572 3 F1 48 FH
BI4T M 5

o) NRBRERFHNEERE SRESENR#THIRAEHR . BERFHINEEFMENBE
fi5 I 5

d) MNiEEAEWEHALRFT KAWL HEH B MEE —HESENRTRICHAEME. BRI
N A0, 5 ) B8 A0 BT B AR 2 B BT 7

e) MNMWRAMLHEMEZFEERFMATRES) MEZRELTTHNHITRAREHHIT%H
e ;
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D DX R v TR BRAE G AIR S A F IR S B R A AR AT VS, R LR
LA ERBEEFBESHMITR ISR BN/E L. BB /BriSEE,

5.4 AD3
5.4.1 Am=%H

A% 0 B3R A 35 B R BR T -

a) MNXIDCSEERMAN SIFNVEEAITEREFE, AFEVEFBEL IBRECRXR NANLE2HL KA
P 8215 &

b) HX DCSE=HTEGENITHEAR N EHTEERHFE, OBV EBR JLRICEF. NLEH
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