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i

HY

AFRHEHR GB/T 1.1—2009 45 H BN AR 2L,

HEBSXHNELAETRY REH . 048 EA A RBIRFX S-SR RE.

FirE 2B E R EL AR Z RS (SAC/TC 2600 FHHA.

FARUERE AN . AZEZARF AZBW T —R. AZB TR PEAEEE LR IEMR
B B ZAE RO IR FNERGF RA A A ZWERELEFRBF AL G o B R B R A B
LT BRI B A RAF R BREREBEARARAA ERICERFEEARERAF.

FAEFEREREN G R EE GUREE RS . EE T IWE. EH A HR . KE.
RS IR RAE SR VA L F SCR VIRSL R R X I R B R AR,
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EERREHEAR
ARMERTFHERRIZEARTE

1 JEHE

FIERE T ARMER F MR RNEREEFAN - EER BRERMHEHBHN.
FREERTARMER FHOIRRMEARRER BT PR R LA .

2 HEMsIAxH

T ISR T A SCHE R R R LA T AR, FURSE B BRSSO {UE B 38R AE B T4
. LR HHNS X, B R A BEIE MBS B TAHE.

GB 18030 fEEHEAR HIXEEFHE

GB/T 20518—2018 ffFEEEHEAR AFAEMKE BFIEFHER

GB/T 25069 fEEEZELBEAR RiE

GB/T 32905—2016 fZBHLEEAR SM3 BHEiEEE

GB/T 32918.2—2016 fERZEHEA SM2HMEMAEBAHRBEE F2H0 - BFELERE

GB/T 32918.4—2016 {FEZLHEA SM2HEMAIBAARBEL F41H0 . 29MEERE

3 REFMEX

GB/T 25069 F & 8 LI & T FIARE R & L&A T A3,
3.1

AREMEBEFHMDERIE  citizen cyber electronic identity

E5EAREZBHAEF ——XMNRR, ATEKAFINEERPARELHHHE TR,
3.2

APRMEHEFEMERIAF  citizen cyber electronic identity code

A REZSHHBAEFRIEGH S5 A RES GEARRARGHN 128 MFEVREILENF %5
FE BIHL N 4b 35 18 Bl R GRS, B RA S B E T AL =35 AR .

4 HBIE

THI R E T A3

ASN.1:#i2 B0k I(abstract syntax notation one)

elD: /R M 25 i F B {37 - (citizen cyber electronic identity)
HID. ¢ B {475 (hash ID)

OID: X B4R IR AF (object identifier)
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5 HBERBEANTEER

51 XRMEZBTEBRIRIAER

ARMEETFHBIRFRARFERER, i —XEXNHREHMSHLAF RHERE BT IE
PHMR. v

52 ARMEBTFHMIRRENRERANTE

ARMEHTFHEHRARENHREAS B ERF EREBARSERENE2E R L, 8B AH
MRS, P RARATZH .

53 ARMEEFEMRIDENREPHN=ERE
ARMEETFEGBIFRBEX = EBEN A4S GB/T 32918.4—2016 MEXR,

6 HAEXR

6.1 #EA

ARME R T E R PR 1 HEAER,
# 1 AT GB/T 20518—2018 ML E #1758 X ﬁ%ﬁ%¢i%ﬁfﬁAGBw%0%
ER A 2ABAANFEERER  EKRFFA LFHRR . BN, £ ERTETF 5 0UFHES .

1 ARAZBETFHHRAEK

e BRI 4 R B R R .
1 | gAks ] 1A%
2 | BRI A RKAF 20 5%
3 | maEE FRA § A
P s FHE 16 53
mm TR 18 A5
4 BRENLHE
=F3 FRE 24
e FREE 6 A
A% H B} fa] 24 15 M5
5 Vg e
P Ak B ) 2 15 M3
P FRA 18 AEH
ARFEE TG
6 &= : 18 4~
RRBEEER A THE i
=E4 FRA 2
7 | ARFSETERRAREEAGRES A FATF 130 5%
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F®1D
F5 BRI R BaEE R KE
R B2 SRR FRE 64 NFH
IR E B R AR FRE 64 NFH
EH RS FRR 2AEF
BEHRET R FRR 29 N
8 ¥R
IE 5 B FRE 54 MFH
HEFRT RS FRRE AATF 128 MEFH
W ARIE B AR FRE 17 AEH
R A5 BV R FHRE 62 MEH
9 4 FRE RANF 64 NFH
6.2 &S

Ji A 2 (version) /0 B U4 B T B4R LB IE BARA . BOBE T RR R BB, KR 14
FA,H ASNL WM .
Version ::= INTEGER {v3(2)}

6.3 FIS

B35 (serialNumber) R A RMEH T B MR IR FIEE NN ME—&RS . ZEWIN HKE
BLKEAKRT 20 MF9, H ASN.I WM - ‘
CertificateSerialNumber :: = INTEGER

6.4 BREZX

%2 Ik (signatureAlgorithm) A R4 F B MR R FIE BT AN B FE2H %, NAE
GB/T 32918.2—2016 FYZER . BBIEIN K FRE, KEN 8 MF . H ASN.I BT .
1d-AlgorithmIdentifier OBJECT IDENTIFIER ..= {1.2.156.10197.1.501}
AlgorithmIdentifier :: = SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL}

6.5 MMEHNA
6.5.1 MZHUWAR

R AL (issuer) AR AL I 257 HA B R RME A FSEHR.
6.5.2 &

BRBETN R FRE, KEARKT 16 MFF. H ASN.1 WEHIT -
RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
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AttributeTypeAndValue . : = SEQUENCE {
type AttributeType,
value AttributeValue }
AttributeType ::= OBJECT IDENTIFIER
AttributeValue :: = ANY DEFINED BY AttributeType
DirectoryString : : = CHOICE {
printableString PrintableString(SIZE(1..MAX)),
utf8String UTF8String(SIZE(1..MAX)) }

6.5.3 AL

BBERTRA FAF R, RER 18 7. HNMENMX L — L& FRARABREARIH
(MR

6.5.4 EX
EARTN DR, KER 2 AT, BN P EPEXH K CN,
6.55 K&
BRI N R K BEH 6 T3 . N 000001~999999 2 8] B IR FF 4 75 .
6.6 HH

AR (validity) B —A E B, A R M H F S 07 R0 AR B HRAMNEHHER. ZEFEHR
KB 30 MNFH . AR HAMARS H PRI A EE, KN 15 NFEA . B E B E N Y
54, H ASN.I WIEHINT -

validity Validity

Validity : : = SEQUENCE {

nétBefore CertificateValidityDate,
notAfter CertificateValidityDate }

CertificateValidityDate :: = CHOICE {

utcTime UTCTime,

generalTime Generalized Time }
6.7 PRNEBFERREHESEER
6.7.1 BEEEEERK

A (5 (subect) B RFE H M 4 78 LS ELR IR LALR. KA BN ATHREARM %S
FEHUIRHBETR .

6.7.2 &M

BRI FRE, KER B NFT ., HASRMEBEFEOIRIRG, H ASN.1 WEHHT .
RelativeDistinguishedName ::= SET OF AttributeTypeAndValue
4
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AttributeTypeAndValue : : = SEQUENCE {
type AttributeType,
value AttributeValue }
AttributeType : : = OBJECT IDENTIFIER
AttributeValue : ;= ANY DEFINED BY AttributeType
DirectoryString : : = CHOICE {
printableString PrintableString(SIZE(1..MAX)),
utf8String UTF8String (SIZE(1..MAX)) }

6.7.3 4ALR

BRI AFRHEL, KER 18 ANFT . EAARMERFEOIRAFEENNNE —H&EH
B AR, TR =,

6.7.4 EXR
VBRI A FRE L, KER 2AFT . ERFERIECH TR CN,
6.8 ARMZBTFHMHRIAREELARER

FH & A Y15 B (subjectPublicKeyInfo) S #H /R M4 B F B iR IR A 81 R A S B B A7 14
RIfF& GB/T 32918.2—2016 WER . BB IN A FRE, KEALDST 130 HFF7. H ASN.1 K4
T -

Id-subjectPublicKeyInfo OBJECT IDENTIFIER :.= {1.2.156.10197.1.301}

SubjectPublicKeyInfo : : = SEQUENCE {

algorithm Algorithmldentifier ,
subjectPublicKey BIT STRING }

6.9 ¥ERmM
6.9.1 ¥ RBIAMK

¥ B (extensions) E X WM E VM EHAMIRF M IRFEE AR R . ZEHRHE T RESHA
& IE B ARG IR S Z A NREERRE MEVAE B ESY BRI OID NAFE
GB/T 20518—2018 & 5.2.3.2 fEsR, H ASN.1 WEHITF .

id-ce OBJECT IDENTIFIER ;.= { joint-iso-ccitt(2) ds(5) 29 }

6.9.2 MEMMHERIRAE

IR (authorityKeyldentifier) I TR IEAE A RN H FH IR HEBHE IR LE2WAER
VI AH . EEERTNFRE, KER 64 MFF7, H ASN.1 MEHMINT .
id-ce-authorityKeyldentifier OBJECTIDENTIFIER ;:= {id-ce 35}
AuthorityKeyldentifier ; : = SEQUENCE {
keylIdentifier [0] Keyldentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,
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authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS {-:-,authorityCertIssuer PRESENT,
authorityCertSerialNumber PRESENT} |
WITH COMPONENTS {:-:,authorityCertIssuer ABSENT,
authorityCertSerialNumber ABSENT})

Keyldentifier :: = OCTET STRING

6.9.3 RIAKFEEFARIRE

FrE & ® R (subjectKeyldentifier) H FHR IR ARME B FEOIRRBFEENAH. HEE
T FARL,KERN 64 MFT. H ASNL WEHIT .

id-ce-subjectKeyldentifier OBJECT IDENTIFIER ::= {id-ce 14}
SubjectKeyldentifier : : = Keyldentifier
6.9.4 BPARE

FHAE (keyUsage) A THARARME R FHMRRFAANAE, @B ERARTHFLES A5

W EBRBETOFRELKER 2 AFH . H ASNI WEHIT .
id-ce-keyUsage OBJECT IDENTIFIER . .= {id-ce 15}
KeyUsage : : = BIT STRING {

digitalSignature 0,
nonRepudiation D}

6.9.5 EHAZEIR

FHAMEY B (extKeyUsage) I TIRIAARMEBR FHE MR RPAHNAGAR, BFEART
2P A R A T IR R . RBIE TN FAF R, KD 29 MFEAY . H ASNLL IEHINT -

id-ce-extKeyUsage OBJECT IDENTIFIER :: {id-ce 37}

ExtKeyUsageSyntax :: =SEQUENCE SIZE (1 -- MAX) OF KeyPurposeld

KeyPurposeld: : = OBJECT IDENTIFIER

6.9.6 IFHBEMK

TE 43 5 W% (certificatePolicies) F TAR A R M 48 B F 5 43 A5 IR R BOFT AR 48 1 SR me e Ho vt A B Y .
BT R FRHE L, KER 54 MFF ., H ASNL WEHMT .
id-ce-certificatePolicies OBJECT IDENTIFIER ;.= { id-ce 32 }
CertificatePolicies : : = SEQUENCE {
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

6.9.7 BHEIRZES

45125 % A (CRLDistributionPoints) F TAR R B MHEFIRBE RN IR RAFI. FRRPE
FIEBFIE B, BT REEN— X500 KB FMES AN HELR, EESTHHEIIES R

6 .
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RATEVA BEEHE., ZRETN AFAE, KEAKRT 128 MFT ., H ASN.L WEHINT .
id-ce-CRLDistributionPoints OBJECT IDENTIFIER .= { id-ce 31 }
CRLDistributionPoints :: = SEQUENCE { ‘

critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

6.9.8 METIFIEHAKE

N BB E 52K Al (browserCertType) FI FAR R A R4 B F & Oy Ar R BT X R B S AR IE 28 5L,
BT AFRE, KER 17 A5, H ASNL HEHIT
Id-ce-browserCertTypeldentifier OBJECT IDENTIFIER .= {2.16.840.1.113730.1.1}
BrowserCertTypeldentifier :: = SEQUENCE {
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

6.9.9 MERHMAEBRHE

2% & ALH 5 B V5 A (authorityInfoAccess) i FARRA R MG BT H R RMAEVAE LR . &HEE
TURFREL,KEN 62 MFT . H ASNI WEMINT .
id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 }
AuthorityInfoAccess : : = SEQUENCE {
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

6.10 E&ZHE

% 2 {H (signatureValue) I FARRA RMEHE T B MIn IRMA VAN A RMEHE FHEBIRRKE
BZWE. BERICAFME, KEZDH 64 NF47. H ASN.I WEHIT .
Id-AlgorithmIdentifier OBJECT IDENTIFIER ..= {1.2.156.10197.1.501}
AlgorithmIdentifier : : = SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL }

7 AN

7.1 HEEN

ARMEHEFEORPEI 48 NFEY, BIRA S B E T B A =F 5 H A -
a) BINEFESREAES,ICH eID_version;

b) FE2AEE A NFIRAIREME LA HID;

o) B4 NEE BANFWRABEN,ICH elD_code_rvb,

7.2 HIDit+&H %
HID HF&HHB,HEFENT .
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HID=DBases [ (SM3) [ IDnumber|name|type|random_hash]]

Hop“ "8 URnFRHEBEE,

IDnumber, name, type il random_hash 43 2 F ZIE A K IEH S5 . AR A IE4 2R B A E
128 MFETREEN F 8 . IEHEBARG AR 2. ¥ IDnumber,name. type.random_hash K % il i &
#,RFfFE GB/T 32905—2016 BRIWH B #7208 B B 15 1 59 —HEHI 5 B 10 Base64 Hif5, 3k 44 4~
FA,

x2 EHERBRED
AR ERB BiERE UEAF 2 FK
01 s3] B HiE

10 ok e B B¢ 3E
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