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FEEREHEK
M 2% 2 £ BUME RN ALSE

1 EE

FIRAERLE T M Z 2B IME SRR MM EZ 2B IME B A4, G Fm Mg L LR ME B P& as
MEEMBEEEREFRER.

AARHEE T P % 2 BUME B AT AR 7 Z RIHEAT P45 L 2 BUME B R4 B IR =R A, M4
Z2RMERAELFENERMEETSEMA.

2 MFEMSIAXH

TEI SRS TR RS AT DR, RS H SRS HCH, N AN EAERTAX
. LERAE B BHMEI A, REH A (BEIENEREE A TAS.

GB/T 18336.1—2015 fFEHER HLBEAR FEHEARZEIFMHEN £ 1S .- FHm—K
AR

GB/T 20274.1—2006 fFEEZLHEAR FERZEZLERBIGEEL £ 140 . HAM—KER

GB/T 25069—2010 fER%EL£BAR RiE

GB/T 28458—2012 fERELHFER RZLFBRABASHAMLE

3 RIBFMEX

GB/T 18336.1—2015,GB/T 20274.1—2006 I GB/T 25069—2010 5 & K Lk & T3 R¥E M & L&
T4
3.1
MERE/MEEERE  cyber security
FE M %z A X E SR B M SRR R ] AR .
[ISO/IEC 27032:2012,5 X 4.20]
3.2
BB  threat
RN RAERAREREENAIPEEGFBERS.
[GB/T 29246—2017, & X 2.83],
3.3
BiEhfEE  threat information
— PR ETIESE AR, A TR R A ST 68 B0 A4 BR b » DA T S BT I Bl A AL S 0 BB
¥ RBME B EHE LT X BGEVH BGERER T RERSEE.
3.4
581  vulnerability
BB — R B R R SRR R AR .
[GB/T 29246—2017, E X 2.89]
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3.5
KiEsE  cyber kill chain
— M HRBREEZ UG LRSS IGEEE,
. EANESSNHERAEGERE TAVE . TASH BBEEAAEIRE. 4L 5EH I BERERSE
ENM R,

4 UEREIE

THI 48 M 15 E T 430 .

DNS. % 4 #& #7 & 4t (Domain Name System)

IP. H B M B3¢ (Internet Protocol)

JSON :Javascript Xf 510 1& 5 (JavaScript Object Notation)
MDS . 4 B i BB 5 1 I (Message Digest Algorithm 5)

PE . ] B 45 /4 8T $h47 3044 (Portable Executable)

URL: 4% —% ¥ £ 7% (Uniform Resource Locator)

TTP: AR . AR FIFEFF (Tactics, Techniques, and Procedures)

5 MZREHEBERER

5.1 #iR

AIRES H— MM R RNEZLRMER, B WELAE HAMME L 2B B
SR, XML Z LRI AN 8. B3I AR, R E— 8 AR
4% B2 BHHME B G — R, JR M % T 2R B K — B0, TR T B 7 B BB
H AN, DR R T A i W 45 % U S R B

52 HMEB#4E

AFRUERE X T —AN 8 F B M 4% %4 B E SRR (DU IR RME BERY . BUiME BR BT
& FHEMEG 3 NERE, REZSEIME BT T R4, R A7 I 44 (Observation) B i
#4% (Indicator) . %2 % 4 (Incident) . W 15 15 31 (Campaign) . B £ 44 (Threat Actor) . X # H #7 (Ex-
ploitTarget) \ B3 8 (TTP) B X # i (CourseOf Action) 7£ P I A~ BRME B AR R P48 Z 2 B
Mz R . BRIME BEE R 8 AT LIRS 2 3 AN
a) MER-WRMEZLBEMHSEHAEG, AEFNEG BRI EER”(—REZEZE M YL B
W (—REZEE); '
b) FER ERMEELEMPHFTEETE  AEENEMEF . “BE B (BEFE LA RTR
FAR T AR R, P RRIXHER” (B354 3 R H AT R W BE AW . By 37w b % 3
165
o) FHBREARBEEHANEZLBEMAHXNES, QFNEAEHE . “SEEES”(UEFREA
HEEER) CELEHCHEEREHTBENT R BEERR” O K im s i & LM i 2
B o) A I (ENE R EVLEEHRNERMES .

53 HMESAH

B 14l T RME AR, EaE 8 /I\E!ZH?}%EéH#F,%4‘%%@@%?2&%%&%5;@1’&2&#H‘J
KRRER, RARBIME BEENRBER. HP:
2
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“meﬁﬁ”EEMjW%ﬁ%Wﬁﬁ*%EﬁjTW§$ﬂﬁ%ﬁ%hEﬁi¢%§ﬁ%
21 .
‘bR, R RS — MR E R E TR EAR R ERES N T RNEE NAS, EH
SRASE I “ 2 4 T 447 B4 S T ) 5

CREFAET RE X RFRAR CCBUE R AR R T R M B H SN N R R T E S, —
AR & B F A R BB AR B RS E R

“ThEE”, B BT R AR CBE R B — R AR B R M RS g sh 4k, B4
BEEHETE—RINBEEH;

B A7, B vE 37 R TE S A B AR B A R O vk (YBGE F EETD BB B
EHE;

‘il BART, O RE TR A ARG R A NENRRRS A TEA %S B, #F
AH L K A 2B0RE B (B X R D BEAT IR

“Yrh O EE” 3 BRH E AR SERE BT i AR R B R O B O IR R B T B R A SR BUR R
o 5 2R A “ 8ot AR R TR B 85 R R AL

“REXTRERE” , NEXT RAR T BAR RIS, YR &F MRS, 1T R84 R BUH B 89 “ B XHE
W HTEENELEHLE.

AARE R B BBREIN R AT YR, R BME B E P E A BSR4
PSR 3R EBR T UM SRR T DME R T R, Hodn, 7ERR 5 B3 57 F 5 7T LA R BRI
BB PR AN, MTARE AWML, AFEEANRENTY BRIEEESLESESH
Zﬂiﬁﬁf”%%?*ﬁﬁﬁ

B EBMEERERR

8 M EUME B AR EEENMENFEE 6 TR LNHEWER., RASTENNELL2BHE
BRANTENEZLEMEERAS IR A,
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6 MEREHEMESANS

6.1 #i&

AN EIME BER TR 8 N ERME R AGHT THRAME, AASBFHAENEEULE®BE
BR., SHEBEM#ER A JSON BIER R E R, 43E String (FFH) . JSON Array(JSON i 4) #1
JSON Object(JSON X)) & $ig R A,

6.2 T BE
6.2.1 ELik

TE B 5 SR o, 0T JLIU B R B B B 4L, T R 5 LR R A S B A A RS I B
FRATWENEG, “TRNEEERERX LR ZERBRN, HEERARERUTHANAN.
a) ‘AR ESE R EBRREWHL
b AN RARAFHTRABRR AERREME"REHHN;
o B EERANR, FR-NTEABRER. ANXHEETAESHEEFHS . EMRARE
HEENES. HEFT AET . SEMAEE 4 BHAHF K.

6.2.2 FRER

A KR A R T VR B A1 45 . DNS HAGE 5l FHREAEAIT R X4 TREAITR . XHEL
EALE BREEEADTE NI AER TR ERECEES IR AFEAEFIE . AAER
REAERE, THNEEGENTRE.

a) FRIRE, HEEE AR — KR ,

b) Bl AFRIRS, 51 7R M B T SIS 5

o BB, SRS, EA L HREAS, RE SRR SRR, B2 L E

B RS 5

O JRA AR AR A 5

o) AFR,“HT VAL W AR

D R, RAXAEREEHRALE

® FWEHR,RAXARRNEEHRELE;

h) %E, TR SR MA G Z ERXR;

D AR, AEEETERRNH N RERE T WIEIE”, RF BT A, B

A XFR 6.2.1 Fim;
DS, A MBI R RBARR, BT X B 6.2.3 K BT A X RS, 47 LUAR 38 3L bR

GREGTT R,
AR B & F BRI R AR 1.
®1 AHRNHEENRFERER
FRA FEH#EAR FERER FERLEH
id wiRE String IR
idref B AR S String A I
timestamp B[] B String ] I

4
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=145
FBA FERHER FER#ER FERDEH

version &S String PRI

title 2 TR String A 3% I

description iR String Gig7

short_description TRE#®R String Cip-2t

relationship RE String ] I

object constraint FIFIR String T B TR
value

object_type POE ¥ String - ] 2 IR

6.2.3 BTN HE

6.2.3.1

DNS EAi2 %

DNS EA 0 5 3210 5k 5 DNS B4 AT X IE , L Fi T A2

a)
b)
c)

R4 T E VL, AL AT IR 55 B IR 55 88 B AR 5

HA IO , DNS JRS% 7] LAy — >4 5 304 SR AL BT i TP a5 8, BSR4 BT iE %
DNS Jo %28, DNS g %5 T LR SR & 1 R 2 IR 55, 45 3R 1Pv4 bk {5 B EHLIE
7, TR AR 55 2% B9 4 PR R 55 2810 R, SR BR AR 45 A8 B BB 3C i e % . A FBRIB U AT
REE,

DNS ZEF L FHMHEFERMRNE 2.

&2 DNSEFKIZR

6.2.3.2

FEBA FERER FERER FERLEM
name_server R EN String HY 5% T
record 1Pv4 3 & fEHTiC % String B 3£ IR
dns_type DNSigRER String ] 38 TN
BFEgERICR

TR EAID R EEILR SR TR RE, RN THE.

a)

b)
©)
)
e)
D

g)
h)
iy

R B2 2 PR SR ELIK LR AR 7 R SR B, o T MR AR R I 2 PR LK IR 1R SR 28 B, T R U
J B o L PR P 3T FF 345

R A2 B2 2 R » BEL T B R 2 B0 S 42 R, 4 K R S B SR & BR RS 3 5

ERPFRRHE A B T ERE AR I A 2, R G SCE P 2 TE S

FFED R ML » o T ERAF B PP R B Ak, SR R 2 R D 1R B 2 ER UL N 5

HR AR IESCOCA, B T HRAF IE XR34S , R TE UM XA E 5

R R ED Rk iy HE , B T R A Fh 26 B ikl , 3R B WS A0 26 I 2 3B UL A 5

BRAF 223K 3 » oB F BR AR BG4 N L 3R B R R 6 A B B A St i 5

R RS » B & R T R I 5 R B9 RS, SR B R ER AR IE SO L2 5

WRAF R, TR 2R, RO FERE A AR SRR
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D ERREUCE , B B A 3R 2R B R A Mk
HFERF AL RTF BB IR 3.

®3 BTHGERER

FBA FRER FERER FRHEHE
is_multipart gig# ERBTRARES String A BB IR
attachment_name MR 14 B} 44 8 BR String ] IR
attachment_content HIR 44 BAY 48 P 2 String B $5 IR
bee_refs Bk it JSON Array Cip-2
body HIR 44 1E 3 S String AR
ce_refs FIR 42 ¥ 328 Hb 41k JSON Array G720
from_ref R 2 3 3 String o] eI
quote BR 431 A String B 2
subject TR AR String T TR
to_refs HR 4 JSON Array Eipid

6.2.3.3 XHTHELIER

XA TEERCRERICDRS XM TRMANRNE, B/ O TAE:
a) TR R, XA T B B HI SO AR, R T SO B SR B AR TSR A
b) T EBMBE AR, S T EE AR LSRN AR, RAXMG TR

o) XHTRFWE, X TRIFTE RWT RXAFHIRAD;
) XETERER, XH T RE AL
e XMFTEIFIEHE, I RE ST BRI TT IR F B HE R
XU TREFEFRFEMBRE 4.

x4 XHETHERIEER

FERA FERHER FEEA FROEE
historic_name XHTEFSLZHK String ] ¥
browser XHETEMRHEBE String ] IR
file_byte XHTRFHH String Cipi2]
file_name X FREHK String AT
start_time T BIF LR B [E] String A3

6.2.3.4 NXHEEEXRIER

X EEEALRERILFREXHEBMRHUNE, BFEWTAZE:

a) SCHFAFR, S & R, R SR H B IR AN SO 2R R
b)  SCHFBEAR, SCHF BB AR , R A SCIF BT FE Y SCHF SR A 75 5

o) XTSRRI ERERE RUSIHTF AT B
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e)
D
g)
h)
D
»

k)
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3CHF MDS5 8, XHF ) MDS5 {8 . 30X SO AR T sksh, H MDs & K424
SRR R AT E , R A SR HELE B IS5

SCHET BB SOMF 2 B BR R SRAE 4R 58 = O B B SO 2 4 R

SR REL SUHF R RS PSR SE IS8 = 5 SR BUE A
XHEFABIR R AR BTR, RUFTRARE=H XML

SCH GRS [R] , SCHF 4R IR I 16D S8 HOR AR 2D 5

PE XHREFEBAT PEXHRBEFRENER. REASSHEINEE, 0F/F= B
FE;

PE XA B R/ PE XA RE BB FT;

D XHBRAR, XHBRIARR, 2B ANSI ZRHUA RO FZRHE;
m) ({4 PE 88, 4B B89 PE 268!, 441 EXE.DLL,OCX.SYS.COM %;
n) PE WARAF LR, PE XHEAE B FHRHENA ALK

o) PERAREHRR,PE XHBRAFEEFAHPHERER;

p) PE RASRHERR A, PE SCHF A B Brdn 81 B SO IR AR 5 5
@) PE RAGIERL, PE XA AAR B 5 Frir B 16 8 RAGE B
r) PE WRAJEIE X4 , PE U UAE B 0 Brds B 4 R BG4 45
s) PEJRA ™ F AR, PE SUFRAE B Frin 7= R 2 FRE 8 ;

) PE WA= R4, PE U RRAE B b Bidn Bl IO 7= i A S5 8.

w  XfF SHAL, SCfF# SHAL{. SHAL E#ER 5 MDs {5 —#, h—F U8 805

v) X SHAZ256, 304K SHA256 fH. SHA256 {HK1EH S5 MD5 {§—#E, —Fh 336 25
W) SCHRRVDS, SCHF B 7 550 SR W SCHF BT oF PR B8 25 TR B KD 5
) XHRFELAMR, XFHEFELBR, A TRIESCFRE M E 8.
X EEERTRFRMRIES.

x5 XHEREFER

FRAE FERHR FERER FROLEY
name X4B TR String IR
path Py T String IR
complete_path X R R String ] G
MD5 34 MDs5 f& String A BT
cert_publisher E B R E String A IR
export_function X EE JSON Array Cipi2
import_function X ARE JSON Array Cig%d
import_name XHESEALZR String A PRI
compilation_time A 4R R [ String B Y5 IR
PE_resource_name PE X R ERE LK String A 3
PE_resource_size PE X HRERF B RN String B 3
file_segement XHEEER String o BRI
PE_type X {4 PE K # String H Y IR
PE_company PE [R&2A A &K String Al I
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5 &ED
FBRA FERMR FERER FRLEHE
PE_description PE JEAIR R R String ] B I
PE_file_version PE JRAS 47 B A String IR
PE_copyright PE JA & B hRAX String B 3 TR
PE_original_name PE A BB XH 4 String H 3B IR
PE_product PE JRA 7= i & #F String it
PE_product_version PE JAs 7= 5 B A< String A 30
SHA1 {4 SHAL String TR
SHA256 X 4 SHA256 String A B
file_size AR String IR
file_signature TR FEELER String EIR A

6.2.35 HEFSEFIER

HEEBEAN R EE IR S HBEMRHNUNE, S 0T A

a) HERAM IP, BERR BT A B A< 4L 1P dbdik s
by  FERERAMN O, R T A B D5
o) HEREMERPML, FR T 2R E I A4S TCP B3R UDP #hil;
& FHEBEERE IP,HEFTEENEE I IP it
e HEEENM,FBFMEZNTEENRDS;

D HERER, EBRFTESKTEEAT;

g BHERAPS,.#BE

BT ENERERAP4;

by HRBRSH,HEREBTEENSEG
D BB, RN R, KA SRR R AT SO R A P AR LR
D HERRIASR, B MR AR, TR R R
k) RHRERE, PR, R R HERA R M A PAT SR TE RS T A B AL
D R MD5, XF#EEK MDs {H, i TR EREFR;
m) FERIFHE A, ERIFHREITHR E,EEEH B

n) HBERE R, PR RSN EE R,

HBEEEAILFIE S,
x6 HEFEEELRLER
FEA FER#ER FERIEN FRBHEHE
local_ip HBEAH IP String A I
local_port R H v O String ] I
local_protocol R O E String ] BT
remote_ip HELE IP JSON Array B3]
remote_port HRIIEENR DO JSON Array T IR

8
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%+ 6 (&0
FERA FER#ER FEER FERMHEHE
name HELZ K String B P I
username HERF4 JSON Array ] I
parameter HEBESE JSON Array B TR
path HEER String ] B IR
pid HEBIR R String Al I
parent_process_path R String | 36 I
parent_process_MD5 LR MD5 String H BB IR
start_time B2 I 14 B[] String W I
end_time rig e ] String Gig it
6.2.3.6 KMitHEERITR

ML Ui R E AL R FEIEF 5 Nk iAW WE, BN TAE:

a)  FULFEEFE, R EYLE BT R

b)  WIhE G 2 %, IR AR B T BT %

Wik iR EAIE R R 7.

x7 MitpEAERIIR
FBRZ FEHR FEER FERLEH

historic_host EPFRICFE JSON Array ] BETR
historic_domain R k5 E e & JSON Array A IR

6.2.3.7 FMREBEFER
EMRERERCRERCRSEMRAXHWME, SN T AL

a) FEMRERE, BRI RS PR EE;
b)  EMRFEEE, MRS EERE
o) EMRIRE, EMRGE KR, G K . DWORD {H . F&F R E = Fh 28 ;
d EMRBEAR, EMRER K
o) IEMRBME. EMRBARIE.

EMEREBEAICFRLES,
8 EFMREREXRIR
FRE FE#HR FERER FRULEME
registry_key_path FEMEERE String B IR
registry_path HEMEFEER String B I
registry_type MR A JSON Array A I
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* 8 (8D
FEBLZ FERER FBREX FERLEM
registry_key_name BEMERELR String A IR
registry_key_value EMERE String H] B TR
6.2.3.8 HAPEEEXRICRH
AP EEEA R EECREAIMHANER BETTHE:
a) FAPZW.BRRZENEMRAFZTF;
b) FAPHEK, AR ENEPARER,
APEBEAEREFEEELREI.
®9 APREERRLER
FEL FER#A FEER FERLEHE
user J:: falA String Gig 30
group = paki: b4 String B 3
6.2.3.9 ARLGRFEEREEFRIER
AEEEEA N R T ECREREREHANGEE SHEITAZE:
a) BERGGEE.BERENGER  WRERELEREMESFREL;
b) FHWZ,BITRIERENEVEK;
o) 1P Hulh, BITHRAIERG R ENL IP #bdk;
d AR BEREFEEINTRER;
e) REAP . BEREFEENNWAEASHF.
REfERBEAILFELE 10,
® 10 REBEELRIER
FER4 FEHER FEHER FERLEH
0s BEREER String g
host_name FHE String | IR
ip 1P 3 ik String IR
product e R AR String Eigidd
user RERP JSON Array ] I
6.3 WHIER

“HR AR RS TR R R W IR, SRR B — R B R B AT R A A . B
B B 5T B “ B R B — AN ER B AT LI B R HE M AR R TR . BUE IR AR BT

WA
10



a)
b)
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RS, KEHE N 2R E BRI
SRS, 51 F7EH A 5 B “ Bt 18457

E: HEATIARRSH, R WEER AR5 A AE A EMEKAR.

c)

D
e)
)

g
h)
iy
P
k)
D
m)
n)
0)

p)
Q)
r)
s)

IR SRR S S R A 26 H RN, SR 55 31 FTA B SE R 45 5 A 26
R 5

WA B PR A

B B R

HT, B AR B . BOt HE AR LR T B PR LA B 2 o 0, T L A2
FRALH 775 3L

B4 TR 8 T AR (F1 )

Hi38, R P X ATER AL H

WEHR, RAXEBRWEHAKEH ;

I, “ Bt 447 A 07 2

IR » 57 4 % LB F DL

Bk A4 AL B T

Wit B B 2 4% B 76 B0 0 L B B

ROW AL, R BRI — 7 PR T R B B bt A B T L B0

WAL W A B AR R W 5 T % R G0 = W E IO . RO % R T
T 325 B — A 5

RIS HEHE  HEP XA AT 16 B B 1 1

AR R BB A G5

HIR AR 57 2 B AL MR AL Bt

3 BV, 2 4 B 7 L 3 HE R BRI

BG4 K& F BB L 11,

11 HEHERFEHRR
FERA FERH#ER FEEA FRLEME
id WiRE String R
idref S ARBIRE String BT
timestamp B () 2% String GigZ3
version A String WHETR
title AR String A IR
type 3.1} String H IR
aliases P String AT
description R String T I
short_description [CE:F 32 String H BT
observable AT R B String AT
valid_from F R E (A String g~
valid_to H Rt [ (50 String Lip- 2
indicated_TTP Wi JSON Array AT

11
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x 11 &
FERA FERHR FERERX FEROHEHE
kill_chain_phases HEYE String Al IR
test_mechanisms R 1 AL String A E I
likely_impact BEE W String ] HE I
suggested_of_coa R % e JSON Array B IR
confidence wEE String : \] ZETH
related_indicators _ MXBGE R JSON Array B BRI
information_source fEERRE String H] ¥E I
6.4 REEH
“LEEERBRNHRAN T RPN EHRAN —RIM SR IER R, ReFH
AEMTHE:
a) RIRS, EEHEALRHE— KR
b FIHRIRS, S AR A T KR eEH7;
X HEASI AR RS, A RLEHA"RE- I A . FEEEMEKAE.
o HEER, SIRASEEMGA, BEABE RS, LS5 HARRSHEREH, B FEHE
B AR A 5
D JEAE, ERARARHERR A ;
e) fEHE,. AL URL #%,.5mEHLENMIL;
D ZR,“REFHHEEGSE;
g SNERRIRE, YRLEMHFN R AL MRS BREN AR FBIE LR —F MRS
PR IRS
h) B[], “ERFAR A KH RO E T
DR, RAXAER A RAELE;
D HEHR,RAXFEAMEHRELE;
k) K5, HTHRSK“EL2EF"FREINK—TEE;
D XRRE MEREL2EHRARNEHACER BEREE WEE UMEE.ZFE.
m) BWE HRAERARZLEAHHREWHETER;
n) IR, R ESRRELFMH T EREWEIEMAER;
0) REB,WRAR“FLEMH"HYITCRE. WTUEHATE XWRERE, U HEHREBEX
KA
p) MR, AR LLEEFE RN EMEIRE R BFEME R G R BGE T3 R B
By ER FERELEH;
© FHME . HRERLLFEHTHER., TUEHARE CHRERE, ST UHERES
&SR
0 RBAR, BEXRFFERESRICGEERR T AL L2HR;
) RAFE,XKRFMHREFBRIAR;
) XM, R EE NERAKCESF M B R B RO R IAAT R 1 7 5
W AEE,AFENTEER;
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v BRENFRBEFHARHARARNAREN;

w) IS AR R AR BT SR 3 B

X FERE.AKENTEE, MREEREET.

BLERAFNTZRBRILE 12,
R 12 REEATRER

GB/T 36643—2018

FBA FERAR FERAER FERLEHE
id BiRE String W IR
idref S ARRS String LB
timestamp B 6] B String B 5
version &S String DRI
url M EHE String A BT
title 2R String A HETR
external_id SEFIRS String IR
valid_from H 3e ] G ERD String ] 20
valid_to HR A E (B HD String o] $E IR
description R String ] IR
short_description HEHMR String B 2R
categories %50 JSON Array BB
participator RERE JSON Object Cipi
affected_assets B = String AT ZE
impact_assessment =2 §E 2 String ] PR
status R String ] I
related_indicators AHXIEAR JSON Array H BB IR
intended_effect ISR String Gig
security_compromise KB R String W IR
discovery_method b &R String B ¥
COA _requested R X & HE JSON Array iR
confidence EE String B IR
contact BREA JSON Array ] 2 I
history )ik JSON Array Al IR
info_source fEBRE String Al 2 I

6.5 HEEF

“BGEE BRI B LR - AEBENRIIEE. AEEHEFREWNTHE:
a) RS . HEBEALRE—KIRR;

b FIRRRS, 5 AR EE M KR EHES;

E: SERASIARRSN,. AR IEESN"RE-NI A AESEMEAAE.
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o R, SRS AFEMER, 8 EAmKEHERAE, 2S5 ARSI EMEM, eI RFE
B RS 5
d R, A AR RS 5
e B, WHEIN W HLME;
D R, RAXFEXRARBRELKEH;
g WEHMR, RAXFEABEMREEH;
h) g X WEHES KA, TR AR a2 WAl R RSN R A
D FIHRER, MARRYE BT HAR . TERATE XARSERE, B hEAE B E
&3P
D OREVHERAKBETE S SRR, B BT, B, Sokk . 7T KME A BUE PR
EKEL, WA EEAE A& XK,
k) MXZLFH, 5ELEHNNN“ZL2FH";
D HREUE R, 544 BHAHRH B E47;
m) MRBTGFE, EEAFEHHERXNBETE”;
n) MREEES, SARKEHRHAM B EED”;
o) HFEE,&&BWAFERI;
p) AMXES. R EX K BHEN"HEN—RINES, B— M HRREL, TUF ST E;
© FERE,AZEHNTEE, HREBREHT.
B E A& FERERILE 13,
x 13 HEHADHFEREHR
FBRA FE R FERER FRULEMS
id wiRE String WIETR
idref 5| AR RS String ] BRI
timestamp B [E % String B LI
version A String W BETR
| titte B String AP
description R String Gipr2d
short_description R String T &I
aliases % String B TR
intended_effect BHBR String T IR
status RE String ] I
related_incidents MRELEH JSON Array B YT
attributed_to X E & JSON Array Gl
Related_TTPs MRBEF B JSON Array B 3T
associated_campaigns MREETES) JSON Array A 263
confidence WiEE String gty
activity FHKIE S String A] ¥E I
information_source EBERE String A eI

14
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6.6 BEHE
“BUR T ERIE R B EART W NG FERER . BEE TR HEE T AR

a)
b)

RS, L EEE A 2R HE— KR
SRR RS, 5 A R A FE b 07 8 “ B O 75

E: SEASIASRRS R, AR BETE AR5 A AL S EMRERE.

o WEE,SRASHERAMER, FEABFEHRES, RES5I AR RS HFEER, HE/HLHE
AR A 5

& REA, AR RS ;

e) AW, WL R

D R, RAXAERFHEMRELE;

g MEMHR,FAXFEAREMBELH;

h)  BARCR, R B F "MW BAMR . TRMEATE XRRERE, o UBEERE B E

XKE;

D BEAT R HRBEFERAREAAR WEHFTE TN, A nEAEERGERIARERFE;

D OBGERE, FRMREGEE L RAR UG AR IMK MR R, BB SREIRS;

b i EAR MREABGE WA AR RHESERER

D MRIEGE B, SRS BN “KE B

m) MREE T, SRFENNBEHTE”;

n) BB, AL B FEBGE 8 X BB ZE BB

o) (EERE,AFHWTEE, FREBREHT;

p) B, BEHERENY X —“HHFE"NEASEF L.

Bl R FBEER L 14,

x® 4 BEHEFEFRER
FRA FERH#ER FERER FERLEH

id wiRS String DT
idref BIH#HRIRS String A IR
timestamp B i) 2%, String ] IR
version fR A String IR
title 2 String ] 6 I
description R String A] BEIR
short_description HE#HR String Al
intended_effect BUHRR String IR
behavior BEHTH String ] LI
resources WHERR JSON Array ] BB I
victim_targeting wE B JSON Array YT
exploit_targets MR EH ERE JSON Array Al 2 I
related_TTPs MRBEHF B JSON Array W] I
kill_chain_phases wE R String i

15
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F 14 (8D
FBRZ FEBHR FEER FERVLEMHE
information_source EEXIE String ] 3 IR
kill_chains W String ] 3 IR

6.7 MR

“RLXT IR HE” R AR X B R R X T s . DX A EE N T AR

a) RS, HEBENLRE—KNIRR;

b BIFEVRRE 5 HREFERE M B B X 1 5

¥ SEASIARRSHN, AL NEE ARSI A A EMRERE.

o HEE, SRS EFEER, B ERBLEHRRAE, XRS5 AR S HRMEH, B WEHE
I AR A 5 ’

& WA, AR MR 5

e) AR, “DIX TR H# B4

D BB, A5 B0 B BT R B B B 49 A0 « SR BBORD R E A TE A WA L B 5 i

g) R, FHRN XS B EY |

hy R, RAXASEFHARARELE;

D HE#ER,RAXFEAMERRETLE;

PR R BT SRS

k) SEGMNERHMEARS ., ATRREFBREK, I EX BRI RIX "

D ZHfER , RS HWATE X DX 15 17 AT ISR 3R, TR 1 MESE e i B 34k

m) FE, HR S HEAR R X R M AT RS s R . T LA R TS O R SR, R DL
B E LKA, :

n) A, RS HA N M RS T ERM A . AT DME TS R AL, WAl L B
EEENEH; |

o) BUR,HRLHACPI X EM" A BB E MR . T LMERABUE XHRASEEL, AT DB
H HEKE; ;

p) FERE AFEHNFEE, HREBREHT;

@  AHRNLXTHEHE , 7T B8 5 45 4% H AH R B A “ R X HEHE” .

N T A B F R R IR 15,

® 15 MXMEEFRHER

FEBRA FERAHR FERER FERULEE
id RRE String DhBETR
idref S RmIRE String BT
timestamp e [ R String A TR
version 7% String P TR
title ZFR String ] IR
stage Br B String IR
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15 (&)
FRE FEHER FERER FRLEH
type b JSON Array T I
description R String B BT
short_description B R String ] BT
objective pup 3 JSON Array B
parameter_observables 25 String B BEIR
structured_COA iR String B] BE IR
impact -] String B IR
cost A String ] IR
efficacy BR String B BEIR
information_source FEERE String T B
related_COAs A 2 B X 1 e JSON Array 7

6.8 EifrEME

‘B EERELHNEZEBRBTIN IR, RRETENERABEEAN. B T EE G0
MTFAE:

a)
b)

WIRS , I E L E A 2R HE— IR
SR IRS 5l ZAETFEH AT 8 “ B E47;

. HEATIARRSH . A BB ER AR5 A A EEMRERRAE.

c)
d
e)

D
g

h)
D
»
k)
D

m)

n)
o)

mF R, SRS HF M, B EA MR H KRE, RES5I AR RS HFMEM, B HKE
AR A 5

FEAS , 5 AR HE RS 5

BHR B E A R A

W, RAXAEA AR RS EE

FERHR, RAXAEAMEMRELE

B4, R B E 478 B4, W LAGE P TR SCRREY, i DLl SRR B 8 SO

KB R B ERHREL, WS RN A F BN R , 7T RUE A BUE AL, L HT LU

ERE B R

L, R B AR BB PL, T SRS R A AN B R, VT DGR B KR, 7T LA e
R R KA

S5, HR B B T R GRE, AT R WA RK T, TSR HSAE
BRI BT LA T SR T, ST DL ph I R B

TSR, R A B 7 BRI TE LA RS KA, il L i
pE=ip

RIS BRI R X, ML A FRER, 7T M BE X%
40T DL gl P B R KA ‘
MR, 544 BRI H

MIRBHES, 544 B3R “BHES;
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p)  AISREUM E, 5 A5 B X R B E4E7 5

@ AFE, A& HREEERS;

) ERRE.FXBERTEE, MREEREHET .

B AR 27 B iR W3R 16,
R 16 HEBbEEFERAHR

FRA FERHER FERER FROLEHE
id wiRS String W IEIR
idref S AKIRE String AT
timestamp i (6] R String B BT
version 55N String HIEIR
title B String H] BT
description R String ] IR
short_description CEFi3 String G2
identity B4 String H] T
type Epid| String ] BRI
motivation AL String ] HE IR
sophistication Z5% String Al I
intended_effect BUHERCR String Gip2 ]
planning__and _ operational _ sup- .
port RIS R String Cipsi2d
observed_TTPs AR SR T 7 Bk JSON Array Lip- 2
associated_campaigns FRBHE S JSON Array AT
associated_actors HHR B E JSON Array TR
.| confidence HEE String ] HE IR
information_source EERE String AR

6.9 WEHR

“Bul B RES WG TR AR S . A EREAFEENTAS .

) RS, AEBEARRE KRR
b)  FIRRIRS 51 AR A AT B B

¥ YEATI AR RS, AR ‘A HER ARSI A AESENREAR.

o MEE, SRRSHFAEH, . HEFBEHNEE, RESFAGRS AR, EEIHBEE

I RS 5

O A B AR
O &, Tk B MW AR

D R, RAXFEXREHEREEE;
g) MEMR, RAXFEAMEMBRELKE;

b wHRZIE, ‘SR BARFARRRSIR. ARAKRRESIRMHEE GB/T 28458—2012;
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D B AKAEL o BART BT TR B 55 AR R

D MSRRIX R, SAZBEMEX, ATRERB RN R ER;

k) FERE, AKBRTEE, R EEREHT;

D MRIGE HR, 54 4% B RN AR DE BAR7.
Yt B & F B R 17,

x 17 WEHEEHERFRMAR

GB/T 36643—2018

FRA FERER FRER FRLEHE
id wiRS String PRI
idref 5 ARIRE String P
timestamp B[] B String ] BT
version f 4 String DHHEIR
title &R String T I
description Ei:o String B B3R
short_description HMEHMR String A BB IR
vulnerability R EEIE JSON Array Gigi3l
weakness BHREH String IR
potential_COAs B IURSE i JSON Array ¥
information_source {5 B3R String Cip-2
related_exploit_targets MEoE i JSON Array Al BT
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B R A
(F PR
3K i JSON R RBY 52 B M & & £ H I E B R Bl

Al EER

FHERG T — A RARITHESTAE P %L 2B IME BB RMRI KEZ BB RF R EE
SR ERTH, B HEESARETAEHNERZ LB E BB WER T . 2R0%A JSON
YERBIELGAER . R BGRB8 3 M AT 3, A R I WA K B R R T
FREMMAR LK. ‘ '

A2 WEFEHAGTE

"id" " campaign—e2ela340-4415-4ba8-9671-f7343fb{0836",

"idref"."",

"timestamp" : "2017-05-14T06:32:45Z",

"version";"1.0",

"title" "R AE Z IE BRI B TR Bh

"description” : "# T “KE Z K" £ RV ER AR, BT Windows REEH 445 XL 20 O #4746
B ERKMBTENTEASRER. HENWRRERRE . $IRE RS & H17 XM, 58 8%
ERBELERENYE D, BERAPZXAME 300 ZIXH LIFT A BBEY, AR XM BELHWELES
PHBREEE. FR,ZF VS EREIEEME R IFR 445 % 08 F KA 0K =, FEd SMB
IO X R R EEABE W BN, T RA B ERR.",

"short_description" ;"%:F Windows &4t 445 ¥ &3, MF 3 &4, REES.",

"aliases":"",

"intended_effect" ;" Theft",

"status" ;"Ongoing", :

"related_TTPs" ;[ "ttp—5ee9db36-4ale-4dd4-bb32-2551edad7f4a" ],

"related_incidents" :[ "incident--34098{ce-860{-48ae-8e50-ebd3cc5e41da", "
incident—613f2e26-407d-48c7-9eca-b8e91df99dc9" ," incident—{88d31{6-486{-44da-b317-01333bde0b82" ],

"attributed_to" :[ "threatactor—5e57c739-391a-4eb3-b6be-7d15ca92d5ed" ],

"associated_campaigns":[ ],

"confidence" : "high",

"activity":"",

"information_source" : "XX /& XX H A"

A3 BEFHHEAGRG

{
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"id" ; "ttp—5ee9db36-4ale-4dd4-bb32-2551edad7f4a",

"idref"."",

"timestamp" : "2017-05-14T06:32:45Z",

"version":"1.0",

"title" :"“KIEZ K HRER VBT T E",

"description” : "$) R IF HE I WF X B PATH , SABREXH R TER—TMEHC, WEHGEN
il HE (WNery@201D BB H B, XEXHEETEERHEHREN cxe, REEREH
B bmp, BEFFEHESTWHRFE . EEHPBE RPN exe . XBXHEBHB T A EF,IH
WERNREK. R, LTRSS HALE,E X HFAE SMB FiH (MS17-010) ) Windows R4,
Migkse et . BEBEANR S, AP ERSCEHITNE  FHRLREBESNRAE.",

"short_description" ;"B 7€ SMB ¥ (MS17-010) B Windows R4, i X fF, RERE",

"intended_effect" . " Theft",

"behavior" . " A I/ ¥ I M, REMES "

"resources" ;[ "R ZE 3 MS17-010 ¥ T B Windows 4" ],

"victim_targeting” : [ " BT A B M B P AL ],

"exploit_targets" ;[ "target—b346b4b3-f4b7-4235-b659-f985{65{0009" ],

"related_TTPs":[],

"kill_chain_phases" ;" ActionsonObjective",

"information_source":"XX /A& XX HB",

"kill_chains":""

A4 REFHEEGTH
-

"id" : "incident—34098fce-860{-48ae-8e50-ebd3cc5ed1da”,
” idref" : nn ,
"timestamp"” : "2017-05-14T06:32.:45Z",

"version":"1.0",

"url" """,
"title" :"“KEZ B HRBANTLEENF 1—FEBETRRE",
"external_id":"",

"valid_from";"2017-05-12T15.:00:00Z",

"valid_to":"2017-05-14T06.32:45Z",

"description”:" By R H H B S5, X BB R — MR KR L (FF R B L) http:// www,
iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com, I BT F B X 4Z . MR H BT, A REMBERT R, WMRW
AT, M7 NG RAEETR."

"short_description” : "5 B FF XKL ",

"categories" [ "EEH", "EIRKMEF"],

"participator” ; [ {

"reporter” : "Darien Huss"

31,

"affected_assets” ;" ZBRYL K HEHL",

"impact_assessment" ;"I EHBRRBEB L EET I SEERE",
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"status" ;" Open",

"related_indicators” : [ "indicator-—-8e2e2d2b-17d4-4cbf-938{-98ee46b3cd3f" ],

"intended_effect” ;" Theft",

"security_compromise” ;" Yes",

"discovery_method":"", v

"related_incidents" ;[ "incident—613f2e26-407d-48c7-9eca-b8e91df99dcs","
incident—{88d31{6-486f-44da-b317-01333bde0b82" ],

"COA_requested":[],

"confidence" ; "high",

"contact" ;[ ],

"history" ;[ ],

"info_source" ; "XX A F XX EIA"

Bl 2:

"id" ; "incident—-613f2e26-407d-48c7-9eca-b8e91df99dc9",
"idref" s nn R
"timestamp" ;: "2017-05-14T06:32.:45Z",

"version";"1.0",

"url":"",
"title" . "“KEZETHRBEANELEG 2—NEFHER",
"external_id":"",

"valid_from" ;"2017-05-12T15,00:00Z",

"valid_to":"2017-05-14T06:32:45Z",

"description” : "$44F tasksche.exe, FIE ¥ 1 30, M t.wnry SC0E N R 3D A SR B, HEAT ORI B, B B R 0
HIE.", ;

"short_description” : "M% X4, RERESE",

"categories":["¥ER","BR®KME"]1,

"participator" ;[ ],

"affected_assets": "ZRILIHEHL",

"impact_assessment":""

"status" ;"Open",

"related_indicators" : [ "indicator—8e2e2d2b-17d4-4cbf-938f-98ee46b3cd3f" ],

"intended_effect" : " Theft",

"security_compromise” ;" Yes",

"discovery_method" : "# 2 3L 4",

"related_incidents" ;[ "incident—-34098fce-860f-48ae-8e50-ebd3cc5ed1da” , "
incident—{88d31£6-486f-44da-b317-01333bde0b82" ],

"COA_requested" ;[ "coa—-34098fce-860f-48ae-8e50-ebd3cc5e41da" ],

"confidence" ; "high",

"contact" :[ ],

"history":[ ],

"info_source" ;"XX /A H] XX HBA"
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RBl 3.

"id" : "incident—{88d31{6-486{-44da-b317-01333bde0b82" ,

"idref":"",

"timestamp" ; "2017-05-14T06:32:45Z",

"version":"1.0",

gl

"title" ;" KEZEHRERANELES —EIEE",

"external_id"."",

"valid_from" :"2017-05-12T15.00:00Z",

"valid_to":"2017-05-14T06:32.452",

"description" ; "1. ¥ BT R 4L T A R 8, IR B A K, 938 10.0.0.0~10.255.255.255, 172.16.0.0~172.31.255.255,
192.168.0.0~192.168.255.255 ¥ Bl 4 () AR AT RGPS s A0 SR RSP P, MUBE AL A2 1P b3 SEAT AR 38 2. BUB AT
(fH shell code F1 dIl ZH R , 8035 32 ALFN 64 SLF A ;3. 384T shell code -8 dil.",

"short_description" ; "HE M & , T FEBRE",

"categories" [ "BEH ", "$hREKME"],

"participator" ;[ ],

"affected_assets" . " 5 Z R LT ENEBERITEN",

" onn

"impact_assessment":"",

"status":"Open",

"related_indicators" :[ ],

"intended_effect" ;" Theft",

"security_compromise" ;" Yes",

"discovery_method" ;"",

"related_incidents" ;[ "incident—34098fce-860f-48ae-8e50-ebd3cc5e41da”, "
incident—613f2e26-407d-48c7-9eca-b8e91df99dc9" ],

"COA _requested” ;[ "coa—34098fce-860f-48ae-8e50-ebd3cc5ed1da" ],

"confidence" : "high",

"contact" :[ ],

"history":[],

"info_source” : "XX A& XX HEN"

A5 BEEpEERS

"id" ; "threatactor—5e57c739-391a-4eb3-b6be-7d15ca92d5ed",

"idref"."",

"timestamp" ; "2017-05-14T06;32:45Z",

"yersion":"1.0",

"title" . " “IK B 2 W R A B 4R

"description” : "N BEHL /NN, FHKEZE” MR, #id Windows R 445 3L
EmO.ERNREF. BN REERREE IS E, A X H8meE, P ERAME 300 %
JUH LR BB, A RE R U IR & RSB BB R,

"short_description" ;"N B EZHL /A",

"identity" ;
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"type" : [:l s

"motivation"; "Financial or Economic",

"sophistication” ;: "eCrime Actor - Malware Developer”,

"intended_effect" ; "Theft",

"planning_and_operational_support":"",

"observed_TTPs" ;[ "ttp—5ee9db36-4ale-4dd4-bb32-2551eda97f4a" ],
"associated_campaigns" ;[ "campaign—e2ela340-4415-4ba8-9671-17343fbf0836"],
"associated_actors":[ ],

"confidence" ;
"information_source" ; "XX A F] XX HBA"

median",

A6 Bk BRI
=Bl

"id" : "target—b346b4b3-14b7-4235-b659-1985{65{0009",

"idref"."",

"timestamp" : "2017-05-14T06:32.:45Z",

"version":"1.0",

"title"  "“KEZ B EHRFRMBGE B,

"description”: "XX 4 XX T XX tnii%h,5 &M+ 8BRS L wmITEN.",

"short_description” ; "XX 4 XX /1 XX fnisk-EHL",

"vulnerability”: [ " CVE-2017-0143", " CVE-2017-0144", " CVE-2017-0145", " CVE-2017-0146", " CVE-2017-
0147", "CVE-2017-0148"7,

"weakness":"",

"potential COAs" :[ "coa—-34098fce-860f-48ae-8e50-ebd3cc5ed41da"],

"information_source": "XX 24 & XX B EA",

"related_exploit_targets" ;[ "target—-ee916c28-c7a4-4d0d-ad56-a8d357£89fef" , "
target—5d0092c5-5f74-4287-9642-33f4c354e56d" ]

}
w2,

"id" . "target—ee916c28-c7a4-4d0d-ad56-a8d357{89fef",

"idref"."",

"timestamp" ;"2017-05-14T06:32:45Z2",

"version";"1.0",

"title" "“KEZETHRBE RN BE B

"description" : "XX & XX T i AR & HBEKRIT .10 4L EHTEDL.",

"short_description” :"XX 4 XX Fi B AW & HERTHEN",

"vulnerability"; [ " CVE-2017-0143", " CVE-2017-0144", " CVE-2017-0145", " CVE-2017-0146", " CVE-2017-
0147", "CVE-2017-0148"],

"weakness":"",

"potential_COAs" :[ "coa—34098fce-860f-48ae-8e50-ebd3cc5ed41da"],

"information_source” : "XX A& XX HB",
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"related_exploit_targets" ;[ "target—b346b4b3-f4b7-4235-b659-1985{65{0009" ]

wfl 3.

"id", "target—5d0092c5-5{74-4287-9642-33f4c354e56d" ,

"idref"."",

"timestamp" : "2017-05-14T06 :32:45Z",

"version";"1.0",

"title" :"“KEZEYHRFERMBCGE R,

"description" ; "XX & XX k¥ XX XK E,15 §iEHN.",

"short_description" : "XX 4§ XX k% XX LB EIHEI",

"vulnerability": [ " CVE-2017-0143", " CVE-2017-0144", " CVE-2017-0145", " CVE-2017-0146", " CVE-2017-
0147", "CVE-2017-0148"7,

"Weakness" : "n s
"potential_COAs" ;[ "coa—34098fce-860{-48ae-8e50-ebd3cc5e41da"],
"information_source" : "XX /v XX HBA",

" related _ exploit _ targets"; [ " target—ee916c28-c7a4-4d0d-ad56-a8d357{89fef ", " target—b346b4b3-f4b7-4235-b659-
1985£65£0009" ]

}

A7 BEHIERRRG

"id" ; "indicator—8e2e2d2b-17d4-4cbf-938f-98eed46b3cd3f",
"idref" : "nn ,
"timestamp":"2017-05-14T06.:32:45Z",

"version":"1.0",

"title" : "“KEBZ BB R R BT ER"

"type":"ransomware worm",

"aliases" ; "WannaCry",

"description” : "“K{E Z W B RIF R IWBEH IR, W R BIHE UG BEMRES R,
"short_description":"",

"valid_from" :"2017-05-12T15:00.:00Z",

"valid_to":"2017-05-14T06.:32.45Z",

"observable" : "observation—089a6ecb-cc15-43cc-9494-767639779123",
"indicated_TTP".["ttp—5ee9db36-4ale-4dd4-bb32-2551edad7{4a" 1,

nonn

"test_mechanisms"."",

"likely_impact”":"",

"suggested_of_coa" ;[ "coa—34098fce-8601-48ae-8e50-ebd3cche41da" ],
"confidence" : "high",

"related_indicators" :[ ],

"information_source": "XX A& XX HB\"
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A8 T RS

"id" ;" observation—089a6ecb-cc15-43cc-9494-767639779123",
"idref" . "nir ,
"timestamp": "2017-05-14T06.:32:45Z",

"version":"1.0",

"title" : "“RCTE Z B R R R B0 AT RN B

"description” ;" K HZ " MR M ABE SN SH, A"
"short_description":"",
"object" ;[
{
"relationship”:"or",
"value":[
{

"constraint” ;: "equal”,
"object_type" : "file",

"non

"file_name":" * .wnery"

354
"constraint” : "equal”,
"object_type" : "process"”,
"name": "attrib.exe",
"parameter" [ "-+h." ]
34

" on

"constraint” : "equal”,
"object_type" : "process"”,
"name": "cmd.exe",
"parameter”:["/c", "regadd
HKLM || SOFTWARE || Microsoft || Windows || CurrentVersion || Run"

3o d

"constraint” ;: "equal”,

"object_type" : "process”,
"name": "(@ WanaDecryptor@.exe ",
"parameter" :[ "co"

3o d

"constraint” ; "equal",

"on

"object_type" : "registry",
"registry_path":

"HKEY_LOCAL_MACHINE || SOFTWARE | Microsoft || Windows || CurrentVersion || Run",
"registry_type" :[ "REG_SZ" ],
"registry_key_value" :"tasksche.exe"
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"id" : " coa—34098{ce-860{-48ae-8e50-ebd3ccSed1da”,

"idref"."",

"timestamp" : "2017-05-14T06.32:45Z2",

"version":"1.0",

"title" " “IKIEZ BB R ER RO RIXT ARG,

"stage":"Response",

"type" :[ "Physical Access Restrictions","Eradication”, "Patching"],

"description" : "1 3R BN L B I, B IE 4k 2 B KA T B AL 2. A RE W AT R G ER KT R
RS EHERBERE, REEH RS T MSC17-010 (% Windows XP/2003 & H 5 B 145 1L R %
MRS, MREHELS N ERBEM AR AN Z 2 T 4. EREMER S, ERINLEERFEE
JE, B A RE, ",

"short_description”: "W, B R &R, T T, DERZREANARESE",

"objective" :[" T A B ERITTEAL" ],

"parameter_observables":"",
"structured_COA"."",
"impact";""

"cost":"",

wonn

"efficacy" :
"information_source":"XX A& XX HB",
"related_COAs".[]
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[1] GB/T 29246—2017 {ZBHEA RLEA ZFARLEHEE HMRAFELT
[2] ISO/IEC 27032.2012 SRR ZL&HFEAR WE%Z L (Information technology—Se-

curity techniques—Guidelines for cybersecurity) ~
[3] IETF RFC8259. The JavaScript Object Notation (JSON) Data Interchange Format
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