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{51 channel

BEE—ARENEETENEE—EHRNWYHET. ZIHMFEXTABINEENMFMZ
6] 3% R Bt — 20 R .

3.2

WIBE k38 physical repeater

WE —MEER L ANYEEESHRIRE, PR k2 b E EBA R & .
3.3

FhiEE R 4k store-and-forward repeater

FREEHIBEEFXI A - MEERRE.
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AT EE—M4ERTH B HIR 4 (3. 10) FF R (3. 8) i hik iy 7 57 B B X A B B 2 R v e . F
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3.16
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3.17

FEHARKERWX manual service request message

— M ETT R SRR S B IR, BRI S WS S I R R R R A B X
T Al RGUEUN A AR, AT Ly A ERAE A S A A . B, 25 T B AR 5 R A i R AR R K
ot
3.18

E S transaction

MERBKEMSOFI] . Bl — A ERFRZE R AN — N KBS 2. ERFS R YA
AHERM N KBTSk WB — K ZBFRTER T . EEFSH, WRE—-IFHFSP
ARG A BB E SR, ERERNEZEN  E-1"FFPRXCELNHATRESES
BRI ILE .,
3.19

FEHIM4Z control network; CN

WS A% R HS I PUAT 25 | 7T 5 HUE A5 2 ) A8 R A R AR R X M SR 2 A MR B M &
4. GB/Z 20177 ¥4 LONWORKS #5: %l % 4% .
3.20

ME—F A 4RiE  Unique_Node_ID
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msg alloc priority()  msg_cancel() resp_alloc() resp_cancel() msg_receive() msg_completes)

msg_alloc() msg_send() msg free() resp_send() resp_free() resp_receive()
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B3 HhURERTE

4.2 HER&E
T A B 43 0 P LB 2 5T (PDUD 4R IR 5 R -
PPDU Physical Protocol Data Unit,or frame Wy B B BUBLHE B T (D)
MPDU  MAC Protocol Data Unit,or frame MAC Y i 85T (D
LPDU Link Protocol Data Unit,or frame HE B P SCROHE B8 7T (D
NPDU Network Protocol Data Unit,or packet P £ B BN A T (BIE )

TPDU Transport Protocol Data Unit,or a message/ack &%t I EIE B 70 R 3C/#1N)
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SPDU Session Protocol Data Unit,or request/response <% i S IE B0 GER /W M)

NMPDU Network Management Protocol Data Unit 2 % SR P ICEUHE B OT
DPDU Diagnostic Protocol Data Unit LW U E 8T
APDU  Application Protocol Data Unit N FH P DO HE BT
FSM Finite State Machine (diagram) A BRAREHED
CSMA Carrier Sense,Multiple Access IR AIT , £ BE 1A )
MAC Medium Access Control U A 7 [ 428 o]
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5 Wiy BE#EiR

AE o HALE R S B 4 TR RN, BREMR T .

T ARG T TS TR U EE 5T 75 15 B R ik S IA .
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NMHBENRRE
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6 MACFE

6.1 REMRSE

A4 MAC F2E F ARV 0], 77 7T 2 008 S AR AT 2 B v S ke il / o R g e . B AR A
AT p-fR R CSMA M0 BT p-RFF CSMA 4.

AT p-fr¥F CSMA 2 —FpiE R op R E AR . F R XHE B 5 80 BB EE R viE . —
AN S AR B A SR YL R — BER R 0. . w R A VT REE . bR TE R AT F o B R AR, AL
#W 0 w MK/ NG E M A4 BL(backlog) B eR %, AR (D).
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BL——FE M A% HE L 6. 8),

6.2 #EEEDO

MAZFR,MAC FEEFEAREKRE., MAC FEAREA N, HEELEHRES 2 2R
fd R, AR E R . A TR, ZMNEZRMEDLUE S KR,

L Data_Indication() L_Data_Request()
o EERRE
T 1
M_Data_Indication() Frame_OK() M_Data_Request()
MACFRE
P_Data_Indication() t P_Data_Request()
P_Data_Confirm() P_Channel_Active()

B5 MACES#KBRERZED
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HHIRE % LPDU B7E EFEE R & MFEESE, HBEHFFES. XTUOMRE Alt_Path I 6. 4,

Frame_OK (delta_BL)

FEREU R — WO LI UE S CRC IE# iR, &5 1% 2 08 A iZ R 0E B A MAC T2 X T 5RE ik
HIWUAE KRB EE AT .

M_Data_Indication() .

Xf & —4# AR LPDU/MPDU, MAC F J2 454 B 2 R4 — iR R .
6.3 MEEEO

P38 2 4 P R B B SE B R R R . AR R M A I R SRR I, R A
BRI LR IR ISR IUNTRET 107, AT SHEMINGES BT A Y32 P00 0 S 37 BT 8 LRI AR
SO LA 5.

P_Data_Indication (Frame)

Xt &4~ A B LPDU/MPDU, 9182 45 MAC F 22— R %= .

P_Data_Request (Frame)
MAC FEMARX—RiE# — 1% LPDU/MPDU Wit % Y8 E LBl & 2% . HRRO & 50 F
TERE s D o X

P_Data_Confirm (Status)

Y22 R EUR A Status FEBXMB B # &% . Status Al BEH = MH

success () T W 2 i g K 3

request_denied (i 3K # 6 4 ) HBREETCRIZEFELREEES,

collision(M5¥) HEREEEHE BARNBI PR, KiEES BB T w3 7E 4 B g
WECH 6.10),

P_Channel_Active()

WM X— B EEREEEA MAC T2, X~ n£BHE D HARLEESOBE.
6.4 MPDU &3

MPDU/LPDU & M XK 6 s (it D &4 NPDU Big4855) .

LPDU/MPDU
8 16
| Lomar | NPDU S

1 i 6
————[ PriJ Alt Path ] Delta BL ]

B 6 MPDU/LPDU &3t
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MAC TEM A L2Hdr 7B, Hif Mg LT .

Pri:1 WA AL B LE % MPDU (R . 0=58,1=5;

Alt_Path:1 WAL B, BLE B M08, BtCR SR . IR SR EEBIE IR A R{F 8 £ e
IR AT —RfEE L RERTHAFERARE AR SEE K EE &R, REES
WAL BT, ERHLE £ F R 1% 40 )2 76 B0UF PR I P B3 B AR B A OFF T8 A1 98
SR /W BLAR 550 o o TR AT e B B B 4. SR Ale_Path AR B BRE, I H B KRB
A W R 9D i 27 R AE R T Y R A O R B A B P, Ale_Path B3 35 AL A 0 K

Delta_BL:6 HHHi T6 4 B 5 B (00 s BLE 50 % MPDU B = A ) {538 i A 4c i 0 1 8
6.5 WHR p-RI%F CSMA ik

N CSMA, ATHII o145 CSMA fEEMTT BTG, MELROT SR EEREGLE D,
SR TE Betal JE5 P4 U S04 5 8 & 2% B0 5 38 40 T2 ORA . 7614 Betal I %4 BUiR 2
2 % 0 P S5 ) B0 60 B T R/ B W B BLERE D 00 (R4 T 25 (UL 6. 10) . X — R o 2
i, FUVETE Betal B IAIZ5H0R 5135 MAC F 245 th BAF] o 0 5008 60, 35 FE A 088 60 0 05 4 0 BLA0 5 AT
TR B 0 ] H 93 D P A

BJE 1 2 RBELIER TCEHD) & 4 TR G 0. . . (BLX W) — D, B W R A
BEATL BT 1 B AL AR 1) 4 A BL 2 34 813 (8 PR e A 1, TS 30 5 X Beta 2CJL 6.7 1 6. 8)
S 6 LT 60 M 0 60 0 SR 7 AR B U6 9 2 PR U010 5 1 B L 75 U 47 5 B A
Bk a5 B MAC k. 768 7, Dy, R EOR 1.2 1 19 T ¥ BENLEE AT 36 B BEDLEERT T 249757
S A 1 36 F /N9 BL Do B9 LA (2):

Dypcr = (Wipeo — 1)/2 wrvenvumnnnnininiinieiiiniineneeeenn ( 2)

VP

D $UH 22 6] 0 -2 B HLIE B 5

W e ——— 37 B AL BT 11 P LA 1A A B CH

REEN “REaRm”

I)mczmz (W},;M—l) /2 ——

Betal

BB

—) ISR U S U IS N N N I N S T {

BHEE

Beta2 i i
| 1

B 7 WM p-RiE CSMAEEMNSE

BRI DA /M T R R XA BRI REAE JFHSRBERX. RE
it B E B ARG K TE%E T LR B A G WA () BT

WRE = EHEGRB /KRB QRM < Won/2 oo (3)
R |
Wi —— SR BEHLBT 1 P BEBLS 1 1 03

GB/Z 20177 RAIMIZEAE O K/NA 16, X IR E £ BB Z B FI9H 8 N FE A Beta2 i

BEPLES 8] /v 1 1 D FERE A Betal MBTIE F . T B, Beta2 FBIM FEEX FHEMERANEEREEN.
8
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B CSMA ik WK & AL 1.
6.6 ZHRMEERN
LR TIPS EFERIEN:
a) YEEERESHYHEEF T P_Data_Indication ( ) EiERE N, H,
b)  fEfJG—1 Betal FIH LB BRI D], FE, MAC FREF LI ECE N TE Betal FIHIHE —
43 B[R] N 22 B Bk A, 3 ER 43 22 s Bk AR B B IR) (FE X B B[R] Y BP M BBk B i R B N R E &
PR R S R o B (B] (BRI 6. 11D,
Betal FBAK B B AKX (D HGE -
Betal > 1 HAFMIATE] + (2 X Tau, + Tau,)  seeeeeeeveeseseeeeninn(4)
itq::
Betal— % PR 7E 0¥ 0 )5 W A B[R] A (JAL 3.13)5
Tau, — M5 H HHK K F € 0 W) BAL 3% E /T ;
Tau, MAC F 2 R 00 Fn [a] 5% SE B, BP MRG0 245 38 25 R AR 1 i B B R G B 1 S — A
iR . FEA B AR b AT R R 45 AT I 0 B b A E W BRSO
2 [6] #y — BX B[]
B — TR BRI T R ARIEAE S 1 R Ao B Bk AR A/ S E . 40 R T B SR AT O TR R T R X
P 2% 4 o U 38 — 000 250 1 B O {5 1 BT DA 3R B A 28 IREUS 2 o B2 TR 9 o R B 1) B 5 06 80 15 T A B
R[], A ] TC A R AR A L kAR N /B . B A T AR 1 R [ B IE
6.7 FEMLIL
FEREHLIL B B GG BT M B R R W S A — N EEVUE RS TOR%R) B TR R EFE (0. .. (BLX
W) —D A . RIGIZT S AEX BT E] 9 S5 Fr, BTGS2 T E RS HEMNC B HEEMRSH,
B SN R R
KRR T(Ki%) 2 Beta2 BB P9 BEHLET 8] F- 098 A5 550 FREALES (8] A 19 4< BE 0 2006 2 305D

Beta2 > 2 X Tau, + Tauy, soseereeresrersrenrseseienan (5)
s L
Beta2 BEHLET[R] (L 3. 14) 5
— 5 18 K B Y AR R B
Tau, MAC FJZ 6 0 A 21 5% ZE At . B MCAS I 245 38 25 PR 214 A BsF [ FF 46 3910 1 a5 ks B SE —

WA . 7EA BRI AR b B )0 5L E A FT I B BV AR R E iﬁﬂﬁx&ﬁw}z
Z 6] ) — B i ]
6.8 {538 {E A 4tit BL(Backlog) {&it
MACEERNHN A EERETHFEFASITNME. &7 S8R R—D 260 fFE F A% BL
Bl E. BI il T RAESRER— MPDU =AM E R EASENERE — 8 - HEa A —
B FASH ERE BT, R ZBE A E B 7 A BRSO . FIEE ST Rk
BRI ERERBERESFEFASITEENREAZE . 2T AN FEESRR I HEHIZEE
ARG RN, B RfEE M A ER 63, (R E T 63, W {F&E @ M & st Em 1L
13.8. 1 # 1 B.7),
A2 — BN TEEERSE T
HEEFREN MR W, FEVLEE RS2 mMEEFEGES.
FE T - 0 R — A5 Gt B 8 8 07 I R g I
fEEER MR- MEEFEASEIT BN OHBEE S L X.
e 25 PRAT SR — A B0 B R B B R S5 R T IR A R TS 8 .
1 M5 g s et SR R B E R B E A IR . B Y MAC BN = R E I E

9
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B 25 fR BT ORNE Y B FF 48 W0 . MAC Z 2 R E L -

a) WA

b) WA K%

o AEFFRFERE;

d) KT Betal i0FHE:

e) ATEETFFLSERE f;

D AEZEFHE A W HHLE O 5ER.

FE 25 PR AR 3] &% B AT L 0HE 0 T B B R A T

SHEAZITEHEZ=], ABLEES SHEAEHN MPDU MK BEEEFEAS T HTE
BE W AERTHE & B O B 8w B K% % MPDU Z R REE,

6.9 WIEMMRER

AP Z R E TR FEIRASL. mRAMREHE A, TR BEHRECEZESH Betal A
ZEULAE &), BNMFHE MR E R EE K 0~127 4R 5Eat 8 F il 3 A &8 i 3a 5 60 A, T2 e —
WEHGBE LMW A, Sam THAeREBERFWHAFEGMIMRXBLFAERE, RE AT EHMT
Seif[A] Fr o 2 T AR AR B RS0 1 B0k e 1, B K IR 2 KA LPDU B 38 (& 6) B 1L e Fhn
HAL,

B R —fEE A MBI ERE . XEERFLATREARXH. flw, —1F
EXESHEEWER, BRNFT A ABERN G- S MEE @ ML EE, 0% . @
THE TR UMARMRENE R FERATZAN, XSRS NBENETSBEZINTOKET
J& &l 55 & 52 UZ R 58

BT LAk E — R SCR B R R HIRER e k% . R SR A B4 AR e i 8] s 0%
WCLLEH MW BT RS 2 BEMMMRERRMEMUS. Hf, R ZHEaES ALY
M58 LA RS ] A 0 B R R B L N IR B S R e Rt k. R IR R AR A Lk
B B) R R SOR B LLGE O r N R L TS 2 2 E AR e A AL RIS E AL

RfEEN “HEmaRHn”

mean

Betal ——

Beta2 i i
-] UEe RAEIE e R R I B R B B

R/_J

v Aaicihay

R

8 ENREFERECANFRENEFNSER

APPBCAR TR L\ B [ 28 PR, A SRR A 2 R B IR T B AL R B (Betal + 4R 56 5 1] - 4K
+ Diean CHLUA_E B ) 38 5 % B9 U7 R BEAL A T A8 AR e . — ELBE 3K 1R B I ROR ZS , 3 85 3% 10 7
[k} 39k R 2 A0 S I

R — SR SRR

— BN (BRI SCAR 55) + -
My 7 37 3/ o IO 4% Sl 55D 5
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—— JT 1) OWF % 508 DA 1% ST a8 % 503 R A ma L) 5 B
O 25 (Xt S8 1) 55 ) B IR L)

e 1oz B 5 RCREE L 7E 58 2 2 AR B R S bR R N o R 1B & 2% 4 Se AN/ ma R/ )/ R . IR
R SE RS SRR B, W e e M@ MR H A FE RO A%, 2PERERYN
B3 FIFOR# 52 ) BT & 3% . W 5% 0 A st B 78 77 050 R 2% 50308 60 0 1|) % 26 5 4 e 4 3, ik
EERZENBIREERET.

WRAEE BA et B R T S AR 2 A HOCHEBN S 1 R B 7 i S2 M BE AL R I A R 65X
B, EPVAARBEEELE MAEN - MREERBEHNERET - M EUESMBER T, M 8%
4R A R PR B A B AR TR B S T R R B 4 e 3R 1 St MAC B kokin Rl k. Bk
B Bk & 25 T RUTE IR 52 35 B0 £ S 8000 )5 545 Betal B 18] SRS %5 A 0 et i8] Hrot 25, R )G 5%
—ANBEHLET ] 8 a2 (16 > Beta2 B JE] ), 53X AN B8 6 05 A 24 B 15 18 03 R 4 3144 118 BE AL Ak 5 I
EYTIA] . A0 SRR SUE AT RO A B R B B AT FE S SR O A R A 4 R AR et IR A
6.10 WA HREN

YRR LSRR A MAC FERM B vz, MAC 720 LLE B b 75 505 60 5 5 3 18] 0 5 ] Bt
R R A A T b 28 R 0

PR fR P AT DUE L R KR SE B, BT LAFE R B A BRI A XHE 1 A B — 7 A — AR X
RBRME, XHYEZULIEXEMBEXGEE EB KN EN, UEARECRAMNER MR
R 2T SRR R AR BRAS (PR 17 a5 B A T S £ .

0 SRR F R AR, WA Y R BRE AR . M7 MAC 7280 3 vh e nt, (58 A%
B 1. BT FEARR I R T HE pp SR B AE B K AR, X CRC N IEH, 3k & A BHR YR B2 A B
BEMLES B BB . MR B e FEEFEAST I L RS 1(W 13.8. 1 #1 B. 7)),

MAC FR2 3 wp 288 et B ER IR, B EF F o H0 .

a)  WRFEN SRS ut (R] A R IR % SR P R 3 A S0 B0 A B A I B e e, T R — R 22 R & % IR
e R A A R BLE AR et ) L R R R AR IR e MAC BBk — A atE . 7
XFPER TR0 2 B E IR RO R R E AL

b) MR AT B sh R E, XA R AR HE M A E 1,

O Mk i% AN A SRR 256 YRERA I B e, W BUE s E
6.11 Betal,Beta2 18] & & £ &t

AREFH S L LM Z AR, QR SIS RE B R A, AT B A A K B A Betal J Be-
ta2 A B () 0200 BB 5 B0 B L) SR AR B B9 W) R (5 K . Beta2 J2 AU 5] B (8] (AL AT (] by SR AR Se i
B HO R BT B . BT Betal i) MAC 2 5E BT 2% 32 41 45 57 — D 048 62 R i Rk 3 DA R 3 s 8 .
XEATHYERM—MNEIRASE R A% MW E MR K2, K F 2 M EERE L B. 6
) Comm_type) FI AR # 24 ARE X AR 1T H Betal ,

— AN RS AR 5 D IEAS BT (] R B 2 — , LAPE AR TE B E] BE Y Betal I Beta2 B JE] A,

Beta2 AR FETEHE AR,

BetaZ — CT X (40+20 X “U) .......................................( 6 )

K
Beta2 BEHLET[E] 1 (WL 3. 14)
CT— T EA Betal & Beta2 i8] i FIAT B R BT 3, MEEHT LR MIEAELRAR, -7
AUFEHE—AHRL AN TFH CT{H:600 ns.1.2 ps,2.4 ps,4.8 ps,9. 6 ps;
WS BUEE Y 0~255,

v
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& Betal ARE 4 4 B — N2k TEEZEWF Comm_type 8 L2 7B, W B. 6, LA
Ritat BT PR A X B IER ST, Comm_type FIETT LI 1 8 2, BHF—MEHRET
MAC FR#T N, FR T
Comm_type = 1.
a) ¥E Betal M FH — AW E B (6] , 263X A B 8] N5 18 b B Bk AR #R B 2w , X 1 (8] A 4 BR
FEARA AR SR WBR A ARG BN P 4G . H X E] 5 SCANF < fE A8 58 B ] Z J5 e 26 1 4> Beta?
BHE] A Z /i MAC FIZE R %55 —1 Betal BfH 5 WIS BI B RIS &, BEZGBE L#T
el B BEAE (i - 0 SR8 G A 18] A 0 B — AN A B B0 A B S, A 2 i A B BUIE D) .
XA Beta2 B 6] 5 B 8] B O B B Betal B (8] 4 #9 Beta2 B[] Bt .

b) REMAIEMKEL MAC TERERT.

o MAC FRZEERZNAT BN 25X B L £ R, BEiEn EHEHZE CRC L4
JEETERRARET T HRE R PR, RHE B. 6 IR K cd_taill FE&.)

& IR SR BEEEARBEEEN B, MAC FEATK L ZEEG, MR XHERENIE. £
BEWRCEREERBNG hRAL 55 .

Comm_type = 2;

a) T MAC TR EH R0 E B 8] E L, Q050 A0 2 i 18], W0 7 ey ) 3 /= o L 5 1

b) MAC TR ENKELH AT EGEHKE, REmYEZ WA EnEemKE.

¢ MAC T 5 2 7E H Ul B vh 28 i 8 J i 2 1 E B B AR5 .

& W BE, MAC F 2 76 4% fr il 23 i B Y 2UZ 8 B B ik B e A2 1 2 2 O & R 2

&M .
% B F Comm_type=1 Il Comm_type=2 Bf i) & 3% W, X WIAE LY Betal THRE AR (7)) ~(10):
Betal (k1% J5)=CT X (583+ f(xmit_interpacket) ) +Beta2 {comm_type=1} - (7)
Betal (3t /5) =CT X (5654 f(recv_interpacket)) +Beta2 {comm_type=1}  «ee (8)
Betal (k3£ J5) =CT X (624 f(xmit_interpacket) ) +Beta2 {comm_type==2} e+ (9)
Betal GBI JF) =CT X (6024 f(recv_interpacket) ) +Beta2 {comm_type=2} -+ (10)
ﬁEP:
Betal ERAEREaE ma R A (0 3.13);
Beta2 FEBLETE] A (L 3.14)

CT— WK G6);

BUETE ] 0~255, B e TE L B 454 7 (B. 6) 5

BUETEE 0~255, A B 7EBL B 4548 1 (B. 6) 5

FO———"RER Bl — B E] TR , ] FAMEF i - b 08 m 45 &, X 295 S S bR ™
AR CTEATRBRTEESEE. HItERAKXAD.

xmit_interpacket

recv_interpacket

flv) = (v<C128)2(41 X v) = 145 X (v— 128) cereseneenee (11)
KA
v WA,
MAC ¥ Z A8 i #9718 WA (12) . (13)
IDT(R#J5) =CT X (313+ f(xmit_interpacket) ) {comm_type=1} <-eereeeeeer (12 )
IDT(#HWE) =CT X (2954 f(recv_interpacket)) {comm_type=1} +seeseeeeeea( 13 )
K.

IDT——MAC F RN E Bt ]
CT—URARG6);
§€) WA 1);
12
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AT
WK,

W ERTAEST B E 0 (E B R4 % N T Betal S ],

B BT KB R AL PR AR B OR B4R . Mt DU PR AR P R AT B O A AT B K TR W A
ERAK A4,

xmit_interpacket

recv_interpacket

BFiIBHEKE = CT X (219+32 X v) N G )
A

NS

B R SR ETE R EE (Y comm_type = 2 B A 6) At , LA M B/NRT B DK BN 181 ps. %{E
FEAMEA 600ns T B EE A B AL 2R 45 A0 X LAY i (E R BT B CT WA fb . 24l & 2% 75 %I 81
B R, BORHT B A R SR .

Betal ,Beta2 & GB/Z 20177 AW R 48 K A QBT B ERTE GB/Z 20177 MM 8 E M TE
HPET HUE .

7 HEBRE

7.1 ETRFH
FERE BB T RAME R RS —E 8 CRC 24 %E P ol T P AR/, BTN H E48
R E K E YL
BTV ERMHEAM, A Sl F RN E AR ST T 1A 53 o 20 3w )58 (5 4 R R
SUM(POHK1
FE P NHEBKME S RRBEFES DIMNKSAN ER, BRI F 5B EENEE L
IHL A

S

D<1/P,
7.2 REHKRE
HERE R FREBE AR AR EHIAR LPDU B8, H 2460, a2 8KE. —B
CRC B E A MM MR £ 55 .

7.3 CRC
CRC itH %~ NPDU, {345 L2Hdr ¥ . *’JFﬁ/\JC(lo)EﬁEE’JimJE G(X)H M CRC:
K
X—Hi AL,

Xt F4— NPDU,CRC Ffraetiatb o4 1. &9 BIWA LU E LR 89 CRC BALEF 48 B REFT
ARG, AR LR AL AR 5 R AR O~ LR 15 M & 51388 . CRC B R M EREER 58
cre_in S, FFBWBEAAE LHEEFRFERITHEAFESE NS L AAFHRE 7 AT E.
FPWE TR RER — WA R F A RE . RETRERA N H (mode compute=1) , #F 77 2%
g m AT R . HREERX R, RABERG H A CRC IR L

BRI AR 55 8 nrz_out MF Y 16 Hrf CRC BilE A TR .

MR HEIE] > CRC Kl 58 B 2, B0 KN T 8 N7 Sl it (A Z A 5 3K
in TR 13.8. 1) ¥t E it a2 AR S EF I L E B X ME R EEEEIE A — . WR—-1
BER AR EE R EN THAZH KRR H BB A M AZW X, ZREELH TR
1L 13.8. 1),

16 fz CRCHHERHERIE. S A 2 WIERHE.
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nrz_out
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bit
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bit
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bit
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bit
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bit
10

bit

bit

bit

bit

bit
5

bit
4

bit

bit

bit

bit

cre_in

HHER

1

1

1

0

MiHE
FH5 1 bit7

F45 2 bit7

F 3 bit7

crc bitl5

14
13
12
11
10

B9 CRCEHHERHIRTITHRO

7.4 WEE

WA 2 B AU

7.5 BKEZE

B B RO b B R 1 A N

RS L R . 3T HEom

B

H{& SRS IR LU

H

A

— A B LA
TR EF . REEEMRER A3,

8 MEE

B A
AV LMW, LI E SR AR TR, R —(FHEN RN R AR

1

s,
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AR ERSCAHTRULE 10)., oA XHEE L. 8RS L LA, R — &
HWiat EM G HERAE ., Bl Al IaEa BA D8R, i 2 EMRERLS.

06550

C}J 7] #4=
O_

ClOQQ
000 o
LO
B _CD

M0 B—{EERNHRIE

MWL YHEE gk S U R R R e N MEE A s —FEE R, Zhi X
FERIAR I R BE BT ZE U — M E I 5 — MR B ER T ARG . BeAh a8 S A 2 o) BRI B T
8% X EE R T B AT 32 5 R L S AR RE .

FERMEH, A=A BT — A AR E S RRR, TR A TEEREGTRBEIRNER . FiX
Ba R 2 Hp 6 250K P BC B p 4 7 W R B A 0 0 b T3 AT L B AR A .

QR EAE A Ak A (AT L B B R A s P R SR A S L APRE JC IR BRAFAE . W B IR AE
— ST R PN B R A SR AN SR AR TR 1T PR R RR S R . R R AR B R A &
s 7 T LA A7 R e R i k2%« 18 i) —fR T8 T A SRR A B R T AR R X 2 RS TR DR i B B 4%

QR RAR AR R 9 B L B PP O A S R B TR SR Y M BR L E 5E

1 990 00

MEE 4 =k, T, ¥R 2—
Bh® (7™ = (k, F, T8O 22—

00000 O @ OO
O 0O O

B BB RIS E

2% B A%

8.2 RUMRSE
GB/Z 20177 W4 2 42 41 T0 2 422 (0 R 28 AR 55 O (8 3895 BBl N I B a0 2 5 R LT B
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a) KHARE 2% H - XRETENERNLIL REMBELHRZMNBEANFT R . SHWA
S A BT T R (A E FRTA T 0D . XM R EENETR p<1,

b ER:NMERAXRFELEMEAIG . FENEERES BERSHEETRE.

o FRFF EABBINEHW R EESRE R HSRYE LB RIMNERREID AT
B fSHEMNEHE R PHBAELE RET BRAT,

&) FTE AWML BN ARV RO B RE Y .

LA B A R R AR, B 2B A R SR R W 4R 2 s hk BOR K L. X R E T B
REHMER MBI EERITH. SREENBRA R, K2 w8 H 5 NPDU ik k% F
WALE . S Sk NPDU i 5 Bk gk B i, RS B R4k

WRF EARLFEBELRE (L 12, 0 B BAR S BB AR, P2 208 55 1k 15 4% 30, A
TR % 18 KRS R A ACK B Ab, X S5 Bk i iR SCRT AR TR S R % .

8.3 HMR&#EO

4% IR 4532 0 B Send_PacketO IR & K #fl Rev_Packet O8N, thE 12 fras . A, #BHX

—BEOENTHRBENEN, RMELFRIZHS B UAEHEZESIE, X R HERERNED,

Send_Packet() Rev Packet()

b

H12 REEREED
XA A RIERIELER .
Send_Packet (address_pair, pduType, PDU, priority,delta_BL, Alt_Path)
Rcv_Packet (address_pair, pduType, PDU, priority)
8.4 MEENIMEN
P28 J2 PR AT PR T RE , st ik TR A0 ), LI 13,

/RO

________________________________ |

l {

| |

: AR B |
!

| 3 4 |

\ ' ]

| P { !

________________________________ |

K/ RAERR

B 13 WMEEHNPEN
8.5 NPDU &3
NPDU # R & 14 ffR, NPDU # 4 3 $f 3 TPDU.5 SPDU.& AuthPDU.= APDU. %A &

X P4 EARERN NPDU, 14 F 8- NFREFOBRFREXFROME. BHF3FRMOE
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F R R AR TE (1, 2.3, BB A . B0, 7€ PDU_Fmt F B A 3 BEIH £ 34 PDU B2—
A~ APDU, BEEZMEME R AREA/ F W ERITF, S WK% D,
2 2 2 2 = 0/8/24/48

l Version I PDU Fmt I AddrFmt | Length I Address l Domain 1 encl.PDU ]

L—> iR A= (0...3)

14 NPDU #& =
8.6 iiHEiRFY

F—A> GB/Z 20177 5 G &R HAT b HE IR A . 1 AR MR IR B T SRS EREERS
T A B R SCUL K FF S Unique_Node_ID R SCER U, ZEBCE RS T, I SCLHE 4 LB
Unique_Node_ID, B4 ILE I H 2T # H (SR SRR, A T DLECEL, B B2 70 588 3 41k 4 3 R
IRVCHEL ., Xt F T M C, L MICE F M, BRIET R CR A X BB E, X THM S ZT A
DFRZAB R, BT A Z — BBILE . X T BB R S, TN G 0 MILE . 1R SR ILED
BB FY, BN S S RE R T RO,

RGP BT ALMRFEFERNNER HEER et CRER X—-BESHEN LA
M, XEFESMEELHYE TSI A7,

B SR A E AR SR P BUR A B AR el B AL AT B R EE .

LOBAR LAY UR T R/ 4 kD S Y BTN A F R/ sk i, B SRR

LHEANTERERSSIEELRAE, LA # GHE T M E ED & CEL AL Unique_Node_ID Hj#k
AR . BRI S5 AR i R T AR SO SR PR E R B (RO BER FE. LL 0x00/0x80 YT
R /35 555 B AT 4] o o7 3 05k B iz . RS E AT A MR E S 1T Eag—1
B & R — A R
8.7 HHMsE

e b1 8% BT R R A B R D BB B T RS TN Z b bR BIThEE . Rk BB AR A &
(P 4% s, BT DU Ho A o — R Sk, I TG EHAZEN B, Bl EERAS TR, — B
msRE— T EZHROM AR - RO SE, - M ENEET LA S Bl S, BhsTHMEE
BRSO B R R TR gk 38 AT B I MECE RN . MR E R A IR, ER A s
BB T MR . 2% B Al B e, H B i Rt R B B S IO 98 8 R — DM E R
N R TAHSA R IME B . B0, B iy 25 0 AT DL 5l 9 2 78 3 41 SOk 50 B A AT B0k 4k 4%
R, W Bl Hp 4k 28 B B i A) DUFE FE AR TR R

B r 28 48 = % B S RE B % ROUTE,. O ,ROUTE,. O, #l ROUTE, O %% % NPDU, %—4
OR BHE S ] 56 & g ik BT 5 NPDU, 885 A o 8088 5 Q0 % & e ik 81418 NPDU., 28 = > oR 845
IR TR & NPDU, R RMIER BB, 8008 R,

ROUTE,. (DestSubnet) = [forward|discard]

ROUTE,, (DestGroup) = [ forward|discard]

ROUTE,, (DestSubnet) = [forward|discard]

Hihk X BB g ik X B9 NPDU BRERE K E R EF . X8 R 8L I i 8% 19500 B 300y 80l
B, AL 4 o (B v 7 B 2 O <7 3 PR AT, 3 B 2 00 RO BOHE LR TR AR R . Bl AR Y
H-MHEHEARN—EE GEEREER RERT AT ZEFEQEL S h 4. MEEREHS
i e 35 B 2 I 1R RS 1 IR 44 0 B N R B AL, IR RS FR N R A AR AL A R AR . H o T B
9438 1T M EHURE [ TR e ik & U E T RERM A AL AL 5) (R I A, Wik, 8% R h A
BRI KB B —.
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8.8 HHEZ

el BEE ARG A4
8.9 BEJHEHIETM

SE X B 3 ROUTE, O F M Bt R BKHE A5 FEBREST M. TER R LH, BT 7 R i dk
o R B T M A NPDU Wb it k223 F AL E . A B TE R 48 70
SLHLERAT

9 EFEETE

9.1 wIRFH

—WEHROE ST UE A M E S S B ER KRR AR, BRI R A ER
W TR AR B 0 P IR A s 18 R R AL U R M A B — AN R B SR AR IE B B A Y
BOE A LR B A BRSO ER . BT XRERRTRAM  NERIUFREFN . RN,
Yo fu e AR s hE B B A bk B9 B AR AR b A R IE R RBOME] . TR aE 2 B B bk 2 SRR SRR
15 4% et 18] 22 57 06 /N F R TR 41k 58 IR — K &5 (E R B2 B A — DO IF i T — 1 Sl —H
fy st bk A 55 BT OB IR BB A B A R R BOA I R E RN . BHNRBINEEERE -1 F
S HE—NEEEFTTREE MARANRERN.

FEEHNFREVREFSERANREEH—PHRLE, EFEETHT A F, LR iERT A%
FEERFEERMN, GRFEXHENEL NEFERTRETURPACRZEEEW. AHFHE
HF 2 %1 L2 R0 A B D, RO AR Rl i B B A R R S HC R BRI . XERPRE
RAE LZWNEA B, &, YR AELNEFIERATHHXATE, TE-ZCEWIHEMNICF
AHATHEES ., XMYLHRER ST RA XK.

— UL IR S RE N — RRERFEF M —FERERFF. IPREZETXER
L, BN /M R R R B — TR/ 5 g bk B9 4R S0/ SR I8 2ok B ME Y AR IR G Bk MY IR ST/ IR R
ELEPHE . CHERE R XA R R — X FENHRHES . BRFEFEERZM
2EELR . HEER-BEHTUATEERN.

TETE E A IALH b, 3555 8 I &% B CE I 28 VR B RIME RTARE 7 R AT et X B BRE
BElRENSRESEBK . TUERSWOERRMAEFR, R XEEE.F5 D ARTMLITA.
UB— MM ESHERBEWAERNIASES, AXAPERFAMERFESFAH - FEFSZM, A
HIEMERES BN FEEF=E., WR-DPEEEERE—TREQESENH K, B A XE
ZH B b — AR IROCHH S ID T HATKE S ID,N’H%iZ%% ID fin 1o — o] 2 ) B ik 2 X 4 —
A B AR o A e A AR L e S s s e . X iR E EiC T & — 4 B A9k Bt B s — 4
F5 ID. AE T B A S B , AR S OR U B G BE 3 BrA A/ WA DR SR B T 0 /4T A 4 Bk oA R E — 5 AR
WHIL Y . REXMELZGMALHRSENA BEELT AT S AT E S EX PR
FE L At FY 52 BT St 2 R
9.2 RHEMRS

FHEEHNTREARSF ST ERZENA XM AN, ERENERSS .

—— HEBUFES . N RIER R ERE RIS E RN ERKT, E a6 FRERNREFS
SR, EREEEMN BRI RES ANTRET 1 MUERES DFRETF 114
(UL

— AR ER A E RN F 5 TR R EZAN,

9.3 Mk&F#&EA
VI TS PR AR S5 A 1A 15 B DR

18



GB/Z 20177.1—2006

New Trans()
Qfﬁ
Trans Done()

Validate() Compare()

15 EEEEREED

BOFIENIEEEH#RAT .
New_Trans (Priority,Dest_addr) —>> (Trans_No)

RERB-IHFHOHAEFHESS

Validate (Priority, Trans_No,Dest_addr) —> (result)
X H ,result = (current,not_current) Z —,#% 5L Trans_No fE &£ & O

Trans_Done (Priority, Trans_No,Dest_addr)
H ) 2 55 58 LK 8 A0

Compare (T1,T2) —> (result)
X B result & (new,duplicate )Z—;EX T1 f T2 AN XZR,XHE T1#H T2 EBEKRELE,
9.4 KRELE
HEEMTFRAABNMICRRTERES SHBSE, TR
Transaction_CTRL_Record = record

PriTX True or False

Trans_No;: (0..15); initial value = 0;
In_Progress: Boolean;

end;

9.5 EHEHEZE

A6 FIARBEXREREFANFSFTEN B FSEHRAE, XN FHERERES, 5 —
TR TR ERERES. AMALAP, M RXLHRFEFRMLENGNF S0, B New_Trans O
BMHE -1 F5 IDAEENMEMNE R0, MG New_TransOFE 1~15 B MM MiZFE S ID, HM 1
Fih. HFIE 0 REERNEBNESTZHNE -1 EFA R,

— B A ESERNEEYNEE T EARE.

— URNEAFEAFESEHNBEREREEIRMEER, ZRE T EER 155 ID,ARBRKIE,

— MW R BRI SR YR ERE S R SRR FE L L B Rk R
ZEEKES IDHERENES.

— MREERBNCRES, W2 DFHICR.

—WRBRTHES IDASLER, FEREFNEFREENE  BAR AN EEHTHESFLED
ZRNEREREFHICETUGESNEHR MEAZXFNES ID, RESREE—1TF
5905 » M NL A T B 34 AT LA AT AL B AR

19
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— —HBERHFCESEF—IEFILR, LB — R ESERE. X T AR
FRRM L B4R S0, B E S E R R BT RLR 8 s X T FR/F A Ak MR S0, E A ik iR
3C, U S BB T A AT MR IR  XIC R E R BN S W ER 20 BRIEXRFFIT
REBESR 9. D,

— M A BRFE R MR SHTEC 2R BN EEEES ID. Rt B # kLR
JB AR —2 MUy xR E R — T ER M

— B B AR 3 U IR R 55 SR B AT Kb B L B — SRR A S S AT BN AR 5 BP AR B 34 BN
AZ BEAFERRSEHRR.

10 £HE

10.1 BIRKH
B TS 5 el 72X TPDU Je 51| i 47 I B 00 HE 5 A EE 2 R WU 4b , 1% 42 ) B 3O3R Ho At Y
%M.
10.2 REMERS
EHZRETIIRS
a) AIRMEHESAE. FEEREREEHANTREEEAINEHEER. WRRFER
%m&mﬁm?kﬁﬁﬁﬁﬁmﬁﬂ%%FﬁmiﬂﬁWh%ﬁﬁ¢%ﬁ%ﬁﬁ¢M1
ARSI EEUTEHE:
— il ERERR SRR ATELA.
—BES 4 EENSYERZE BT EEERZRERRIWE AN ELN EFREELT
WRETEELN, EAYANESSHM O FiE. XWESBEHNTEAE#THHE
£ ENEER, RERBCE M &% E R EFINSE N .
REFRF (A YR A E ERIREGE AR KR BET, MAERE.

b)) EHA—BRENEFRLE. ZRSFMERNTREHOEIERNETRAERAEE, ]
NERERE HBRKERRE . 20X R RS B B AR 5 B0 64 B9 BR 1 , W A X 7 AR
55 B %o 4R 51 B A ME— BR R — IR e .
GB/Z 20177 H iy 2 AE A8 SC B R X PRIV, BPZH P 1 451> AR SR B RE R 3% BB Sk .
10.3 HR&#O
R X2 J2 R R B AR 55 0 Jr XA 16 BR .

Send Message() Rev_Message()
Trans_Completed()

!

HRE

16 fWEMLERD

M Z R B EAE .
Send_Message (Address, APDU, priority, ServiceType, Alt_Path) -> (TID)
Trans_Completed (TID,Result)
20
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Rcv_Message (APDU)
Hp TID BiZFEFHE—RIRR.
10.4 TPDU W B MER
TPDU RyiE A 17 Fim, BMNFREENEFRAZTFEKEME. BPIIRfFSTFRIE
BT B B BEVEE 0,1,2,3,-) k. BERMAKAE WA/ F I RERINY, ERR DFEX. M
FEEAMEMNSHITHHRS BERREFEHHFES ID,E B. 3. 11 hER.

! !

! ACKD (0 [ APDU |

| |

| |

UnACKD_RPT (1) APDU

1 3 4 : - !
[ awn | TPDUBPe | TramsNo | | ACK (2) [Null Field |
: 8 —= 24/32/40/48/56/64 |

| REMINDER (4) [ Length |~ MList | |

; 8 — 0/8/16 'l

. REM/MSG (5) | Length |~ MList | APDU |,

I !

B 17 TPDU BB KR

H AR L (ACKD) TPDU . (WL D. D AEMR LM E — R GHw T, EEARIEAR # 1, # 22, 3
FERBLGTHKER #3. 5XHIA TPDU MORR, B0 ME B A # T HEE L. Hig
HZEMERENENTARE I RAERZMCEER ., XM TPDU AEHIARF 4 TPDU R E N
ZERBENERF. ZHRESBAETEH#ER. WE E. 2 5(& D. 1 Mgiubg,

T IN-EE R L (UnACKD_RPT) TPDU . 5 4 1 i 8 A 4 SCHE R (B — sUOR R, BPAE 2 4k
R EAERIAGE BB k%E. XF TPDU /AR MBE S AAELHIN-EERS £, WX R,
BREMt—MEEFEASIHTHEE, CESTXE R R RS T % E 5 WA A SFE S
G EENE. FREHARCRARE—K.®AE TPDU H&. B h&AEEZRM.

XA (REM/MSG) TPDU . A B F 3t £ F 45 BA M 8K . MR BIHIA 0 & & 3F T 7E
M BB R RS /NT 16 B, REM/MSG 268 5,3 #f TPDU £ & i 5 5% (M_ListL D, E &2 —1
HAR AL, B & APDU, HKEFEHEE M_Listl JZBRRNFETH . WRHALF B M_ListIX{H
HO0EREA X W ARGE R EEER, N MERCLERZEZRD. FHAMLELAEE
FEAMER LR O EA . MKEN OB, M_ListCIR B BB ETA A HERIL. R CFE
ARSI R R MR EWRIMBANEE.

KA 4, B —FMERMNET, BERAE APDULE 1D, EHEAHARCHESHRA S K THE
F 16 W%, EMH TPDU X (REMINDER, ACKD) iR #iiA . i% TPDU %248 LR FH—K 8
5 REM/MSG TPDU, & REF EMIAM R AT LAURR 5 Mg X gmidad . GXRhER T ZAE R A
B, B EERE B A TPDU k) . XFMRCFE S A8 80 0 ML 5 # ACKD #X
BHEESFHAITEERE RS RBERIOTHALE.

Hiih(ACK)TPDU: B2 i, B R # 2a g i A& X CRIEHH VO BUR A # 2b H b R (S HHI .
Trans_No F B EHH B AN E S, BIA SR MR IR SCF 4K priority  Alt_Path FEHFEB .

E 17 5 E i IA B9 TPDU #B AT LUK Auth 7 81758 b710 0 75 48 5 B BUR A1

KA 3.6.7 R, WX EHEGHEELBEREF,
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10.5 thilER
B 18 XF 10. 7~10. 8 B UM IUHE R AE S IR A 9 B BT H 3R EIRANE AT

RixHE M %% BHE

Msg (3R30)
Send Message( ) — — —_

Xmit_Timer |~ Reminder (3#7R)
—

~
~—

SERT R ] | B
— —~—
T

—~—
Rev_Message( )

—
—

Msg (FR30)

o
Reminder (37R)
Xmit_Timer |—_

~—~
ERREE |~ __ T~
~—
Msg (#30) T~
—
-
Trans_Completed( ) le— 7 Ack ¢ 7RIS

B 18 Mt ER. ZBPEXMBIA TPDU BEXKHER

10.6 fEHHBURSER

I EEFH MMM — EZHER. AXRRETR CHEMNENEEH#THRES
B —MEHE R, — N EENBGE R ME TR BRRAAE, REMBBMBIESEER A7 H
A 8 HyHtIR.
10.7 EXEHEZE

B 19 ZELMKRZE FSM,A 9 hiliR T EMFAEE. S8YBERBHIASURAN  BEEERE
B 2% (Xmit_TimeD) Z L, AR FH KB EMN—K., EREFHRZANZERERECHELREE
I EMREBRERWHRBERERBRE.

(Time Out & RetriesLeft=0)
or (Last ACK Revd):
Trans_Completed( )

Xmit TimeOut & (Retries_Left>0):
RHEMSG/REM TPDU

Send_Msg( ) Request:

RI%EMSG TPDU
ACK TPDU: & A Xmit_Timer

B 19 f£#Hthil—%ix FSM
10.8 W E*
WOCEWERE TGP, B 20 R T RN ELSBRERREI, FAKWEEAE A 10 F
iR

22
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MSG or MSG/REM TPDU: REM or MSG/REM TPDU:
KIEACK TPDU KIEACK TPDU
uMSG TPDU: nil

REM TPDU: nil uMSG TPDU: nil

Rev Timerg B I A2 nil

B 20 fEHEhi—EK FSM

0.9 BBEZCRBMHX/NNEE

FFEFICR(RTROMT LFE 9.5 1 A. 8 W %E L, & 16 5L BUET AT DLJ2 [ 58 60, o nT DAL 1 AR
FERE B PSS 7 8L, MO S i) it i KN IR ST S AT R E R BB OF T RS 7E Rev_
Timer FI{ERBHE D ERGZRERBCE R SFHH BN B TE SR ESTEE. WREEESR
W S50 % HIRA AT A5 R E S B R S S AN 1O 13.8. D),
10.9.1 EFidkH

BB B R UARIER SRR R BB EZ M AKF . K FR%EF 99%. B GB/Z
20177 P E KB LR R 15,

MR -RERKENRBERE p AE—NE 0 D EOAN/DTEET b R0 R
AXA6O) ADHTEUREXN AN BT S —REXNEREN p).

P{no retry} =({1—p)" T G D)
k41
P{< k retries} = Z ( + )p‘(l — PEEI (] = pH YD (17)
i=0 \1
X
p— R,

W X THAFE p=(w/2+po b w R MAC RHBENLE O K/, pe A #SBOBRLEROBER,
FAKBERER AR 21 A . BREHABRDNFRBBEER p, WL RTE 99. 5%, AL B AT LA
Bl AR B Z R B EIAIR AL

B 21 kRERESTERIEE
23
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FELBR M RGP BERE. i, M TRABEERENESFRBEALEHTRERNE LR
fE. AN B BIRCMBIASH R SHERRLHAMNFEEFR, THANER RS S HERARSRCER
ATRE R % T . SEFR b, 2E KFAHE B Retry_Count (B IRKEO WY BETEE K 2~5.

10.9.2 fE%/E E R 2§
&5 2 By WU = F s B 38 43 Sl

Xmit_Timer %4 ZELERDS
Repeat_Interval_Timer UNACKD_RPT(EHIAE &) 8] [f £ BT 28
Rev_Timer BlGE RER 2 (L AL 8 1 10.9)

XEERSER R SHEEFEISN., KT Repeat_Interval_Timer 8] Xmit_Timer &% 3
B, T XN . B Rev_Time £ 81, Xmit_Timer ZE UL HE — 1 ACK TPDU B % Bl Rl {3
BJEEAL, M Rev_Timer MAEGRFEWEI X Z BT AW EFEHFES KN MSG F{ MSG/REM
TPDU i} % ;. Repeat_Interval_Timer PtiE k% #H kK i% UNACKD_RPT R 3CHyrt[al E) b . HEFE W IT
FEN AR ERY T A 22 B . XS IR R —FE AR S W B EEMNE TR EARE
BEHBSMEENZIREE, ZHEFFTEBRKNERFSE . BHZHESNEAFERERR, EHE
TEB AN E . 2 pp A R R R AT A, REM RO E R BE NSRS EREE -1 AR
SE I 4% A1 E R

Retry_Count = 2~5 (I 10.9.1 #1058 21)

Xmit_Timer=3 X packet cycle time+margin (margin = E 150 T &% 52 BLaED
Rev_Timer=>Xmit_Timer X (Retry_Count+2)

XH.

“3 X packet cycle time™ B %15 18 L — M A5 KL AERF 2 A
BREHMERGARUTHMNE., RE, BREMSEHRGE. 2T
SR L s ] CRT B8R e R D Bl e et SR P . BE L L
BRI Ab PR B (U % A B B R, IR A G B Y A b

B 22 EMBETHEFTE
B A i Unique_Node_ID Myt i) 48 SO T 8s B H2 0E B &% » 1 A5 85 4 20 280 # e B 85 9 L B A
RZ . PR R A RO AR 4 B e AT 8 .

1N 2EE

1.1 BB &H

PRI IE S 55 50 72X SPDU E#HEF M EZ R, & E A EHMB/RIE.
1.2 BENERS

SRR SE R

—— R/ MR RS SRAEN FLEE R U T ERSRAA . LHE, RFE 5 5T E RS

v A T SR A B O 203 SR B R B

— EERNESFHE AT KA BT —RERARRIT) . ESHHFRIEI LKL T %L
BPRAS BB, lan I EER N 10%., RAEWEKENTFRET—NFWE, B4
BEFSEELESEN.
Wi B AR R F — 1 SR W B AR R SRR XBERER AT ST TR (AR
HER) . FRWFEFRIENETURREPTE TR BAREE . ERGLSH—TF
JEUEHT 10 N ERE,

AR AR S R S 55 DO AE TR R B X TR A S AT BN E S ICRE.
24
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MB—ANEEFWMEHKERT 1 AFY, BARITT R BT — K, I8 2 B8 P 57 3T R4 W R
HER, M—ANEENER. SERANARRER,
—— Ak AR 4528 w26 3 SR WA B S B 2% 5 S A B P 7 AR SREE AR S 7 U OA O 3 3R B 3 55 K K
(], 10.8),
1.3 BR&#EQ
5 AR RS #EO KRR IMAE 23 .

EPRED ME#ED

Send_Request( ) Trans_Completed( ) Rev_Request( ) Send_Response( )

AN T N

H23 £EEINAENED
TEAHRRSEOFRENEE. TID RXES M-~ R A 6 BEHJT X477 . duplicate
B—AHRE NEZTEFBEEER - ERHTHER. Result R —Mi/RE, RFEITH
RARBIFRY .
Send_Request (Address, APDU, priority) —> (TID) {& )
Partial_Response (TID, APDU, priority)
Trans_Completed (TID,Result)

Rev_Request (TID, APDU, duplicate, priority) {R% %%}
Send_Response (TID, APDU, priority)

1.4 SEBENEEH
LERAREHME 24 .

K B/ £ £iFER KB/ EAERR
WR/MEHR REMH B R/ BB
B prepo EPW)
HwE
BER
KB/ EERSE RE/EERGE

24 SEERBEH
TR R B BOE S T S AR R B 4 88 G R 11,11 f&4 )2 dil i = A RIAF 89 AU
[F1] 4 5] i 55 4% -
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Initiate_Challenge(RR,PDU) —> (nulD (&)
Reply(XR,PDU)-> (null) {(BRWE )
Process_Request(RR,PDU) —> (pass/fail); (&)

11.5 SPDU B MERX
SPDU ¥R NE 25 i, HF BN FE LR FRAFERE N BN, BPRFSEEFT
R SEE0,1,2,3, )X hE,

O e |
| 8 t
SPDU | REQUEST (0 [ APDU }
| g |
1 3 4 | REsPONSE (2) [_APDU_| :
| Auth | SPDUtype ] Trans_No l 8= 24/32/40/48/56/64 I
: REMINDER (4) | Length | M List :
| 8. — = 0/8/16 |
| REMMSG (5) [ Lengh | MLt | APDU | |
] f |
% RPDU C -
| 64 8 |
2 2 4 : CHALLENGE (0) l RandomBytes l Group J<_ :
I FMT I AuthPDUtype l Trans No | | 64 8 |
_ : REPLY (2) | CryptoBytes [ Group | !
HAddrFmtl Al L WHFMT=1]
| Skt | | R 13,
1

25 SPDU #BMiER

TR /W 7 H L B = A PDU 268 . 3% 5k (REQUEST) . 0 i (RESPONSE) ME R B~ &
(REM/MSG), X=Ff#4 SPDU #i& ¥k B A #=0 fMiE L (FE a4 ) 5 ACKD,ACK Bk
REM/MSG i) TPDU #iE. HE . RESEZEAMMEALHE - LI, EEHA SPDU KR
AL T A B 2 R RIS RE , s B U, — N BB B 48 TPDU,E 4 A SPDU,

1E R 1% — W L % B35 SR (REQUEST) SPDU., #3k (REQUEST) SPDU 2 F 4 41t #% =X
H1. %2, HELAGTHEABR 3 MBRNF0NED. D, HmiHN 40 BHFKRHME TG SE
AT B — N EREF R AR ENT A . ks # 3 WA T & X XA FE5R I R 2% B B ar
AWM KT S, SEENBERERE—-FTHSWAR BB NFEFEASITEE.

iR #2% (REM/MSG)SPDU . £ it Ak F M N R . EFJFHWIANNEEZ T AB/NT 16 AR
REM/MSG 2% 5; 35X SPDU 43 & A — A Ho R A7 504 89 5 51 51 & (M_List[ 1) 1 APDU (BRiE R A&
), KEZRMEIFHEOM_List JFBR A/, M_List{X]HhHE 0 RaFHREBAZRER
BOX MmN 1 RoRIiER BRI N . WA B 22 B LU AR, B A F T I R A e EL AR AL S — A
H 407 (bit 0), A REM/MSG 4 5 {5 18 {6 FA 40 1138 B %5 T i o 5 5 20 iy w2 48

KA 4, R—AAREEEROERERERE 25, YFHRANRS B AEKRFHET 16 1,
(EF2A 4, EXMERT .6 H SPDU X (REMINDER-2#%! 4, REQUEST-28%! 0) 3% R W 5 , 3F H7E
B F % SPDU 4824 F 76 /M 40 b BT 1 59 B2 8 4 REM/MSG SPDU., (3 K i 2H 42 {3 20 = A
Bh R, H N EERE K SPDU k/M D BJE . 4K =0 Bt , M_ListL JFBA M3, B & SO “Br A i
FERRI N, 27 4 REMINDER 2 SCH {8 @ g R SR 0, MERKS ¥ REQUEST & 4
SR i 2 A R B B LTI R
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W] 3 (RESPONSE) SPDU « f Fl S it 4% 2 4 2a (I #1700 8% £ 2b(ALHIA) , Trans_No FERBE
EHHANRNES . APDU KEREE LT IS5 8. an iz b vl g7 il 1 AF T . BB A ARz
HERESETEMN, ENHARZESREFTMN . WD R4k A& T X4 B i K % B 1 priority A1 Alt_Path
B

% 5] SPDUGE B Auth LA N1 . REABIE LR ER. A EMTE, EMNHBSA®
& BII#) SPDU M H] .

KH . U5REB/BE—ANFABRFHEINRSSE THFEHZMSERN. ERETRmE
RS . YTER HESPWRATRNLENFES. EREEMLTE SPDU 5 TPDU H1ig & Auth LRI K
TH, HEWEIHAGRE Auth tEEAL R TPDU 8 SPDU i, AR 45 28 1 {4 1 “ 51 1) ” AuthPDU #47
FEif) . K %R PDU d ) FMT FBE % 8 S 8% B0k b NPDU & &bk i X FBEAMHR . %
K PMBIERS SN RAGZE PR EELENRG APDU HZE P LA BT E i aml, #Hw
Z7AuthPDU MR F AR ZHRBEMESE R, M ZNEFK FMT ¥ B A 1”& 8 5 M 5 i AuthPDU
Hi FMT FEBEMR. YREFRBZNE CHEENESZR S S0 ENE T, R AMHIITE,
BZEFESER ., ERARLT AEZER R KB R B %% SPDU/TPDU £33 2| 2 5 #
H—EA, FE - MRRESE[TEHNABAERIGFEE ST LR, BP 6% H KW, B4 B W]
DB EZZIERK. WRNAREEAEZZIFR B AT FE R EFZ APDU RNME# — P48,
1.6 thixetFFHE

Bl 26 FE 27 W LE 7 B 758 &1 2 IR — A4~ BEDU A9 IR 3Z 3 m s okt 11, 7~11. 13 Pl e
FHEE (A RBUR X EET), FE X THRAE/NT 16 BF 7 EMH L, REM/MSG SPDU # ff
AL HEThEE %R T (REMINDER, REQUEST) #f .

e 9 2%

Send_ RW\I —_Request GERO

—~—
@
Xmit_Timer |- Reminder ($#7R)

~
—

——

T~
Request (FR) =

\M)fquest( )

Reminder ($£7R) . /
— |

—

Xmit_Timer —~ Send Response( )

ERIEE |7 —
— —

Request (iF3K) T~

—
-

—

Partial Response( ) — —

/ Response (WY
/

Trans_Completed( )

26 B4 SPDUELPIEETEFR
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P 2k 28 ]

Send‘Rem‘\ . _ Request GERD

-
-~

Xmit_Timer |~ _ Reminder (3&7R)
RS |~~_ T T -~

- -~
~ -
-

Request (i#3K) \. Rtk B % aias

Xmit Timer |~ _ Reminder (#7)
ERBEE (-~ T~

Request (ﬁik\) T~
T amwsmias

./ - Initiate Challenge( )
Xmit_Timer |~ _ Reminder (3#R) compute C (SPDU,APDU)

U e R
Request (i%ik\)\ ‘\ CEERATER -

- Initiate_Challenge( )

compute B() a—m Challenge (J&#1)
Send Reply( ) \\ Reply (R

Xmit_Timer |~ __ Reminder ($#75)
EMMED, |~ ~_ T~ _
-~ - - -~

Request GEsk) ‘\ CIETEREAT SR -
T EERR

—

—
—

- Initiate_Challenge( )
- . N

compute E() o Challenge C(BT#])

Send_Reply() \ — _ Reply (%)

~

-~

-~

- e Rev_Request( )
./ ﬁiﬁRcsponse( )

Xmit_Timer |— __ \Reminder ¢V
U E T

Request (33K )\ =

T cwmwe
Response (M) "
- if (%FHRMC (SPDU) ILER)
P HEHLEEX

Pam'al_Respoise()/
else
— REEA B

Trans_Completed( )

B 27 BZ4/SPDUELAHERLETER
1.7 HR/MMERESE
AR 2 B BOIRAE , X B A IEFE AT B 5 R/ B B R — ME XTI R E— BN
BBUC R M FRHEATIROCE . WAL 11, XSRS 52 P A A PR ST RAE R LA R
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1.8 BR/MEHI—F A
K /R M B P a4 B T AL FSM /& 28 B . BEARIEEE L A, 12,

(TimeOut&RetriesLefi=0) Xmit TimeOut & (Retries_Left>0):

&k (Last Response Revd) :

Send Request( ):
¥R SPDU:

HE % Xmit_Timer:
B 28 &K/ R thil—%F R % FSM
1.9 BR/MEHL—REEDS
TR /WA L AR 45 45 F8 4 B TR A0 FSM R 29 R, SE BRI R W AL 13, B iU BT A W B K
AN B3 500 SRR O ST RS I — U WAy 15 99 SR 2
g —R.

Rev_Timer

SE I i 2

IRE FF 3 R R = 1

BB RIIER

N > 1Y

B 29 iFK/WE A i — BT 4L B9 IR 55 28 3% FSM

11,10 353K /e Bzt i8 7E Bf 2%

TR /R L B A P ) A 5 B 28— Xmit_Timer fl Rev_Timer, 31 & %1 )2 & B 3% 1) T 88 Fi s
A EWES 10.9. 2 g L& R T BUEHF, BIAMER R R FER G TR S8 LAY Z R
B[] (AE RS F 35 55 B 8] , 72 3T B a3 72 o B A 95 X At ]
.11 E 501

AR ES SREEAREZEZAN, EAHESEZNEHENN. AHTHTENEAELERETEN
ML EEABRE. ERBTESFERFRIMEZRNIS,, MAEEMNERERS. X3 ARH
— AR 55 A% B UE TR B B B 0y . H A I S R A A s X R IR & O R 4% B EE S B E
SRR SC/ PR AR B R . R R R A S R /e B AR 45 B S 45 AT AR B L 7R R R R B Y
WIXCABER, (ST RAEREREEAEERL RS, MG FHER LA BEH . 7 A%
BREFHESHE LN - TIREMEEESFHTEFAREERS. A

L5V A B AN RRAFR 43 B & B R . RO A E S A LT X WA % T
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B RE BUEIE R Y=EX,msg) #1705, f F — & A& HAX X MEHRSGETINE; &5,
FHER Y 5 HFRAE EX,msg )# 17 LI ARE LW S R TE S/ RBWFE. A 14 phfiR
B9 % BB T B E M R R TR IR &5 25 R R R 2P 1Y
11.12 mMEBEX

A8 PR ANASHMEBE R HRE, MARBEENS. MEBEREH A 48 H
PAIEEYH K.— Al K& APDU Allen] DA K —14 64 ELAFBI AT RS Ry AR —1 64 AL
B RS Y, 11,14 dg CHEPLE R B BRARB M . (T4 48 LR M BT AR W VR R A B % %4 .
11.13 EREREMEHIER

A. 16 HE LRI A ok BBk T % o A BT B IA APDU., G0 2R A fa] JR#R 3C . B B B S
N/ MR E RS IRAR PN EIR. HWE - ERAE, RS SwIRRNBERTINEFREN—

S RREL:

EfEs M5 aETESEFLEICR ., EXMEOLT RS KRR B,

&5 M4 48 B & M BT, FFIEAES—DRE, EXFER T, RS FHABEH K LA
[a] 5 i (s FH AR R BE ALK .

% 5 2 O 58 A B 38 e, ELHF A BB A . SR R SO A IR A R A B E BT & L 3F
BRRERBEESF . MBRERXE—ADARMLRBFER, B2 EBENAEFRIE
FELR MR, X R MR, MRERCE— N IEERTER I AR E B
EFAH XRERXEEF. WRFROBRIE-NDFERFER . BLANTENRT,
H4E APDU B RF . BaMETERBRM, “FkL—. BERSNER
SCORAF B A CSEBRIR S A SRS S FD AR HL B, R A AT TR I B, E A B4R 3
ARGER . FEAEMELT K BRI AR .

e3P B e B I, EARNA BRI BIA . PrREERIE S “C 8 R " RESMFA, BrAE
SERIERAHETIME/ LB

. TER VS BB MR SO RS .
11,14 BEMLERIERL

e B UL P 0 BE DL B AR RS R i LA T B
a) BT R BECFRALEE AT B A ;
b EHRBEREREHENEFEMGZE, KA S A A .
11.15 L5 %
GB/Z 20177 % I LB ERMER, UREERKZ 2. AP ZME, FHANEEHEmS
AT T HEAGH I RAARE, TS ERHENEY R WSS G R AP A S (L
13.7.5 F1 A. 22) , T A J2 foff I 52 146 4 XF 2% BH 16 1) 199 48 9 P A 4 SR AR X AN TRl L (I 13, 7.3 T AL 20D,

12 RE/HRE

12.1 BIR&EH
%F%TW%%%#%%FﬁﬂTmyﬁmuﬂﬁf%ﬂﬁﬁﬁiﬁﬁ%%w%ﬁ§$¢im@
W. RARZRUEM WA E N APDU HHM —34. Fil#. 4 APDU ¥ #4577~ APDU £ N4
TEEHN, EMEHEZREREBRG, LIS 2 5 0T £ @B i% APDU $U4E.
12.2 REHERS
R/ DR 6 RS -
——MEEEEE., SMBRFEEGERTBRAINEEREHHML. —MERNPTEHY
TRk 18 RN 215 B 8% APDU EHMBEE - M A8, MEZ R 6 F T il i
e . MR AR B S v e, 3 R I SR /R AR 55 .
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— PSR A . XIS RS TSR REA S RSB — N RN, AT
IS F B — I B A P9 405 A B A ) 00 X O T R A R 4 0 R ) T 4% 7 e ) 4 kK A )
. HEAE AR 2 A NGB R BB DR T EALE OBV HER S,

AR SCR . — I AT DA S — AR AR R AR SO G AT AT S ik B Tk

— PR EAR I, REROCTESE 13 BRI

— RB BRI — B — > 28 B T BRI AG Ak R IR T 58 4 AT B4R O I 4%
A ] BEAY DX R A IEFE b . X SE 4R SCTESS 13 B R4 Al iR

—SNERMUAE R . X AR SOK A A SUIF IR RSN IR L O HOH 893 S BT IR AR . SR X
T RE - R AT A DO VR IXRE P SR 49 i Z 18] 9 — A~ 9 5€ , U fe A o 2 A 06 L At 3 DG i

AL
12.3 BR&EENO
MARFHORSEDELmAE 30 i,
msg_alloc_priority()  msg cancel( ) resp alloc( ) resp_cancel( ) msg_reccive( ) msg completes( )
msg_alloc( ) msg_send( ) msg_free( ) resp_send( ) resp_free( ) resp_receive( )
M H B

B30 EAE#O
MHAE#EDWRFFIEETRHAER 1 PR, EMNPFHRZEATESH HBRENEESEN
msg_out,msg_in,resp_out Fl resp_in 7£ A. 13 iR,
*1 MAEBRRE

AR % 0 RE # &
A RFIERH AR~ AR ARNERR., WHFE—1 msg_out BIEIE LM
msg_alloc() B, B Fl TRUE; #1 R A EE4r B2 msg_out BIEIE 45, £ iR Bl FALSE, R &R Bl FALSE,

L FAAR P Bt AT GRS AT H A AL 3R . T A B S/ — 1S WM X Eoh X

ZARFIE I R E - ERAERNEN R . R RN msg_out B 4519 4%
msg_alloc_priority() | 4+AC, B3R B TRUE; 1 R A B/ BCA LKA msg ou L1 ER M FALSE, QR ER M
FALSE. ij I8 7 0 B AT R 8 b AT HAB A 38 . AR 2 S5 — D2 W e B CE v X
msg_send(msg_out) | iZJEiE L msg out FIFEM K% — KR

msg_cancelO) ZEEBIH S EEMENIRL . ERMMHXEPX RIFEER —FHRL
msg_free() BIRVE N — SR A B R SCB I msg_in B4R L5 1Y

VA 5 B gt WA B — B R IK . A0SR resp_out CHE 45K B4 AT 23 8] TRUE 415
resp_out FIELE W A BE B . B iR B FALSE

resp_send(resp_out) | % JBIE L resp_out BB M K 1% — N 0H

resp_cancel O 2B R 24 B T T GO0 R . R R B resp_out $UIE 4 H . £0 ¥ 1 s 55 — A WLz
VORAE A A A [6] W R AL resp_in KOHE 45 1

msg_receive(msg_in) | % BE B — % msg_in BOIE 45 4 B T X

resp_alloc()

—t

resp_free()

resp_receive(resp_in) | % JFIE UK — 1 resp_in $UHE 454 8 1 1
msg_completes() M — & ) R ST SE AR (AT BB A T th o] RE R KD CiZ AR IR IE M {E TRUE
1 : msg_out fl msg_in W] LI EA 12, 4 PR,
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12.4 APDU By B K :
APDU H— A E MG EBRMER N ABREAR. EFRANFEY, AYEEHEE G EEMNEE
BEEEN,FHASE - NFTRME. APDU ®EBHESEHIT .

struct message
{
byte destin_type;
byte datal ];
y
X B datal JR—AN KRB R T B8 , destin_type BUEIAT -

00xxxXxXX 18 N PR SC (64 Fhdabis) .

ldxxxxxx —&MEEBEWRIGD IR REE,0 AR, HAWRBASE 1
BREFVHEEER—1 14 VMM ETEEES.

011xxxxx — MR T (32 FaRiD) ,

0101xxxx —ZRIZWT IR (16 FPERD) .

0100xxxx AR (16 FRgaT5) .

APDU HAMABERBINE N FHERNREF T RANBE N FHENRE T RE
X, APDU H#FREMAEN 2 FHHA FHHBEREEERFSER T VM. E—IF N PERER
M RESEMN. HARKRARREMSHTRAR. SUTRURENEANLGTH.

B GB/Z 20177 W sl BE E D BB — 4> 16 A F T 88 7 BN B destin_type F B
APDU,

10 2 B U 856 (APDUD s RN I8 31 FR

APDU

8/16 0~n (BKAPDUHKHE229FH)
Destin& Type r data
11 14
5 4 At [1] 4] P
L. 1=t
0=\
11 6
(& A ] [oo] wm |

111 5
mown [ FB |

1111 4

awow (T o

1111 4

pow [o[oJe] fom

31 APDU #&3%
P 45 5 B U AR AS R AR T 13, 7 2 M IR SRS I 13. 8,
12.5 tHhiXE
B 32 BaRELEW G APDU fl ACK TPDU iE4SRLZHHSE .
32
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msg_send( )

\

I

msg_completes( )

345

Msg APDU

REM/MSG APDU

ack TPDU _ _

REM/MSG APDU

ack TPDU

Bl

msg_free( )

32 ZBWAEFHERENNE

RiEE

msg_send( )

\*r

/

msg_completes( )

P 33 SB7m 25 5% 1 SR 0 IO B9 45 R AR K /R B S 5%

P 2% BlE
msgAPDU
REM/MSG APDU ) N
~— msg_receive( )->
el duplicate=FALSE
i
\
resp APDU resp_alloc( ‘)
- resp_send( )
-7 msg free( )

msg_receive( )-»
duplicate=TRUE

resp alloc( )
resp send( )
msg_free( )

33 ZBER/MEEFHERERLE
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12.6 HABNRKESEE

Hhk A I BARSE WA A 13 3. n.sg_out.msg_in resp_out Fl resp_in 454 {5 FiX 4 i HE 4%
KB RMCELXE TN EH .

12.7 BERETHIER/ 08 #] L

24 B o b BB B b 9 SR/ e L AL T R 4 AR B R B, B R] BB S B R I - Rk SR 4 N H
BEBELNT AL RN ARERRIRA . 24 BUX R E T, & kA 4 30 B T e B 2 X o 4 45 &
T B4 0 o7 A 2 et L At R S A R, SR e R X F — 4R R R T R SC, APDU B destin_type B #E R
BHR 63, M KX T — MBI , APDU K destin_type ##{I & 79, M N & X T M 4% % &2
T, A R PG AR BB S AN AT BE . R RERA - A ENREIT
Bt 6 5 0 I 45 A8 B, T3 0 SR — 50 1) 5 v R TR, 2 AT B 3k AR 1 e 6
12.8 MEES

MEFRE—INTALHZBERANGE. TUERATALEXZINEDLE, XHEMNETR
] SCK 1% 5 A VE R E BB — 1 S — AN AT SRR MR BAE N R R AL
R AR SCEEL, X B APDU B @ AR AR A 1. BATRE 7 m 8 A S 0 L% (s
WL E ) M AE RS B (e B BB  EFIAER LD . MEEBER L TFEEY. WA
P gAE g B YN — D B g Rl B — A ER, AR EEN. AN EeE A
BEREHZTEERE - FEETZMEERERES IR/ R R SCE HAEA BAEHE.

Do 2% 70 B AR R R M HI T 8% . a0, MR BT BETE B S B B Ul AT el R AL 4R . TR
&L T NS FRIER— T2 F T NETREBNBIBAE RN AANR—B. — DR W5 5K
FERAUERE M EXMELT WASHRAEEREEERIIMNE, RZ,—~1TERSHMNEE
BARERBAZMEZ BT AMELIREERIMY. N &R 0N EE B IKE T LBl
R HHEHBEMRZHIURS MR R LN T HATERERN, WETRERAE.

BREF TR EH—IPEERERENE - EES KBS IS8R A e XK
BKAF R EBE S ICES, I B M A Bl — M bk RIS — AR A KA S X BT E LT —
MR, DA UEE X EE FRN— MRS METREZEIITACH— T RARNSEE
B XA B ERORR O — A [ i 4, B 2 4 o o P 4 ik B 5 — MR RO T

NG FERREFARENEERBR L. E—HFIEY—DIELYT A LN — T MET B
B, PR LT L A5 4 B G A 3 Ak 4R S ) N 2 ) 4% AR B A R ST L 1B OB 2 R 4% AR
BH A B .

MEAARATLUANG. —THBHMELRBUAT RGN Z M (ER NMETEBHKE . FHMAE
B, BIAKMNETEAEEAFRNMELTERES HHITUESEAMETEARMNE WL, X
Lhr ERAFENTERS SRNINETERKFEK, BAMMNETEEFSHRFTHESSFEEES
ROPERN T A EWE N TREAARNERS B, 2N ERSX FRETREEREAE AN,
12.8.1 METELIE

RENARFEH -1 RENETE NAREAREENG L EEHE XEBNTMERE. X
ST A A SCHR A R I B AR BORSERL M . WUR A X RER — I, I A 2 o e S T R — B EE
B, EAMEBLERBRFESHMMEATEME, XM PIREAAGXFMMNERTLHE. RE. NHAEKEZ
BRERANG MRNBFE RANGERES SEANE T RME—ER R, 80 X5 E
AR B EARKZ T,

HMBERERI B EABERWNHZN RS 5BERF Y EANERSHE., MRERITE,H
B EF, WRCE, WX IR EFESERE _KEE. BECEEME— P EAME T BH 5
Zo MBREFESIHN AN EANEERFANAZERZEAMGE, MREERSEHN MK E
5 %5 AR 2 L P 2 B8 3 A ) 45 A B AL
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129 KEAEFHNEEEN

AENMABRFEGEAERANEERREZEXR G EERETURAERE - KRFFHRE,
12.9.1 HXWMEFEH

RXAE=ZAEHTENHEKR ER RN HR Y. EREREEF WSROI RE RO . T
BB 3 55, RN BUE SCH BT A BB E B . X F/0K/m B 3 5, 88 E SO BT B i 3%
W Bl B T AL, FEXFEOLT . BRI AR A A N AR LT AR U A BT AR R EE AR
. MFEBHANES  GEF TR R CERIDFSFRABNT . N T ERAEEZNF S, LM%
% R OB, 355 sE U R .

ARG A TIN5 E SUEFIR M. R R ER SR TETREN TXMINFES . BT
— SRR S i R R RE R A B A RR A R M R AT AR IC . 1 B B S R 0 A O L
I FE SR RBCEMA N . HBAE WD —A R AW BRI, 355K /0 L 2 55 R Y
12.9.2 MATBHEHEEHN

X 100 4 75 B OR U » 24 3 55 58 AT SE B AR AR IE X SR SCH ] . B AR SO it TR R K
o R B 2 AR, R AR R BE AR IR I . X TIN5 B AT, B E O B
AHEAFARC R RMEE XA BB RS M ERTIA . SNEER RN, R
FESR /AL . M BAR T AR E T TR ER RN AR REH R . HRETIFLZ —m
I FARRIE — A~ R 2

a)  FTA W BAREE A R EE (IR P AR B B 20 . 5

by — B AN A e R B Bk

TR X B A TS, MU b) R 3 R A X B A 4 R 4 A & ) i i

MW ) — B — DR Mg B BEE R R — A5 — /\FV%/EE SEHE) HAl
TR — DB EANMEER, R TA H A GO0 2% 58 1 AR B 8 24w R, 9 45 B AR iE — DR K E
. BUMIZ T 5 MR N S B B S R, iR E— DRI

13 MEEEMSE

13.1 HiREH

B4 S BEAME LB (NM/ND) RS EZZHASEZHMHRNAR, XEREREY2ER
AR LT &2 IEH TAER, MG EEMBE A ZTREM .

A — el Ah, BT A B 454 B AT 45 12 W A 4 DA X R SRR 1 O SR 30 S48 oA 1 4% R 0 XY
MNE. BEAEEDKEFEHERSHEARETEN—T0, fl it 7 B, b A N B BEAT&
B 0 P £ 4 TR I 4% 48 T i 2 S RE L EAT 4R BT R A O T P PR A T K S 4R AR, FUAB ) X B RE A
BEAESRMONERIFMELBTERE . IR BHIRTEGLSLRYHFARALREMITE D
G R EEERNYEN ., TETHRYABRFRIEH P LS T RS KA SN (-
EZEBREZ2EEE - TFEMEH).

13.2 RHNRE

W] £ 5 B A2 T iR 55 BR 4 T B Th BE

—— ik 43 e - BT ik B 43 B9 43 B (BR T Unique_Node_ID)

—— W EER . EETAREMBEEANREIER

— R ER R

/NS R R R B R R ORI AR R B i R R REE
sk /ma B ARk %5, L 11,5,

13.3 MKEBEEBRMSWLREHW
W g EIBRE NN S NE S mME AN RS . RS RIAEL BT A 3 3R T
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& PRI RE AU B A MR B B AR AR .
13.4 HARS

FEALTFUMREZ — XERSREFAEES REFHESET  ENEERSEFEERNES 5]
. FEXT R4 2 BT fir 4 ) Query Status(EEHPIR A M) MM R P45 X BRE. BESFHEFER
node_state( 7 s R A) BIRZE (W 13.8. 1),

Applicationless(TLR IR : 3) MABRFEREEA, EAKBRMARFH IR, FH TN
AEFRBMESNANARFERIN. EXTRESEAENHBFET. TARSHERIT(—4F
F GB/Z 20177 W i B EBEF AN ZE B TR ESR.

. VARSHERTHRESCREGK FREER.

Unconfigured (REEERE) : (2) MABRFEER HNAMEFMSANERREER AERE
HEEHEA SEHTRERBFMBRLRMEEF AR EBRAN . GB/Z 20177 ¥ & K LI B 2 1F
—AMBRFILTEASEAREEBRS HEFRE-TNABRFEGTLAXMHRETEF. TERESHER
TP — KRB RERNSE. OLARFEIIAREERENETHEFRENTH

Hard-offline(B B L RA : (6O HENMARFCEREREET. EXMREWEEEFMHESN
MR ANBEHN; MG ERERREMRERN . TARSHERIT KA.

Configured(BE R ERA) : (4) EWHHARE. NARFIEFIET, MR E 7465550 N A8
HAERL . XEME—R N R ERIR RS A MRS NARRXEER . TERSHERITX
M. BEBRESEFIIMIBEF, WEL/ BEEG  ZEFFRLFBRREEES RENFHR SRS
MAELR/ BREGZHARRBILFEESR . B2, eEREGSP—BHIRE.

EE BN AEREERSHCHERSMFE I THACEERREERMA MR, &
HEREERSKCEBRESWERR., AW MRV AAFERRSHXECHEREE -—MERKE
BRI ML EFERAZ TS EHRAIERE. WRTHELNARSEERREERS (E—1
BRI A R ER BRSNS AAREE. NYTEAEERERESREERERS
B B L IR EMNEBE RN,

13.5 MEEBRRSHAX

KEZHM%EE PDUNMPDU) 75 £1& 2 15 5K 5 /5 W B B 8% 15 2% . FEBRA B 0L T, NMPDU %k
AT SPDU # iR ma i g B . SR .8 TPDU M4 B XRRRN, — G R 2% TP-
DU M ANEFE SPDU ik, — 454, B0 Query_IDC ), o] U B 1% 34k M5F R /0 57 AR 45 & i,
L E A — N PR [E B XA — R T

UXHREN A TEEH KEHANBEBRRMLEL2HFFLMELF . Xt F 6 H Unique_
Node_ID Fhk R 30, 4RSS AR B IE RN E P A FER — D 5et, EHNRARTRER . X FFR
TR B R W K12 B i S AN E SR BT 5.

IR ER AR — R E N IR, E R B — AR MR R . WL 13,7 f I 4  EE
Wi,

13.5.1 FHUFEEM

BT ANERESENSELTRT RAGBLOEY RN FIESKEFEHBNEMEONEK
FER . L fEE A Unique_Node ID FhEBT, RF MW WA B EABEWE S Er S$ET B KY 8s,
XAV IZE R SR EFE N ARERT AFEHOIROMEEHEES,

FE— 6 LR X Ay 2 B3 F LB AR Unique_Node_ID, — B S#HEE T —1 &
LdedEboe T BEERETEERN 8. 7R S B, MR 7R/ S F g,

Joi BB~ 3805% i, L Unique_Node_ID F 4k MR SCHFRER R . RE B MY SRS HTER, ©
B U] F R SR TS B ) 3 . 7EX WA AE 0L T 7E M B0 R SC A IR R VR T R0/ 35 A R 0/0 58 Bl #
ARIW R . 4R ST B3 B 5L 719 A B O R B B s R 78 88 P ) PR 4R SCTE 2t 18 b i i

36




GB/Z 20177.1—2006

W, RS TEXEEE TRAARFN, ENIE 13.7. 1 FRHMEERGSHERPIESL.

i fi Unique_Node_ID ML E B4 IFM— P EER SR MR T SERE B KREE (Hln,
TEBURE PR B BRSO, i THERES BN~ IMREMEHE MEEHE TAAZETEEEVSEY
HIEERRES .

13.5.2 WMEHRETE

FE-TTEANNEREEFERBEALT .

a) BUENERESEM () ;

b) AT E AR

o HEHEBERRBMUUES b B RBETFE

d MREFFELENT .HLED);

e) WMRAENLTR OTT WKE WS REEFKM

D MREFESEBET XA EHE N T A,

13.5.3 TH—ITHAERE

TEN AR REEE W .

a) I REE;

b) AT ARAE Applicationless(FE I R A ;

o RIEMOCL T A IER R TR ST A

) FEEN

e) HHENMARFRREM,;

f FEARBEERE,

Bt AT IR B R BL B AR . R UEH - PR G RERBM AR EFMEE. T a4k
THEHEAKRET.

13.5.4 ZEHELEEHGER

FILEKERFTELE:

55 R T SRS 55k M CRI AR U B 3 B ) A B ) B P B IR IR B P B F R AT AR 1
B EERIZES . MRNGERLENCITH, R E -2 MBS N %5 268 AR & 9H (il an,
HATH SR, BN ERAS ST S5 EFEHR N .

TREMNE EEAY MR Y - NEE G S AT S B ZE N AR N E &
FREBGRERESFEY. YW RIESREFERS T BRFLMMER 7 E B IEgER A E
N 25 T REBE R .

TE AT 8 48 B w4 9 ) 9 200 T BE 5 35000 4% TG B A 0 28 s A BRI 9 3R . AT — A [m) LR T R
RRMEER X THEERE T HAFMEE., XEN—FEFEENSEE T AR HE R HES
R0, FU7E IR R BLER R B (RIR & P o PR 55 2% 3L 52— A 20 S e 8D & A il T fr 2 CRAFE D

BROZ/BRP MR EER/ SRV IRES RN ARF AN SwES., FH@EdE read_
only_dataC H 548 55 #4) 45 #9 1) read_write_protect F Bz . % F v AE 0 1IE 1R 6 55 F7 1 A% 2R T

At T B 7= A (R B B, G0 bk RIS AR L BRR BE F /)t A B R B L 9 An , — AN IE SR
B A — A A Stk £ 0 3

BB SEFRIRBM, — N ENERBEFHES L, A —NENHFES L. BEEIUEME
LB ST Iaa4 SR EE - T HFNEEREFFHTEN ., XHmMTXx&me
WATHORS ], B R AR T — R SCE B BAR T SR X R B — . REN BRRAE S R
HME AR MR UNENFITERE &, BF N M ER AT KX 20 ms, B i — 5 % H sk (update ad-
dress) i 4 I 1& 5 35 55 B9 B RS B [ BE R 1% 2= D 2R 20 X 5+30, B 130 ms,

EFERASEHRRMAHS.
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HAE A AT SN - AENEEREGLNSERTERERE. FETANEERGS
M &% T LR ERZEOGOBERERMKE, XEANGLSREHETERERE T NERE. MEEHR
T2 B R T7 A R T LT B AR B .

ﬁ A%ﬂM%MEYW%Q%Wv%M BRE—ARMEWEA., KEAMERAERET FTEH

k. EEWERNTF— A%%%ﬁéﬂ&TTi Aﬁ%ﬂ%ﬁﬁ¢mﬁ$ﬁﬁm%ﬁ%Aw%ﬁ
iﬁ?i‘@]ﬁﬁﬂﬁﬁ% Rl AR . B R EaS SO 0xFF, KR iR A AL E A
EAMEF A WBURSH TR K.
e RS 16 D 4 CIE NN
Query Status 51 0
Proxy Agent 52 12 ME— 5 MR iR Fik
Proxy Agent 52 6 F A L At b 1 A8 =X
Proxy Target 52 1
Clear Status 53 0
Report Transceiver Sts 54 0
Query ID 61 1
Query ID (conditional) 61 5+n n=conditional 7%}
Respond To Query 62 1 ‘
Join Domain 63 16
Leave Domain 64 1
Security 65 7
Modify Address 66 S R F Bl#%
6 AT ARl
Report Address 67 1
Report NV 68 1 HATFIERSY
3 RATEH
Update Address 69 5
Query Domain 6a 1
Modify NV 6b 4 HWAEH
5 B4 B
5 FMHNLZEH RALTE
=0xFF
6 BHER
7 1B i 5 2
9 XGER H 7 %
Node Mode 6c 1 A AR A
2 FBCR A %
Read Memory 6d 4
Write Memory 6e 5+4+mn,16 n=5 AN FH
Checksum Recalculate 6f 1
Install 70 0 H A 19 LA AR
Install 70 1 XA HEAR /TR
Install 70. 9 W g B E L
Install 70 5 P 4% A% B M) Bk
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Install 70 7 MM EL R QU NAE
Install 70 4 P B H A H) E R P ST Eme
Install 70 5 HITAER
Install 70 20 B 4 B R
Install : 70 7+N BT E R IR NEA
Install 70 7 TR 48 A B R AR
Install 70 5 HHME TR SNVT &5
Memory Refresh 71 4
Query SI Data 72 3
NV Fetch 73 1 AATARRH
3 RATEY

U EHEHEREMRE NV EEFZREMAA NV, FEREEZEEFRERENHEE NV 5ZRE0HEA

NV iy .

13.6 HMHESNKXEEGTHAZ
B A5 FE G EH A UL B AR R I HaAAiAL F R A/ E Rl E RS UEE /BN —1 B 28
KiBIT .
Bt A R e R R A A 2 LU e B AR — . A F OFFLINE(#4) .ONLINE (#£42) 1 RE-
START (FEJ5) iy P 4% 8 B 35 AR XA 65 B SR W B el 2R B B 0
X B B #% K 36, ONLINE ZRE B 8388 J i R IE % 247 . OFFLINE Bk & i S A HITH R
HETEROE & rh IR ER RS ch Y IR FHE BB I S AT A PR A £ 37 R T S X BB LLAh, OF-
FLINE p% i 88 46 82 (E #1517 .
FRE AR A M R E AL XA RT B AR ML, ARXHAGSEN TR I #
A E )5 5 OFFLINE g4 B 1 8% 45 1, HFB7 1L RIAE B & a2 B BE i 488 5 — W p) H s . 1XRE,
TR ZA PR AL R S s 2Bk, A TR X — 5 AT RE L U E R e AR R R — A —
BT R 55 EK .
13.7 NMPDU R FEH
AREMALMT CIEEFHMEXWMAT,FIH T MEEE APDUNMPDU), fEM % D F1E X /Y
w%ﬁﬁ*%%W?uMﬁﬁﬁﬁ%%4?%§%ﬁﬁ%ﬁﬁﬁ%ﬁ%%,lﬁ%%% —MEAH
KR RRARERFT . FERR BB AR o7 A X B R S — A 4 5 3o AR
fi A NMPDU #9588 — A F 6 & H p i /2B 8008E , XF T M 484 Emkﬂﬁéﬁ?*ﬁﬁh‘%J
#) :
011xxxxx
<xxxxx> F B EFHASRG,
PRAT 3 2 o £ 45 B 2 T 7™ A= 19 0 137 95 5] B A 8 17 X it APDU 38 — #0858
00pxxxxX
WMRERAE R <p>FBREHR1MRKKI N 0. KRBCEF 2 o T8 85 E (REI R B ZEE
T RMEAFERE R, <xxxxx>>TF BR B 7k 1 9 284 B ar & AU
A W42 Wil SCH APDU (1958 — 4> 5 1 80 & H 93t /28 RUBHE -
0101xxxx
<xxxx>FEA G a e G,
I 4534 W7 i 157 5 T TR AR X K B < p > B R D) 4% A R O O o — A L <o > 7 BB RUR 189

W

00plxxxx
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X T A 4 TR BRI 4512 1 T R AR 45 38 B N 45 B B SR W 4% 12 U B, TR B A D 4% 4 B
W 4 14 W ) 57 B s B R R . ik B R AT TR S v B B AE R AR ARG A B

EAR AU IR T 4 FBME, <p>FEMBMBRBEHEERE BREBBREEERMLE.

XiF T4 4 45 0 4% B B AR AE B BN (e N L A I R AEFE R .

. 13,7 it 8 HART A “byte” , XF 16 HAF TR “uintl6”,

13.7. 1 E#HHRIZ(Query ID)

Query_IDO)iER— A A —H W S M FERE M EH Unique_Node_ID, HAVMER T, XFPFER
FEBRAB EEATREE NN BT, BREF P SREDHE R, I BN T AR AW RIEE
F b N TR E . FHMBIRSEME A 14 PR,

EHEWAREERT A, B WARAIFER (Query_ID_Request) B FHMEFE B R A0, HTEBWHE
“EHWR M EHIE L EAMAS M A BESRA, ERENKRRE B E RN A2 8
WEHTH A EESERN2 . XML EFEHFRREEENNTH I, EARAERIAT
%5,

TSR, o it A BOHE 5 B PR VE BN RO BR E A . b Ik AR b i S BB R R E L — > b ik (3%
Ab 3 3 PR IR A SRAE AR SR VIR A) 5 AR i FF 4R B0 B O T (L~ 1D SRR B BEAT EL AR
RA M e B e 25 bR A gk S AT R FE S "R EM T2 .

LR XA BE R IR A AR . W0 3R bk F3H 500% 78— A R 4 i X 38 B (9 e 38 L AF
A %R EH) , WA e R R
13.7.2 20 5 (Respond to Query)

A A4 R U B BUE R B AR P A “respond to query” U AR, TR AR BRI B O, B AR K
SHEFES R 1B Query_IDCO)ERMB MR, WAAEXMEXT —~ERED W AMENSEL S E
BiZbr B, XEMSWHTHMEMER, on” RABEBHEEFN HIuL. EFALHANEERS.
T “off” R A — H B A i), W FHEBRE M T . XA MRAZERBATE R, BIRLEMTE A 15 B
% Lo
13.7.3 E#id (Update Domain)

XA A 16 FREHHREH, EFHMFH/NBH—TRI, TR ZVAFERITERGEAERL
B BEEN, XEAGLSWHITEF ML EFHSREM, R 8 ReE s it X85
BRSOV HIRE A28, WREEHRMES BB BMAER AT SEEBREVRE, R
2 W 7 K 3 BT B 0 L SRR R T RS BB B . X A s R LA Bk R OR B T — AN 8, ATE g R K
BN OxFF 48 F W7 S bbb oA %, 3 Hib R HEHEPORLH ., EE M A ZGS B — Mt
NS BT S AL G A KL B RS B BIE A 15X 2 3 i 72 8 ] Leave Domain (B FF i) g & Bf & B
[ D aate S

B g o 2 % BH DA B SCAG 38, BT DAaX AN T8 R R DL 2 78 W) 38 ) 48 2 2 RE B AR IE (Bl0H & 258 i HAt i 07
KA AR ) B A A .

13.7.4 EFi5 (Leave Domain)

Bk 72 X S N A A 20 BE B ik, 5 R A SR AN S . FERER, I A MK B R OxFF, F
ROFITT R BRI . S35 BRI B AGIE R . TEX A a4 0 PUAT B 18] 199 4% B B 776K 25 1 30 R A
EF . WREEITNEMEREBERNE ANV ARCEERES, MEAEMM %L . WRESFME
REBETANBEE T U AEsit#FARKEBERS, HENM. FHAMBIELEHE A 17T F
g,

13.7.5 HEHFHE$ (Update Key)

RN EHTENMERR EH A 18 PMBIESEN. BFAMEAERXFEE. ZHEFEY

BREVHAMBCEMNFAR RN ., MERBEFEREE M ZaLS EH.
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13.7.6 EFhik (Update Address)

XA HRTIAT . MR R R, EN B R <p> M ANE., NEEE
FHSBEEMEX AL EN. A ERMIE AT EXER.

bk R @A AL R TR RXTE AL 19 iR,

13.7.7 #Eif ik (Query Address)

XA MBP— TR EMNRS GG B WA R — DRI, 6 HOEIESHE A 20 F
iR,

13.7.8 #E#HIM 4T B A B (Query Network Variable Configuration)

XA RIER TS R T S 4R B B & (nv_config table) H1 ) R I b ik , % 3 700 ik 7 6
P AETE R BIRSEE A 21 3.

XA WA IR A W T S B2 R . F T 54 250 A 5008 45 ) 15 IR0 46 70 B 2 ) 4 B 5 A TR
WA 2D, HHATHNAN, L EUREW PRI BNZRIMERS, TR EXT M ERT L H0EE
M A B RS,

13.7.9 EE#FAHHMU (Update Group Address)

XL HAREHE MR — AN HRI - RRRA TR . AR KN EEEES
MER TSR EREH AR A FRABEAL, ROFEHERETHERAS 0L H it RAERE
RN RME— ., B, e ARFEREBE . Zad NS E 2RI, 6 F K5
ZEHTE AL 22 R,

XA AE AU E i 4 b kb o 55— AN VT L A SE 451
13.7.10 #Ei818 (Query Domain)

XL EARER - A LEHAN P - EHEER. WRFERE AW EE - EE
e =3 (8], 00w 7 6 & Ar A R MR R . (R BB 4 M7E AL 23
13.7.11 EFHMK LT E B E (Update Network Variable Configuration)

A2 FIR AR IR R 515 8 s & 2ok B 2Bk 7 &S W 45 4 8 Bl 8 % (nv_config table) i % I
kb, MEREBRERTUHAAEHTZRIOFREE, it RETI AT R 0~15, H e 15 $5 81
BAEMIRETSZMEEBHKR., MEMBEAHESREMBGZGSES. X TR X WML
TE, ML EEES RN OXSFFF—X), B R MBE ‘AT~ MEHEEE D (PR e . FHMN
BAREMTE A 24

XAmAWREARESR T AMINAR., ATFHNARERENNEESH S NE TR EREMN
RIBES AR LA 20, YHTEHHNAEERN . 2 BEEW PRI ENZRINEL . ER
FUEXT R THRTI NG EAM B L ENET] .

13.7.12 & E T 2 #3{ (Set Node Mode)

XA RIE RN AT HEABREELRES BT — W E S E AT AL B0 S8
RE. HEggent, AT HER  WEEHR ML WGSBS 2038, FELIEKRR RN AR A
BB EARE BN ARTFNET. BEREN—F LR T EH N BREFIES K ETEME S0 .
BB R R T BT .

AFEXAmAMRES XML M TELMBLT S A Wk LR 8], B A GE 8 H3E K/
B . BB AR BN AT LA FH SR /i Ry AR 45 45 32 — N1 0K . (H 2 70 20 R B 2Otk 25 Y 728 3 BHL ok o 7 4 5% i
REUWEMBRINEE S EH—DREERGLSREN . X FRETM. DL AER /R . BRRRE
ENABEFN—H 0 NARFREMAEEER. X TEMMS . SERTHIANR SRR NRE
SR B A BRI IR &5 288D . XA LER - RIIMBEMGLSMHIN, BERET SRS
B.RERYSEZEREMGS . BEERTEERHREERGTS . FEFOAEAK KRBT RERHEN D
RN E R LA ERZACR DR, FHMBIESHE AL 25 .
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13.7.13  i£7F {28 (Read Memory)

XA AR . MR/ SRR E, RF read_only_data, config_data (AL & $#E)
H RAM B(3E 5 5k Ml 25 030 IX BEIZ

“TH Ccount) " FEEEEZMWFTE XM T AN ZED 16, FRIEERT SF EHERHE X
RAEWMBIMEIE . ERLA LT LI 2 Oy R EE 450 (L B, 1) i AH XS b it L B0 B $0HE 4549 (JL B. 6)
B RE X bk e T EOHE A H (B. 7 B AR sl L BT DL e X M hE . BERREIE B0 45 0 S Hk B E B 88 2 ] K&
ik 65 535 ANFAT, ASC BB AR E M Y B st (R B B P 0. AEE N Hb AR O R — D F e BB RIS R A
BRRAS . YEARASHEECR - TER MR, XEHAKEERFEHE L. EHOEARE
KRABFEBRENYR, HFHBARFIRREWRES . FHNEIESEHNI A. 26 $,

13.7.14 E17£#2% (Write Memory)

XA ERMER : —MEREEGE MDA S, 5 —FARM . E0E XK #ALFE T
i FABE AR AS B [ A A N AR SE L . AR B T8 7™ A i B 3 HLE 1K/ ma 7 4% 3% , B A0 X6 S
IWHEHN-BEENRS %, MEAREFHERENS /SN AR EEEmEER. -1 F4
GB/Z 20177 MW EA BRI EBRAEMBEANSHEBEFS AN, A N EGES4ARAFER LIRS
flash EPROM 7 f% %8 X ¥ 55 EEPROM 7Ef% 58,

WARBE T/ B39, WA config_data_struct (R FE BT E ., FHEMATF 11, RIEBWRT
HHAARBRNENRRAEEZHEE. 5 AR HHE AT LIS & 0 BB BIE 554 (I B. 6) f 48 Xt H#1
HE e B AR SE A A AR e (L B, D SR FT R e Xt b ik . R EEAEAE 28 Ay & L, 45 X b bk BT DL AR
PR Fe € V) 3 b bk B B JF BR AU65 535 FEN . I ARNBURLE WS I AL 27,

13.7.15 KW FEITHE (Checksum Recalculate)

XA A R AL BB T B A M N AR EFHE RN ARF OB, X4 RI%E
U W 24 G B AE 5 O A A B AR N R AR R IR B R &ﬁ%%&/RAM B AR 1 T ) 4% 4 B 0 45 R
A (BRARAR L A & B A RE RN PAT T XM E1E, ik a5 2 . AWM ST EEMEREEIES
KAETFAE AR AL IR . I R AR T LR A 6 R T R Y, Kﬁﬁr“mﬁf“ﬁ%“%umw HYESas
BRI AR ARG ME, BERERERT. FANBIESEHL A, 28,

13.7.16 2% (InstalD

XA B WL BEMEHE. 28 0RBE AT AREN wink(RR) ThEE, 6w
FH A KR Dy B TN R 2 B2 B0 0 R AR R KT AR W s bR iR, IR BE N SR © 2 se B0, B3 45 & 7E B AT
E#ki‘rﬁm?rjj’*%ﬁﬂ%imﬁ

/l\ﬁa‘/%m%#/\ﬁﬂ@mﬁﬁ%/\ﬁ}v(&tﬂ%;ﬂsﬁﬂ: MAS . B A O
— 7 SR URIRE B R A S R ik 3 nnvﬁﬁjﬂﬁ%aéﬁ/\ﬁwmﬁmu&bﬂ%& 8 FH R 15 P ol
1 & T Bl 0 AR 55 1 R BA e — wrﬁfm KLZFN L REXA @S ATERMNHAAZ DA
W EMRE. X TENER, LA EE — A8 76 F 35 R 5 w5 IR SR BT — A U AL B2 59 1E
BOUEMBEDS, — B MK OHEMN, KRBT - M&E OGS EERK. X a418
AMERT, 1T GB/Z 20177 i 32 H 5 M) B A B U Ab BR B RE ) B SR FTRE L R (8 .

A B =AY B R R AR B A sh A (REIB AT /42256 W I M, T AS S 76 4 % 0 ) 4 ) ) 2
Bro oI THREATR X MMEEM LR T REN., EVREGSNY R, XS R T E A
W/ A CHS (SI/SD) 8k B3 B AR IR/ A SCREBOE /9 05 185, P08 035 S8 A0 T — > 357 1 ) 4% 735 2 s
T—ARAEMEBEEENH L. FHE=MENHZEGSN—BRIELE .

<N A > <N R I BUE B>

Xt 33X A il 4 W 7 B4 45—~ N0 RIS R A BT 9 0x30, B 15 7R A & SR KA 010, 4 SR i
IO 8 FCAth 5= 5, BT R P A A R R, A A I R -

APP_WINK (0) i 4 N FH AT — 2 m] 90 Y B AT T 19 Bl
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APP_INSTALL (1)
APP_NV_DEFINE (2)
APP_NV_REMOVE (3)

APP_QUERY_NV_INFO (4)
APP_QUERY_NODE_INFO (5)
APP_UPDATE_NV_INFO (6)

GB/Z 20177.1—2006

BN TR M 4O

BE— T F DT REEERE X

1 BR — 4~ BUA B A R 28 R B E X

B —TMEERKN BRI/ B SO RE
EWT AW AR/ B SO R

EH— MG E R AR/ B OB

R4 A 28 R A X I AR E B B T B E

APP_NV_DEFINE

XA — N H R RBE R — 1 CA MAEE R E . WR A NS srg 1 5 E E W 457
BHROMSMMEERHNE L RELRRIVEE T s SRR RORE IR AT J0R i ar & R

— NI E L5 MR F RSO M AR B E sk E HESER RS EMR T mE .,
AR S S B ) 4% AR B G B A A i BT LB R BT RE SO 4% B A I R BN R TR A

W BIESE A E T T B

APP_NV_DEFINE (2)

unsigned
unsigned
unsigned

unsigned

unsigned

unsigned

unsigned

nvIndexHi

nvIlndexlLo -

arraylLenHi

arrayLenLo

nvLen

nv_dflts

nv_attr

APP_NV_REMOVE

ENHEMBE— T HENCHHMELEREL, MEATBRIVAEEENNENEOXEA.
ISR A8 E W R B R GITE T R A B O K, W M R . RV 9 S A I 45 A8 B4 H TR €
NEHEBE T WAXFMETERNER T S 0B . A8 TI7E:

APP_NV_REMOVE(3)

unsigned

unsigned

unsigned

unsigned

nvlndexHi

nvindexLo

nvCountHi

nvCountLo

APP_QUERY_NV_INFO

A i B ARRE R 4% AR B Y B SO SO
APP_QUERY_NV_INFO (4)

unsigned

nv_info

NV_INFO_DESC (0)

nEaRE X

MR BRI AT

R 2% A8 B R 5K L7
DRS¢ Eil P S G VA o )

IR R AR R WE R O

P 2% A5 B B 4 R T R B (R L
WMRMGEALREAZEA, MEH O

R 4528 B 71 BB (1~3D)

W) % 20 B B4 B AT BLE BB AL A N BN
BLIETT 1) ST 4 AR A5 S B

W28 72 B 14 R P A B O B N (B LR T A SE SO

bR g X

BRIBR AR — MR R E LG ERRIINS
(VAS ]

B BR AR — 1 R4 B T LS ERRTI K
A

i e X 445 A B O B LT

i B ) 445 2 B A B AR AL

. WETIITE:

R A OB . HRTED
W 25 A5 B B AR M VAR B AR B N T E
FOET BRI B SO A 16 R
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44

NV_INFO_RATE_EST (1)
NV_INFO_NAME (2)
NV_INFO_SD_TEXT (3)
NV_INFO_SNVT_INDEX (4)

unsigned nvindexHi
unsigned nvlndexlLo
unsigned offset_hi
unsigned offset_lo
unsigned length

W4 AR B S SR B R B oK B &R A i

Mg E RS

MM EEBMHBK RN B X AT RFS

b o R 45 A5 B A (SNVT) & 5

Mg ] RIIMEAFET

Mg B R 5 KNI T T

W nv_info & NV_INFO_SD_TEXT, ] 4 3% 3K &
BRBEENREMTT

WM nv_info /& NV_INFO_SD_TEXT, U] 3 % 3R %k
i Th e 2= 4ok B DAS S ]

WM nv_info & NV_INFO_SD_TEXT, | 3% %K #9
97 500 1 P B 4 A BR T A R B B

S5 R BB E B NV_INFO_DESC, | % 3£ F 5 W Ry«

unsigned length :5

unsigned origin :3
NV_UNDEFINED (0)
NV_STATIC (1)
NV_DYNAMIC (2)

unsigned nv_dflts
unsigned nv_attr
unsigned nv_exten
unsigned nv_array
Unsigned nv_name[ 16 ]

MEEBENKE, UFT AN, MRNELEREH
AR B S, W 4w A5 K 0

W% B AT Bl e, A TFIMEZ —

W £ A% B H AR & X

W £ A% B 2 S E U OIS BB A %)

W £ A B R B A 78 SCHY CRT LA i )
RAEMNEENMETERE HGAVEANFET. B85
T AR SRR K B AR 55 A A

W £ A5 B P B A B

PREAL, AT A B4R IR/ B SO EUE B 18 S A

W 2% A B RN 4 IR

AEFBR. MRA,1E ext FER K nm_supplied
LB E , W47 B2 F A A TR

SRR B BEE R NV_INFO_RATE_EST, I % 2 F %1 0 5 «

unsigned nv_rate_est

Unsigned nv_max_rate_est

Xt i% ) 45 2 B 19 3 R Al R T
Xt 2 P 28 AR B B B R R A T R Y

HEE R BB B NV_INFO_NAME, I % 3% T 5} i 7

unsigned nv_name[ 16 ]

RS B 4 . R4 7 IR — A B —
5, W& FRAERE TR, MEKENT 16 45
BT BL0" 4 1k

TSR R BB HE & NV_INFO_SD_TEXT, | % 3% F %1 W )i/ -

unsigned length
unsigned text[ * ]

3 ] (9 B SRS SCA R i 7 4 8
B SORY SA B B . ST B SCAS B /B B TR
T 4 B 8

WERER M B2 NV_INFO_SNVT_INDEX, U & 3% T 51 0 Jif -

unsigned snvt_type_index

APP_QUERY_NODE_INFO

SMBE BRI ER S ERER(SNVD R
5l WMRMKBRAR SNVT, MG HF

XA BT R B SO BETHIFR:
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APP_QUERY_NODE_INFO (5)

unsigned node_info PESR B B SO SEE . BN -
NODE_INFO_SD_TEXT (3) 59 GAMKE B U 7 A &

unsigned offset_hi AR node_info /&2 NODE_INFO_SD_TEXT, | X &
REERB R R LT

unsigned offset_lo #H R node_info & NODE_INFO_SD_TEXT, | &
KEEWB B R AFT

unsigned length N node_info & NODE_INFO_SD_TEXT, U] X iF
KB

o7 O S M T R T SR B B . A R A SR B9 Bl 2 NODE_INFO_SD_TEXT, W % 3% °F 5l
W .«

unsigned length R[] BSOS SCA B4 B 1 8
unsigned text[ * | B OO SCARBUE B, SEBR SCAR S R /NER B R
< EAE

APP_UPDATE_NV_INFO
AT B E PR R E A SO EE . — o, ER IR SURNRESRE BAR AR F R TR B ER
. MK HHEBIHSTHAHEE . XTRIEET TIFE:
APP_UPDATE_NV_INFO (6)

unsigned nv_info FOH B SUR B . M ETEIER
NV_INFO_RATE_EST (1) Xof 1% P 4 70 B U 2 R K R AR
NV_INFO_NAME (2) W 2% AR B 4
NV_INFO_SD_TEXT (3) 550 4545 B A L R B SCRY SUA T 75 &
NV_INFO_SNVT_INDEX (4) PRUE R AR B R R R

unsigned nvindexHi METBRSINEMTET

unsigned nvlndexLo BRI WENFET

HANBIEFERRETHEN nv_info . WREZEH nv_info £ NV_INFO_RATE_EST, | {2
PR 3 B -

unsigned clear_mre : 1 W05 E AL, T B M 452 B A B K R Ah HE, IF 4R
AN IX A B A T
unsigned clear_re i1 A0SR B AL T B 45 AR B A R A B R AR X
A5 A AT
unsigned update_mre  :1 W0 SR B AT, ) T ) 45 AR B Y B R R AN THE L IR IR
B 8 7 B KR AT BUE B T Y
unsigned update_re .1 0 B A, WU B B I 4% AF B Y R A A, F R B 4
7 R FRAG TH R T Y
unsigned nv_rate_est Xt 0 £ A% B ) F X 3 R AL T S
unsigned nv_max_rate_est Xif 9 4 75 B 1 B K R Al 4R B
R E B nv_info J& NV_INFO_NAME, U $2 £ T 51| £ 452 -
unsigned nv_name[ 16] P& AF B “nall(0)"&E ., BFAREHA
THR
W0 R4 E B nv_info & NV_INFO_SD_TEXT , 424 51 $ 4z :
unsigned length B 8 B SO SUAR B B T B
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46

unsigned offset_hi BEGBIEREENENET

unsigned offset_lo BB B A B R AL

unsigned text[ * ] B OB SCA R B, SE B SCAR B R/ BB T 60 |
B B

WRFE E K nv_info £ NV_INFO_SNVT_INDEX, | & fit ~ 5§ % .

unsigned snvt_type_index S5METBHENBEMNEZTELBM(SNVD HE
5, HRMELEEARE SNVT, NEHEAE

FE R T RS0 LR FIR T T A5 454 -

nv_attr XMW ERHER TR EMNEEREMERENE., 88 TIFE:

unsigned nv_sync 1 WRBEANL, WIS MK ER KT A EE R
W RIF . 5 nv_polled HJF

unsigned nv_polled 1 ISR B AL, i 4% AR B (8 U TE e [0 58 ) B
AR, YN ARTFEHMNEERER, A
PR

unsigned nv_offline 1 MR EN.EEHFNETEMEZAE, VAN
[

unsigned nv_service_type_config .1 IREN, MMETEMWRSLABEERFTE
Br

unsigned nv_priority_config 1 MEBREBEA,MMETENEERBEE R E
b

unsigned nv_auth_config 1 MREN,MNETENENBEHEETEEDN

unsigned nv_config_class 1 WMREBAMMETRER - NEENETE

unsigned snvt_type_index SEXITMETBEHANIRENEZTELR

(SNVDYH RS, MEMEERRN B HERN
AR RSNV, U HE

nv_exten X MEUIEGEMIIE R X — A E P4 AR BRI B SCREBOE £ AT, AT

?‘&:

unsigned mre (1 GRSRE AL, W R 45 AR B R R AR
IR

unsigned re 1 QAR E AL, R4 AR B O B A T2 AT
Y

unsigned nm 1 WREAN, MMEL R LFEZTHAY

unsigned sd 1 MBREBAMMNEEEEE —H X CER
TR

unsigned nm_supplied 1 XM TN NV_INFO_DESC # APP_QUE-

RY_NV_INFO Wi, iR ZALE 1, W 7 mg
R, BE 2 A B BR324 nv_name
nv_array  XNPEEHARFENNEERBEMBARE. BETHFR:

unsigned count_hi BUHTMETBAN SR, — 1 16 LR
S

unsigned count_lo

unsigned  element_hi Mg EBERATHERS . WRLFHW

AR
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unsigned  element_lo AN JE U W BB, W RS o &

nv_dflts  EXANFIESHNFEN MG L RERTREBERREHE. 28 TIFEK.:

unsigned nv_direction 1 MR
unsigned nv_auth W 28 7 B Y kA S I IR

.1
unsigned nv_priority 1 FMEERENBRE MR EHIEE
unsigned nv_service 2 IR R AR S AR,

R BIELSAE A 29 PR,

13.7.17 7FE38 Kl 3 (Memory Refresh)

XA E T AEEREMNETES R EEMSHEEEZTHENCAHENS. WA THANERES
E T R M N B R ER A N AR FFAT ] . QSR 5K 7 — 7 85 W B (A 78 38 8 st R A7
RIS, MR A — A 245, 20R“Hab WA & 78 T 38 5 28 M 77 i 28 1 X380 09 K o , 3R [B] — 4>
Ef. XN REERTUR AR N RS ] ERRE—2# 0. tRBREEZLR, MK
BN BREN 8 MR HAR R BE&N, WRE T Bk 38, #AMBAESEMIE A, 30 b, RIS K W17k
S ARTFHE X XE A WK R S & 60 7% 5 KR EE T,

13.7.18 #&if H4712 (Query SDD

XA A TREN A LHEMEERN AR, R B ARG B0 F U b 328 v a9 77
fE S B Z AN CAnAE AL PR B8 RO FEE =S D I, 7E B. 1. 1 PR M BAB S, Z R si” BI5 M35 S8 B 5
REE b HE 35 5. Null(O) s bk R SRR B4R B . A a2 1 A HE 2 hhk 15 12 08 BT 42
shl . EXMEL T ERHEEESGOBEIEZTER. 882 1 (iR 2R B RIEBN
T oAb B A% AT Sk M AR A T 2 Ah . AT B bR R A 2 TTE PR ICAL B A b S Bk B X B AR RO .

RUENmLEHREATE T HMEESN YR FRENFLEREE., BRENREE
0 TR M TEBNMEEMFERNFEMRBERM. BRIEEHFTSEAEH RS XORAHEEXKNIT
B F IR RE N 16, AMNSIESM I A, 31,

13.7.19 B4 % B {H (Network Variable Value Fetch)

XMRCHTRAMNB TR, ANEERRMRCHEAER NS . B NSRRI FHE K
HMEAZBEFRSHHEELAETARAELLZEELRS, EHTUEREE., FHOBESEHRI
A. 32,

13.7.20 Fzh R % 1E K # 5z (Manual Service Request Message)

XA R SOG4 8 AR S0, B B ES R RS, B 3T S T3 IR SR I R
M EREFME E. MU E AT BNk % 8K 0EFRA 0 JF By sistbhk 2 0,
AR BIRLE I A, 33,

13.7.21 MEEHEFE Y R (Network Management Escape Code)

I A AU — R B O R SO . B SCIURS BB 0x7D. 3k 5% SCAUAD A Dy ) 45 8 381
A2 ff APDU BRI B A~ 95 9 A% B 0 BN A9 A & AR . 53X AN BB 7 o i 90 4 48 B 00 S0 RT DA LA™ A RS 8
BT RY .

NS — A 7 05 M) SO {5 O % A LA SCARAES 1YY I 4 A TR S, IR 4 Y SR A R B 7 i 2 ) (Prod-
uct Query) 4. B HALM G & &R R = SR E W R COCRY B P dn AR A, i XA S A MAER.
BOEES - TRBFIREE” R . 2 BREXa S .

e 17 A%, B 5
—EmETEEERX B0

— ARSI ET R

—— AV [ {4 WA B — A B 5

47



GB/Z 20177.1—2006

— HAERBFRESREXN T,

— Rl R BRI —NFET .,

B i AR IS IR B W I H A 4 e, MRIESC L Z [ WA vh 2 . e B mm g A,
BRIFERFTHEN MHMEASRSLE, RN RALEET/ EXFETEIT, EXHELT, 7T
BEREN YA EE,

BTN B R R LA A iR B F RS E A B s . ERIBIEZMIL A. 34,

13.7.22 HH X (Router Mode)

XA RGN BT L R AAEREF PR —1. “resume” iy (# % B3 28 M “all flood” R7&
R [E], “init router tables”fiy 4K 4 AR 1 B R IE 5 R AEAF 6K 8545 DL B RAM R b (40 SR A e & 2%
HE), EE 2 RAM R &R flood (IR R B¥ BB XMAETAEMZE HAMIEM
6. “mode all flood” 4 i B fH 8% 7% K X BN M BT & BUE A . P& i 28 82w 2 72 el (% |l 2% B U 9 17
XA A B ER /MM A SR, FEEENETUREROMEEE T SEERERD
Bl AR AL, MRS A. 35,

13.7.23 & /5875 B2 A 5 F M & (Router Clear Group or Subnet Table)

XNERHATERBBESE U — DRl AS MR RRTHRERS, TR 1EE KR
S RUEFHEHENERIE. XML U S AT N —H o BBE. XANm4 28T ER/ m b %3
Ho AL EERIES KRR P MEARE A RO, FROBIESENL A. 36,

13.7.24 &M 254E 5 F MK T #H (Router Group or Subnet Table Download)

XNERATEERHS Wb M EENES RS TN ERA TR, TRIER
A 8 FATIE . XA A SR T IE R/ MR P AR B . A AR BB AE 5 Ok PR AR A B T A Y 45 B
B REM, FANEESHI A 37,

13.7.25 B& M348 % % (Router Group Forward)

XMEREEBRERPREER TR N ACHWRERRE, XA 28 o E K/ 7 il %%
B AR M R AR, A M S EHRIEG R EFHESTHINEREFESOREMN. FHOK
LI A. 38,

13.7.26 P& M 2% F M & (Router Subnet Forward)

XMERREHHEPHER T —NEEFRHHNERRE. XA 64 283K/ R o %
B, R MK LR, MAGSHEEHIES REFHESTHNEREFHESORRM. FAY
BARLEH L AL 39,

13.7.27 B HF{EARHE % H (Router Do Not Forward Group)

XA ERERBERPREBR PN DA THNERRE. X4 RESER/ W R
B WERACE AR LA, WA G S ¥ E AR5 R AR 8 P N BB A A R I, F 3K
W I AL 40,

13.7.28 BEH /A Z F M (Router Do Not Forward Subnet) _

XMEREHREERTEER TN —NAEF N RRE. X4 RS ER/ W B i fE
BH ., ACRRE AR WA GSEERIES REFEBRTHNEREFESOREN. #HK
BAELHM W AL 41, .

13.7.29 &R 4A = F M TR (Router Group or Subnet Table Report)

BXANER A T 4R 5 3% A% — 0 A 48 2 SR 7E IR B K A7 6K 45 Bk RAM o i 4 58 7 00 2% 9 24 BT %
B, RENEH TN 8 FUME., XA Al iERk /i UGS . R RBIES R A. 42,
13.7.30 % /4 8% 4K % (Router Status)

AR THRE B 2 M E B Y 8/ EHER . X a4 R E S ER /R il 5%
B, RHBEBURESM I A, 43,
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13.7.31  #& i1 8% — ¥ X R 53 (Router Half Escape Code)

REKAZGREMEERMS BRTZBE. AFPEETX MG, YX MBI E APDU
M B EREEMMEEEE MBS E M0, Z S X BB h s —MiTam,
AT i 97 R LA IE 8 ) 7 =R B

byte command; / * Destination; NM,code: 30 * /
13.8 DPDU #y B fnfg X

RZHZ W PDUDPDU) #2176 218 2 8915 KA /S ma B &3 1. X HE DPDU St gk & T
$f% SPDU ) 5K =5 me 5L J& 1 .

F%FH T GB/Z 20177 i) DPDU, 7EMF A HE LW MM FEFT RKFRNE, HF 84 55
MR E AR AEER; — MERMNE N F VT RKIEENRMERTY . ERRERN, f X 5 5 Z%
RIS SRMBARIE . B, FRE“+ pass/fail” 7% 75 2% W B 79 55 57 o 19— A~ 200 0 bR 76 037 8%
B, A THRRGSRAIERELK.

13.8. 1 i) H7 (Query Status)
BEARSHH— T RRESHRE, BEREERT EOAGFE WERS EHOE REBEH
AMBIGEEERNES, ZEEIT EMNERMES B HLET “clear status" A £ ER. BTEE
R A B, WRERGT . XS AERMITER . FHNBIRSWE A 44 .
HEFBREXIT:
—— & #2484 (transmission_errors) : X R FE M 4% I H BLAG (6 2% 2 45 R T B, 7E 5038 3 Wi
AP CRC EHHIYE— T REFEAK/ DT S FWH MR REEFEES., XATREES T
K BEERE FEREEFERLY.

—— 3 % M} (transaction_timeouts) : X J& 75 13 B 3 17 8 A BUE K / W B 28 55 B S B B vk B G 3
B H—NWEAERENERERANERTEEMNKEUS, A8 T A 1128 0 A R
N, B — R B T

— W 5 (receive_transaction_fulD) : XM BB R MM BH FRERKBEFICETH, &
AR EHAESR AR RIRSCE R RS

——ZF M (lost_messages) : X & H T 1A AT I #9 0L FI 62 v DX VT 25 30 A9 2% 3003209 o 9 3R S0 3

—— K ML (missed_messages) : X & B TR ICKA 7T F B M4 5% v X B8 648 o X0 506 F 3%
AR ST P 4% % o X /0 » FE R 48 b 4% S T A BE B2 Ui ) R S 3

— R RH (reset_cause) : AFTHEFEMERGE. ERRTREEMIRE. X FETHHE

MF.(X=>%%):
AN 0bXXXXXXX1
SMERE A 0bXXXXXX10
WDT £ i 0bXXXX1100
Bk HHEN 0bXXX10100
— W RE (node_state) : L F WA REF T AFMFEMBER TR A RETHDE X
B .

ZE¥ node_state TN s .
struct node_state

{

unsigned :4; // application specific
unsigned offline :1;  // 1=">o0ffline,0=">online
unsigned state :3; // 2=>>Unconfigured
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// 3=>>Applicationless
// 4=>>Configured
// 6=>>Hard offline
Vs
BE T THAAAELTERERS  ARREMELRFR. AW, WR-ITAEBLREIEETMN
EREREEB T —MRE  node_state B B R X FBRBEENIFEARCHERS.
LW EANE— AT F BN node_state {H KB T 10 F FR '

Unconfigured 0x02

Unconfig/App-less 0x03

Configured/online 0x04

Configured/hard-offline 0x06 / # Permanent offline * /

Configured/offline 0x0C / * Non-reset retained offline * /
/ * (note this is actually an x /
/ * encoding of the node state x /
/ * of "configured" and the x /
/ % offline condition)

Configured 0x8C / * Non-reset retained bypass- */
/ * mode offline Like config- * /
/ % ured/offline except that * /
/ % the application went off- * /
/ % line in bypass mode * /

—JRA (version) : JRAS Bt T EE B S P INTHANEA, EHNEERTEHFITE
Xf TR HE P28 B b bk A L /R 2 XN IE S RS REF RN, X FR
BEMME EANAERMWIERMRASE 1~127;: 3 FaSHmn . S HEREEN
LHMRAS R 128~255, 255 BFFBIME URA S, R BT RSl B E LM RA S
5.

—ZfH B E(error_log) : EZHHEREIBERAICRNESE. OXRRBEEHE. 1~127THEN
AR — DR RR A ES JEHMEMN I EE M-, 128~255 RN EHER
AERGEW. HENHBCEEHRN RGN EERE M FE LAY, BRI SEARFEEEN

ZESWT .

0x81 Bad Event MABRFLBESMAERFE -1 EHER, S50 E
FHEE&R when IBAIMNGENER. WRAEERF
BE—NEEE R R, NE R X224

0x82 NV Length TR A 6 WS B T 5 M E AR I B B N AR R
HRMAMEZRERKEASA-BLNERFX I Z2#HER
PACE:-Z3-CE R

0x83 NV Short MEARPMEEBREFERTRBFSHE -NF

L DR A .
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0x84 EE Write Fail BIKEA EEPROM J5, &R ¥ E %, WRERER
AUCES, W2 R XA 248 .

0x85 Bad Address Type a0 SR ik 2 KA F BOR IR IR 00, W Rk 2 4 .

0x88 Sync NV HMBBREEAN . EH - M RARERETE
BBtk . 7 “post_events” 1 R A X ML E A,
FE A AARICH B P4 B4 — R OF A
MR ER . SR, ARG M XA H B AR T
HEAGREK. G EBEAT, IR E G F 25 5 4
HEENABRFE AR AXA ZEBHICT.

0x8A Invalid Domain BEFERAKEFET S5 0xF8 #H17“AND”#/EAR K 0 1y
BENRTE X R, ZR/OCBBEEF,

0x8D Invalid Address Index REAEHERMORSI AL F ., £ 65X
FHEHMOM XM Eot, RERBLEEEER
WO W45 AE B, 7T BES Y B RP A O

0x93 Invalid NV Index 1ok e o PR A A S R AR 5 T R 4% A R A B R 4 A
BRIZ R, M AEM S W %8 8644 X0 MK
BRA, BUE B — A W 4528 B B e, AT gE & B

0x9A Tilegal Transceiver Register Address HEMABBERENRS VN — 5k B sl
ARy, Y “retrieve_xcvr_status” T BE 14 [a] Uk
RS TR0, v B4 H B R 1L .

0x9B Transceiver Register Operation Failure £ MAC E3RE — & E5k H W R 2B 1L

B, BB AT,
0xAl Self-Installation Semaphore
0xA2 Read/Write Semaphore
0xCO-DF State Byte Semaphore EZHEBAEFT A TREBA T . REENIBRE
= B
A /.Gho

—— &5 (model_number) : I S H /RPN E,

RS FMRASE—R, BT HRE WS8R EGBER.
13.8.2 M IBAK#& (Proxy Status)

XA ATES - MRETEEF SRR - TR ENERT A, REGSHER APDU
Bttt —E R EB - MREN S, REWAEGSHEZ BB A, H6 R & BR80T
KF. BT BHh bt g M BRA KBS EH A ERE R B FERENHR . REGLSNUTHTHEER
REBERGEMIRRCREE) ER. REXM@LSAGHABERMATES B RIFERERERCH
BN, BB A% & BB FR B IE R dOR R AR g
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JRIRIERE S APDU it RBUE X BB € H b ik, AL BPREY SHEX
E Hsat s i/ BEHE . EE—DBIIMER S A7 A 220 W (R S 2 7 AR S ) A T s o
) BEFENE . EENH A B ER/BIHEE S N ESLBER, BN IZ L BEBERE
FHHMOERRES., — Bk, WRREMBERER -MEE L, X N4 TESRE. #HANKE
ZEHIL AL 45,

JE 6 TR K & B B i B U B X Z B RS R T BN RN IZE—HK. TEEEN
B EHEAGRCREE BB T, BERNBRCESEEZ MmN, AT B EREZEE — 1 8anR
20 A 2 2 B X SR A T R A A — AN e

R AR — DR BOE R, WXL RARIFN .

BEIARAEY R EAEL MEFOELRD, BTN ERERNER. BURTFIERE
K, £ 2EJLRERE R RHRE TR LA B m ., Hil, RG4S0 E S LW §E
P A 3 55 R MR L s A HE S50 0T, N B RXFME S . A0, B THERHEASRES T/E. RE SBH
ZLEWANRABAZ I,

13.8.3 #BRRK A (Clear Status)

XML ERREWMBERTH— T FE. IS HEBEREITELEVEAGHER EMER
FaMESEHE. RAEPITREBERO T STUAEAS MM REWMNZ G, BB EHERHS.
ERARBIREM L A. 46,

13.8.4 EiGH & 23K 7S (Query Transceiver Status)

XA RERBRAFHRETASEE . MRV EBRAERERS, EH5I00E 28608 15 % M, Nt
R, FEWEBERXRE DN FHS B REAYT 7 M FAENKE. GRS kEs
ZONFEHEAR. FHMBEEMI A 47,
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M R A
(HEHEMF)
8 % X I
A Bt SR AL S O E R SRS B A L SR S R . BB B RN LTS %
LHAPEBUERR . A THEATLITHIHBSRIEX L, A0 EE DB EE > E X
WHRMED, MEAED N B R LR ARFZ M h R —R, xsEo0 ARBEHER FHAES %
SLE PR — SR E BT R LA B A, XEMERBIAMERR T K, &5, 2 LI R
FEF 4L MC68360 AL A% b AT HY, B L FEARAD sk 77 7 — 4 5 % 40 B 28 M S B S B4 35

A1 TH CSMA ®Hi%

/****************************************

File: spm. ¢
Version: 1.7
Reference: None
Purpose: MAC sublayer,comm_type = 2 using SPI port on 360,

This does not support continuous frame exchange.
This files also has functions to support
io buttons for testing purpose such as

manual service request.reset,io pin,and LEDs.

Note: None.

To Do: None.

/% START INFORMATIVE — Direct Mode * /

/ % This implementation is for transceivers that work with the MAC
% sublayer configured for comm_type = 2 only.

% 1f the implementation needs to support transceivers with the MAC
% sublayer configured for comm_type = 1,

% this example serves only as a starting point for such an

* implemenation. % /

/ * END INFORMATIVE — Direct Mode * /
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Section: Includes

****************************************/
# include <lstring. h>
# include <stdlib. h>

# include <<CEA709_1.h>
# include <<node. h>>
#include <link. h>

# include <physical. h>

/****************************************
Section: Constant Definitions
***********')'v****************************/
/ * Used to indicate how often to check status of i/o0 buttons * /

# define PHYIO_CHECK_INTERVAL 0.1 / ¥ In Seconds */

/ * Macro sets bit B of 16 bit word X * /
# define SET_BIT(B,X) (((0x0001U <<<< (B)) | (X))

/ ¥ Macro Clears bit B of 16 bit word X %/
# define CLEAR_BIT(B,X) (( ~(0x0001U <<< (B)) ) & (X))

/ * Dual Port Ram Base on Arnewsh Board * /
# define DPRB 0x01000000UL

/ * SPI Parameter Ram Base * /
# define SPIB (DPRB + 0xD80UL)

/ * SCC2 Parameter Ram Base * /
# define SCC2B (DPRB + 0xD00UL)

/ * Register Base = DPRB + 4k x/
# define REGB (DPRB + 0x1000UL)

/ % 16bit CPM Command Register * /
# define CR (REGB + 0x5CoUL)

/ % 16 bit Serial DMA Config Register * /
# define SDCR (REGB + 0x51EUL)

/ % 24(32)bit CPM Interrupt Config Reg. * /
# define CICR (REGB + 0x540UL)
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/ % 32 bit CPM Interrupt Pending Reg. * /
# define CIPR (REGB + 0x544UL)

/ % 32 bit CPM Interrupt Mask Reg. * /
# define CIMR (REGB + 0x548UL)

/ * Clear CISR bit by writing a 1 % /
/ % 32 bit CPM Interrupt Service Register * /
# define CISR (REGB 4+ 0x54CUL)

/ % 32 bit SI Clock Route * /
# define SICR (REGB + 0x6ECUL)

/ % 16 bit SPI Mode Register * /
# define SPMODE (REGB + 0x6A0UL)

/ * Clear SPIE bit by writing a 1 x /
/ % 8 bit SPI Event Register * /
# define SPIE (REGB + 0x6A6UL)

/ % 8 bit SPI Mask Register * /
# define SPIM (REGB + 0x6AAUL)

/ * 8 bit SPI Command Register * /
# define SPCOM (REGB + 0x6ADUL)

/ % 32 bit SCC2 general mode register low * /
# define GSMRL2 (REGB + 0x620UL)

/ % 32 bit SCC2 general mode register high * /
% define GSMRH2 (REGB + 0x624UL)

/ % 16 bit SCC2 protocol specific mode reg * /
# define PSMR2 (REGB + 0x628UL)

/ % 16 bit SCC2 transmit on demand * /
# define TODR2 (REGB —+ 0x62CUL)

/ % 16 bit SCC2 Data sync register * /
# define DSR2 (REGB + 0x62EUL)

/ ¥ Clear SCCE bit by writinga 1 */
/ * 16 bit SCC2 event register * /

GB/Z 20177.1—2006
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# define SCCE2 (REGB + 0x630UL)

/ * 16 bit SCC2 mask register % /
# define SCCM2 (REGB + 0x634UL)

/ % 8 bit SCC2 status register * /
# define SCCS2 (REGB + 0x637UL)

/ * 32 bit Baud rate gen config register * /
# define BRGC2 (REGB + 0x5F4UL)

/ % 16 bit port A data direction reg * /
# define PADIR (REGB + 0x550UL)

/ * 16 bit port A pin assignment reg * /
# define PAPAR (REGB + 0x552UL)

/ % 16 bit port A open drain register * /
# define PAODR (REGB + 0x554UL)

/ * 16 bit port A data register * /
# define PADAT (REGB + 0x558UL)

/ * 32 bit port B direction register * /
# define PBDIR (REGB + 0x6B8UL)

/ % 32 bit port B pin assignment register * /
# define PBPAR (REGB + 0x6BCUL)

/ * 16 bit port B open drain register * /
# define PBODR (REGB + 0x6C2UL)

/ * 32 bit port B data register * /
# define PBDAT (REGB + 0x6C4UL)

/ % 16 bit port C direction register % /
# define PCDIR (REGB + 0x560UL)

/ % 16 bit port C pin assignment reg * /
# define PCPAR (REGB + 0x562UL)

/ % 16 bit port C special options * /
# define PCSO (REGB + 0x564UL)
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/ % 16 bit port C data register * /
# define PCDAT (REGB + 0x566UL)

/ % 16 bit port C interrupt register * /
# define PCINT (REGB + 0x568UL)

/ % Timer Related Constants * /
/ * 16 bit timer general config register * /
# define TGCR (REGB + 0x580UL)

/ % 16 bit timer reference reg 1 %/
/ % or 32 bit cascaded 1 & 2 * /
# define TRR1 (REGB + 0x594UL)

/ * 16 bit timer counter reg 1 * /
/% or 32 bit cascaded 1 & 2 %/
# define TCN1 (REGB + 0x59CUL)

/ % 16 bit timer mode register 4 * /
# define TMR2 (REGB + 0x592UL)

/ * 16 bit timer reference register 4 * /
# define TRR2 (REGB + 0x596UL)

/ % 16 bit timer capture register 4 * /
# define TCR2 (REGB + 0x59AUL)

/ % 16 bit timer counter register 4 * /
# define TCN2 (REGB + 0x59EUL)

/ % 16 bit timer event register 4 * /
# define TER2 (REGB + 0x5B2UL)

/ * ISR defines * /
/ * Interrupt vector base on Arnewsh Board % /
# define VBASE 0x00000000UL

/ % User Interrupt vector num 3 MSbits * /
# define UIVN_MSB 0x4U
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/ % SPI Int. vector num 5 LSBits from CPIC table * /
# define SPIVN_LSB 0x5U

/********-)(-*******************************
8 bit vector number = 3 msb set by user,5 lsb from CPIC table shift
UIVN_MSB left 5 to bits 7 6 5 then OR with SPIVN_LSB to get vector

number vector address is 4 times vector number + vector base

****************************************/
/ % 32 bit SPI Int. vector address * /
# define SPIV ((C(UIVN_MSB << 5) | SPIVN_LSB) * 4UL) + VBASE)

/ * need an ISR for int error since int. error cannot be masked * /
/ ¥ CPM int. error int. vector. num 5 LSB x /
# define CERRVN_LSB 0x0UL

/ * cpm error iv % /
# define CERRV  ((((UIVN_MSB << 5) | CERRVN_LSB) % 4UL) + VBASE)

/ * spurious interrupt exception vector % /

# define SPURINTV 0x60U + VBASE

/ * bus error exception vector %/

# define BUSERRYV 0x8U + VBASE

/ %* SPI Channel Number for CPM Command Register Commands * /
# define SPI_CH_NUM 0x5U

/ * SCC2 channel number for CPM Command Register Command * /
# define SCC2_CH_NUM 0x4U

/ * Opcode for CPM Com. Reg. to Init Tx Rx Param Ram x /
# define INIT_TRP_OPCODE 0x0U

/ * number of receive (transmit) BDs for SPI % /
# define NUM_BD 0x1U

/ * RBD_BASE and TBD_BASE must be divisible by 8 * /
/ % receive buffer descriptor base * /
# define RBD_BASE (DPRB + 0x500UL)

/ * put Transmit buffers right after Receive, 8bytes per BD * /
/ % transmit buffer descriptor base x* /
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# define TBD_BASE (RBD_BASE + (NUM_BD % 0x8U))

/****************************************
FCR_INIT
bits 7—5 unused,
bit 4,Mot big endian = 1
bits 3—0,function code dma = 8
KKK K KK K K K K K K K K K KK KKK KK KKK KK KKK KKK KKK KK KX K/
/ * SPI Param Function Code Register Init * /
# define FCR_INIT 0x18U

/ * max length of receive buffers 2 bytes per buffer * /
# define MAX_BUF_LEN 0x2U

/ % CP Interrupt Request Level * /
# define CPIR_LEVEL 0x4U

# define NUM_BD_SCC2 0x1U

/ * scc2 receive buffer descriptor. base * /
# define RBD_BASE_SCC2 (DPRB + 0x440UL)

/ % scc2 transmit bd base * /

# define TBD_BASE_SCC2 (RBD_BASE_SCC2 + (NUM_BD_SCC2 * 8U))

/ * max buffer length scc2 * /
# define MAX_BL_SCC2 16U

/ % length of history arrays x /
# define NUM_HIST 512

/ * time limit before xcvr resets * /

# define RESET_COUNT_LIMIT 0xFFFF

/ * number of ticks to delay during restart processing * /
# define RESTART_DELAY_TICKS 165000UL

/ % Constants related to Channel Access Algorithm * /

/ * maximum size of backlog for access algorithm x /

# define MAX_BACKLOG 63U

/ % # of additional slots per backlog increment * /

# define W_BASE 16U
59



GB/Z 20177.1—2006

/ * used in conversion from this specification’s
reference time to clock ticks on the 360 * /
# define NICS_TICKS_BASE 480UL

/ * used in computation of SPI—SPM bit clock * /
# define BIT_CLOCK_BASE 312500UL

/ * used in computation of bit clock * /

# define RATIO_BASE 3UL

/****************************************
Implementation specific timing adjustments to channel access algorithm

This is where one would add or subtract from the respective times to

account for differences between the implementation specific delays and

latencies and those in this specification.
****************************************/
/ * adjustment to the betal slot time x /

# define BETA1_ADJUST_TICKS 0

/ * adjustment to the beta2 slot time * /
# define BETA2_ADJUST_TICKS 0

/ * adjustment to the cycle timer time % /

# define CYCLE_ADJUST_TICKS 0

/ * adjustment to the begin of packet tx * /
# define WAIT_TX_ADJUST_TICKS 0

/ X KX K X X K X K K K K X K F X K X K K H K K K K N K K K K K K X X X X X X X ¥
Section: Type Definitions
¥ K K K K K X K K K KX K KX K K H K KKK KK KKK KKK KK K K KX KK X X /

/ * 68360 communications processor register definitions * /

typedef struct / ¥ CP Command Register 16 bit * /
{

unsigned reset : 1; /* reset CPM * /

unsigned : 3; /% unused */

unsigned opcode : 4; / * opcode for command * /

unsigned chnum : 4; /% channel number selects which port
SPI,SCC etc * /

unsigned : 35 /% unused x*/

unsigned flag : 1; / * flag,command executes when set,

60



} CPCommandReg;

typedef struct

{

unsigned . 1
unsigned frz : 2;
unsigned . 25

unsigned sism : 3;
unsigned : 1
unsigned said : 3;
unsigned s 23
unsigned inte ; 1;

unsigned intb ; 1;

} SDMAConfigReg;

typedef struct

{

cp clears when done * /

/ % Serial DMA Config Register 16 bit * /

/ * unused * /
/ % freeze %/
/ * unused * /
/ * SDMA interrupt service mask * /
/ % unused * /
/ % SDMA arbitration ID % /
/ % unused %/
/ * interrupt error * /

/ % interrupt break point * /

/ * CPM interrupt configuration register 32 bit % /

unsigned : 8; /% unused */

unsigned scdp : 2; / * scc port for priority slot d * /
unsigned scep : 23 / * scc port for priority slot ¢ * /
unsigned scbp : 2; / % scc port for priority slot b % /
unsigned scap : 23 / * scc port for priority slot a % /
unsigned irl : 3; / * interrupt request level % /

unsigned hpi : 5; /* highest priority interrupt * /
unsigned vba . 3; /* vector base address number offset * /
unsigned . 4; /% reserved */

unsigned sps : l; / * spread priority scheme * /

} ClConfigReg;

/ * CPM interrupt source 32 bit,same type for CIPR CIMR CISR x /
typedef struct

{ / * names correspond to sources * /

unsigned pcO : 1; / * bit 31 %/

unsigned sccl 1

unsigned scc2 1

unsigned scc3  : 1;
1

unsigned sccd

unsigned pcl s 1;

unsigned timerl : 1;

unsigned pc2 . 1 /% bit24 %/
unsigned pc3 : 13 / % bit 23 %/
unsigned sdma : 1;
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unsigned idmal ; 1;
unsigned idma2 ; 1;
unsigned . 1; / % unused * /

unsigned timer2 ; 1;

unsigned rtt : 1

unsigned 1; / % bit 16 unused * /
unsigned pc4 . 1 / % bit 15 %/
unsigned pcb 1;

unsigned 1; / * unused * /
unsigned timer3 : 1;

unsigned pc6 : 13

unsigned pc? : 13

unsigned pc8 : 13

unsigned : 1 / * bit 8 uﬁused */
unsigned timer4 : 1; /% bit7 %/
unsigned pc9 : 1

unsigned spi . 1 /% bit5 x/

unsigned smcl

1
unsigned smc2  : 1; / % also pip */
unsigned pcl0 1
unsigned pcll 1
unsigned . 1; / % bit 0 unused * /

} CISourceReg;

/ % serial interface clock route register 32 bit * /

typedef struct

{

unsigned gr4 1; / % grant support for sccd * /
unsigned sc4 1; / % connection for sccd x / 7
unsigned rédcs 3; / * receive clock source for scc4 * /
unsigned t4cs 3; / * transmit clock source for sccd * /
unsigned gr3 1; / * grant support for scc3 * /
unsigned sc3 1; / % connection for scc3 * /

unsigned r3cs 3; / * receive clock source for sce3 * /
unsigned t3cs 3; / % transmit clock source for sce3 * /
unsigned gr2  : 1; / * grant support for scc2 * /
unsigned sc2 1; / * connection for scc2 * /

unsigned r2cs 3; / * receive clock source for scc2 * /
unsigned t2cs 3; / % transmit clock source for scc2 % /
unsigned grl 1; / % grant support for sccl * /
unsigned scl 1; / * connection for scel * /

unsigned rlcs 3; / % receive clock source for sccl * /
unsigned tlcs 3; / % transmit clock source for sccl * /
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} SIClockRouteReg;

typedef struct / % SPI command register 8 bit x /
{
unsigned str ; 1; / % start transmit and receive * /
unsigned res ; 7; / * reserved write with zeros x* /

} SPICommandReg;

typedef struct / * SPI mode register 16 bit * /
{
unsigned : 1 / * unused * /
unsigned loop : 1; / * local loop back * /
unsigned ci . 1; / % clock invert x /
unsigned cp s 1 / * clock phase * /
unsigned divl6 : 1; / % divide brgclk by 16 for spiclk * /
unsigned rev = : 1; / % reverse data from big endian to

little endian * /

unsigned ms : 1 / * master slave * /

unsigned en : 1 / * enable SPI % /

unsigned len  : 4; / * number of bits per char = len + 1 * /
unsigned pms  : 4; / * prescale modulus select,divide

down clock * /

} SPIModeReg;

typedef struct / * SPI event and mask registers 8 bit * /

{
unsigned : 2; /% unused %/
unsigned mme ; 1; /% multi-master error * /
unsigned txe : 1; /% transmit error * /
unsigned ; /% unused %/

1
unsigned bsy : 1; / * busy error * /
unsigned txb ; 1; /% transmit buffer complete * /
1

; / * receive buffer complete * /

unsigned rxb
} SPIEventMaskReg;

typedef struct / ¥ SPI Parameter RAM 40 bytes x /

{
uintl6 rbase; / * base address of receive BD's,set by user * /
uintl6 tbase; / * base address of transmit BD's,set by user * /
uint8 rfcr; / * receive function code,set by user x/
uint8 tfcr; /% transmit function code,set by user %/
uintl6 mrblr; / * maximum receive buffer length register,

set by user x/
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uint32 rstate; / * rx internal state

uint32 ridp;
uint16 rbptr;
uintl6 ribc;

uint32 rtemp;

uint32 tstate; / * tx internal state

uint32 tidp;
uintl6 tbptr;
uintl6 tibc;
uint32 ttemp;
} SPIParamRam;

typedef struct

x/

/ * rx internal data ptr * /

/ * rx BD ptr %/

/ * rx internal byte count * /

/% rx temp */

*/

/ * tx internal data ptr x /

/ * tx BD ptr =/

/ % tx internal byte count * /

/ * tx temp */

/ * Receive Buffer Descriptor 8 bytes * /

{

unsigned e : 1; /* empty buffer ready to receive x /
unsigned : 13 /% unused */

unsigned w : 1; /% wrap final bd so wrap to top */
unsignedi : 1; /% interrupt,set rxb bit in spie register

when filled * /
unsigned 1 : 1; /* last,if slave then buffer has last bit * /
unsigned : 1; /% unused %/
unsigned cm : 1; /% continuous mode buffer can be overwritten
e always 1 %/
unsigned : 735 /% unused %/
unsigned ov : 1; / * receiver overrun only when slave * /
unsigned me : 1; /% multiple master error * /
uintl6  datal.en; /% data length = number of bytes written
into buffer * /

SPMRxFrame * dataPtr; /* ptr to buffer of data * /

} RBufferDesc;

typedef struct

{

/ % Transmit Buffer Descriptor 8 bytes * /
unsigned r : 1; / % ready to transmit buffer %/
unsigned : 13 / % unused */
unsigned w : 1; / * wrap final bd so wrap to top * /
unsigned i . 1; / % interrupt,set txb bit in spie register
when sent * /
unsigned I : 1; / * last,if slave then buffer has last bit % /
unsigned : 15 / * unused */
unsigned cm ; 1; / * continuous mode buffer can be re-sent

r always 1 =/
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unsigned . 7; /% unused * /

unsigned un : 1; / * transmit underrun only when slave * /

unsigned me : 1; / * multiple master error * /

uintl6 datalen; / * data length = number of bytes to send

from this buffer * /

SPMTxFrame * dataPtr; /% ptr to buffer of data =/
} TBufferDesc;

/ * scc structs * /

typedef struct

{

unsigned 15;
unsigned gde : 1;
unsigned tere : 2;
unsigned revd : 1;
unsigned trx : 1;
unsigned ttx : 1;
unsigned cdp : 1;
unsigned ctsp : 1;
unsigned cds  : 1;
unsigned ctss : 1;
unsigned tfl 1;
unsigned rfw : 1;
unsigned txsy : 1;
unsigned synl : 2;
unsigned rtsm ; 1;
unsigned rsyn : 1;

} GSMRegHigh;

typedef struct

{
unsigned : 1
unsigned edge : 2;
unsigned tci 1;
unsigned tsnc ; 2;
unsigned rinv ; 1;
unsigned tinv ; 1;
unsigned tpl 33
unsigned tpp : 2;
unsigned tend : 1;
unsigned tder : 2;

/ * general scc mode register high 32 bit % /

/ * unused x /

/ % glitch detect enable * /
/ * transparent crc * /

/ * reverse data * /

/ * transparent receiver % /
/ * transparent transmitter * /
/ * cd pulse */

/ * cts pulse */

/ * cd sampling * /
/ * cts sampling * /
/ * transmit fifo length * /
/-* receive fifl width * /

/ * transmitter synchronized to receiver * /

/ % sync length */
/ % rts mode * /

/ * receive sync timing * /

/ % general scc mode register low 32 bit * /

/ % unused * /
/ * DPLL clock edge %/
/ % transmit clock invert * /
/ * transmit sense bits * /
/ * dpll receive invert data * /
/ * dpll transmit invert data * /
/ % transmit preamble length * /
/ % transmit preamble pattern * /

/ % transmit frame ending * /

/ * transmit divide clock rate * /
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unsigned rder : 2; / % receive dpll clock rate * /
unsigned renc : 3; / % receiver decoding method x /
unsigned tenc : 3; / * transmitter encoding method * /
unsigned diag : 2; / * diagnostic mode * /
unsigned enr : 1; / * enable receive * /
unsigned ent : 1; / % enable transmit * /
unsigned mode ; 4; / * channel protocol mode * /

} GSMRegLow;

typedef struct / * SCC event/mask register 16 bit * /

{
unsigned : 33 / % unused * /
unsigned glr : 1; / * glitch on receive * /
unsigned glt : 1; / * glitch on tranmit % /
unsigned dcc : 1; / * dpll carrier sense changed * /
unsigned : 23 / * unused * /
unsigned gra : 1; / % graceful stop complete * /
unsigned : 23 / * unused * /

" unsigned txe : 1; / % transmit error * /

unsigned rch : 1; / % receive character or long word * /
unsigned bsy : 1; / * busy condition * /
unsigned tx : 1; / * buffer transmitted * /

unsigned rx : 1; / * buffer received * /
} SCCEventMaskReg;

typedef struct / * scc status register 8 bit * /
{

unsigned : 65 /% unused x/

unsigned cs : 1; /% carrier sense * /

unsigned : 1; /% unused %/

} SCCStatusReg;

typedef struct /% SCC Parameter RAM Transparent mode 56 bytes * /
{
uint16 rbase; / * base address of receive BD's,set by user * /
uintl6 tbase; / * base address of transmit BD's,set by user * /
uint8 rfcr; /* receive function code,set by user * /
uint8 tfer; /% transmit function code,set by user %/
uintl6 mrblr; / * maximum receive buffer length register,
set by user %/
uint32 rstate; / * rx internal state * /
uint32 ridp; / * rx internal data ptr * /
uintl6 rbptr; /* rx BD ptr * /
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uintl6 ribc; / * rx internal byte count * /

uint32 rtemp; /* rx temp % /

uint32 tstate; / * tx internal state * /

uint32 tidp; / * tx internal data ptr x /

uintl6 tbptr; /% tx BD ptr %/

uintl6 tibc; /% tx internal byte count * /

uint32 ttemp; /% tx temp */

uint32 rcre; /% temp receive crc * /

uint32 terc; / * temp transmit crc % /

uint32 crcp; /% crc preset for transparent mode * /

uint32 crcc; /% crc constant for transparent mode * /

} SCCParamRam;

typedef struct / * SCC Receive Buffer Descriptor 8 bytes = /

{

unsigned e : 1; / * empty buffer ready to receive * /

unsigned : 1; /% unused %/

unsigned w : 1; / * wrap final bd so wrap to top * /

unsigned i : 1; / % interrupt,set rxb bit in scce register
when filled * /

unsigned 1 : 1; / * this buffer last in frame x* /

unsigned f : 1; / * first in frame * /

unsigned cm ; 1; / * continuous mode buffer can be overwritten
e always 1 =/

unsigned : 13 /% unused x/

unsigned de : 1; / * dpll error x /

unsigned : 23 /% unused %/

unsigned no : 1; / * non octet error * /

unsigned : 1; /% unused */

unsigned cr : 1; / % crc error * /

unsigned ov ; 1; / * receiver overrun % /

unsigned cd : 13 / * carrier detect lost * /

uintl6  datalen; / * data length = number of bytes written
into buffer * /

Byte % dataPtr; / * ptr to buffer of data * /

} SCCReceiveBD;

typedef struct /% SCC Transmit Buffer Descriptor 8 bytes * /

{

unsigned r : 1; / * ready to transmit buffer * /
unsigned . 13 /% unused */

unsigned w : 1; / * wrap final bd so wrap to top */
unsigned i : 1; / * interrupt,set txb bit in scce register
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when sent * /
unsigned 1 : 1; / * last byte in frame in this buffer * /
unsigned tc : 1; / * transmit crc * /
unsigned cm : 1; / * continuous mode buffer can be re-sent r always 1 * /
unsigned : 73 /* unused %/
unsigned un : 1; /% transmit underrun * /
unsigned ct : 1; / * cts lost during frame transmission * /
uintl6  datalen; / * data length = number of bytes to send
from this buffer * /
Byte  * dataPtr; / * ptr to buffer of data %/
} SCCTransmitBD;

typedef struct /% BRGC baud rate generator config register 32 bit * /

{

unsigned : 14; / * unused */

unsigned rst  : 1; / * reset brg */

unsigned en 1; / #* enable brg count x*/

unsigned extc : 2; / * enable external clock source * /
unsigned atb 1; / % autobaud * /

unsigned cd : 123 / * clock divider * /

unsigned divl6 ; 1; /% div 16 clock */
} BRGConfigReg;

typedef struct / % port a direction register 16 bit * /

{

unsigned drl5 / * pin direction 0 = input 1 = output * /

..

unsigned drl4 .

-,

unsigned drl3
unsigned drl2 .

unsigned drll .

we

unsigned drl0 .

we

unsigned dr9

-

unsigned dr8
unsigned dr7

unsigned dr6

-

unsigned dr5

unsigned dr4

-

unsigned dr3

.o

unsigned dr2

-,

unsigned drl

-

o e e e e e e e e e e
-

unsigned dr0
} PADirectionReg;
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typedef struct

{

} PAPinAssignmentReg;

unsigned dd15 .
unsigned dd14 .
unsigned dd13 .
unsigned dd12 .
unsigned dd11 .
unsigned dd10 .

unsigned dd9
unsigned dd8
unsigned dd7
unsigned ddé
unsigned dd5
unsigned dd4
unsigned dd3
unsigned dd2
unsigned dd1
unsigned ddo

typedef struct

{

unsigned

unsigned od7
unsigned od6
unsigned od5
unsigned od4
unsigned od3
unsigned

unsigned od1

unsigned

e e -e

-

- e ..

i o T oui et o sl

-e

} PAOpenDrainReg;

typedef struct

{

unsigned d15
unsigned d14 .
unsigned d13 :
unsigned d12
unsigned d11
unsigned d10 .
unsigned d9

unsigned d8

1
1
1
s 13
1
1
1
1

H
.
H

’

’

s

’

b

/ * port a pin assignment register 16 bit % /

/ % 0 = general purpose io * /

/ % port a open drain register 16 bit * /

/ * unused * /

/% 0 = active drive 1 = open drain * /

/ % unused % /

/ * unused * /

/ % port a data register 16 bit % /

/ * value of pin */
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unsigned d7 . 1;
unsigned d6 : 1;
unsigned d5 : 1;
unsigned d4 : 1;
unsigned d3  : 1;
unsigned d2 : 1;
unsigned d1  ; 1;
unsigned d0  : 1;
} PADataReg;
typedef struct ~/ » PBDIR port b direction register 32 bit x /
{
unsigned . 14; / * unused * /
unsigned drl7 . 1; / * pin with given # x*/
unsigned drl6 . 1; / * pin with same # */
unsigned drl5 . 1; / % pin with same # %/
unsigned drl4 : 1; / * pin with same # =/
unsigned dr13 : 1; / * pin with same # */
unsigned dri2 ; 1; / * pin with same # */
unsigned drll : 1; / * pin with same # =/
unsigned dr10 : 1; / * pin with same # */
unsigned dr9 1; / * pin with same # x/
unsigned dr8 ; 1; / * pin with same # x/
unsigned dr7 1; / * pin with same # * /
unsigned dr6 1; / % pin with same # */
unsigned dr5 1 / % pin with same # x/
unsigned dr4 1; / * pin with same # */
unsigned dr3 1; / * pin with same # x /
unsigned dr2 1; / % pin with same # x /
unsigned drl 1; / * pin with same # x/
unsigned dr0 1; / * pin with same # x/

} PBDirectionReg;

typedef struct /* PBPAR port b pin assignment register 32 bit * /
{
unsigned © 14, / % unused * /
unsigned dd17 .
unsigned dd16
unsigned dd15 .

13 / * pin with given # * /
1
1
unsigned dd14 : 1; / * pin with same # */
1
1
1

; / * pin with same # x/

; / * pin with same # * /

unsigned dd13

unsigned dd12 .

unsigned dd11 .
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unsigned dd10 .

unsigned dd9
unsigned dd8
unsigned dd7
unsigned dd6
unsigned dd5
unsigned dd4
unsigned dd3
unsigned dd2
unsigned dd1
unsigned dd0

1; / % pin with same # x /
1; / % pin with same # * /
1; / * pin with same # x /
1 / * pin with same # * /
1 / * pin with same £ * /
: 15 / * pin with same # =/
1; / * pin with same # %/
1 / * pin with same # * /
1; / * pin with same # */
: 1 / * pin with same # * /
: 1 / * pin with same # */

} PBPinAssignmentReg;

typedef struct

{

unsigned od15
unsigned od14
unsigned od13
unsigned od12
unsigned od11
unsigned od10
unsigned od9
unsigned od8
unsigned od7
unsigned od6
unsigned od5
unsigned od4
unsigned od3
unsigned od2
unsigned odl

unsigned od0

} PBOpenDrainReg;

{

typedef struct

unsigned

unsigned d17
unsigned d16 .
unsigned d15 .
unsigned d14 .
unsigned d13 ;
unsigned d12 .
unsigned d11 .

/ * PBODR port b open drain register 16 bit * /

: 1; / * pin with same # %/
: 1 / % pin with same # x /
: 15 / % pin with same # * /
: 1 / % pin with same # * /
: 1 / % pin with same # x /
: 1 / * pin with same # * /
: 1 / % pin with same # * /
: 1 / * pin with same # * /
s 1s / * pin with same # */
: 1 / % pin with same # x /
: 1 / * pin with same # x/
: 1 / % pin with same # * /
s 13 / * pin with same # * /
: 1 / % pin with same # * /
: 1 / % pin with same # x /
: 1 / * pin with same & x /
/ * PBDAT port b data register 32 bit * /
: 145 / * unused * /
1; / * pin with given # x/
13 / * pin with same # =/
1; / * pin with same # * /
1; / * pin with same # =/
1; / * pin with same # * /
1; / * pin with same £ x/
13 / % pin with same # x/
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unsigned d10 ; 1; / * pin with same # */
unsigned d9 1; / * pin with same # =/
unsigned d8 1; / % pin with same # */
unsigned d7 1; /‘* pin with same # %/
unsigned d6 1; / * pin with same # */
unsigned d5 : 1; / * pin with same # * /
unsigned d4 1; / * pin with same # =/
unsigned d3 1; / % pin with same # =/
unsigned d2 1; / * pin with same # =/
unsigned dl 1; / * pin with same # * /
unsigned d0 1; / * pin with same # x/

} PBDataReg;

typedef struct / % port c direction register 16 bit * /

{
unsigned : 45 /% unused */

unsigned drll ;: 1; /% pin direction 0 = input 1 = output * /
unsigned drl0 .
unsigned dr9
unsigned dr8
unsigned dr7

unsigned dr6

1
1
1
1
1
1
unsigned dr5 ; 1;
unsigned dr4 1
unsigned dr3 1
unsigned dr2 1
unsigned drl 1
unsigned dr0 ;1
} PCDirectionReg;

typedef struct / * port ¢ pin assignment register 16 bit % /
{
unsigned : 43 /% unused %/
unsigned dd11 .
unsigned dd10 .

; /% 0 = general purpose io * /

unsigned dd9
unsigned dd8

1

1

1

1
unsigned dd7 : 1;

unsigned dd6 1

unsigned dd5 1

unsigned dd4 1

unsigned dd3 1

1

unsigned dd2
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unsigned dd1 : 1;
unsigned dd0 : 1;
} PCPinAssignmentReg;

typedef struct

{

unsigned
unsigned d11 :
unsigned d10 :
unsigned d9
unsigned d8
unsigned d7

4

1

1

1

1

1
unsigned d6 . 1;
unsigned d5 1
unsigned d4 1
unsigned d3 1
unsigned d2 1
unsigned d1 1
1

unsigned d0

} PCDataReg;

typedef struct

{

unsigned
unsigned edml1l .
unsigned edml10 ;
unsigned edm9
unsigned edm8
unsigned edm?7
unsigned edm6
unsigned edm5
unsigned edm4
unsigned edm3
unsigned edm2
unsigned edml

unsigned edmO0

} PClnterruptReg;

typedef struct

{

4
1
1
1
1
: 1
1
1
1
1
1
1

:13

H
H
:
H

’

s

’

b

’

’

’

b

unsigned : 45

unsigned cdd : 1;

unsigned cts4 : 1;

’

/ * port c data register 16 bit * /

/ % unused * /

/ * value of pin */

/ % port c interrupt control register 16 bit * /

/ % unused * /

/ * edge detect mode for line * /

/ % port ¢ special options register 16 bit * /

/ * unused * /
/ % Carrier detect * /

/ % clear to send * /
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} PCSpecialOptionsReg;

unsigned cd3
unsigned cts3
unsigned cd2
unsigned cts2
unsigned cdl
unsigned ctsl

unsigned

:1;

:1;

:1;

: 1

: 1

:1;

: 4

/ % Carrier detect * /

/ * clear to send * /

/ % Carrier detect * /

/ % clear to send * /

/ * Carrier detect * /

/ * clear to send * /

/ * unused * /

/ * Timer related TypeDefs * /

typedef struct

{

} TimerGenConfigReg;

unsigned cas4 :
unsigned frz4 .
unsigned stp4 :

unsigned rst4 .

unsigned gm2

unsigned frz3 :
unsigned stp3 :
unsigned rst3
unsigned cas2
unsigned frz2 :
unsigned stp2

unsigned rst2 .

unsigned gml

unsigned frzl .
unsigned stpl :

unsigned rstl .

typedef struct

{

} TimerModeReg;

unsigned ps
unsigned ce
unsigned om
unsigned ori

unsigned frr

unsigned iclk ;

unsigned ge

typedef struct
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/ * timer general config register

/ *

:8;
:2;

:1;

:1;
:1;

2;
:1;

/ % timer event register 16 bit * /

/ % cascade timer 4 * /

/ * freeze timer 4 * /

/.* stop timer 4 * /

/ % reset timer 4 x* /

/ * gate mode pin 2 * /

/ * freeze timer 3 * /

/ * stop timer 3 * /

/ * reset timer 3 * /

/ % cascade timer 2 * /

/ % freeze timer 2 % /

/ * stop timer

2 %/

/ % reset timer 2 * /

/ ¥ gate mode pin 1 * /

/ % freeze timer 1 %/

/ * stop timer 1 * /

/ * reset timer 1 x* /

/ * prescaler %/

/ * capture edge * /

/ * output mode * /

16 bit * /

timer mode register 16 bit * /

/ * output ref interrupt enable * /

/ % free run/restart x* /

/ * input clock source * /

/ * gate enable * /



unsigned : 145 /* unused */
unsigned ref ; 1; / % output reference event * /
unsigned cap : 1; / * input capture event % /

} TimerEventReg;

/ % structure used for byte by byte crc checking on receive * /

typedef struct

{
uintl6 poly;
uintl6 crc;
uint8 crcBit;
uint8 dataBit;
uint8 dataByte;

} CRCParam;

/ % structures used for debugging purposes * /

typedef struct / * contains record of SPM frame * /

{
SPMState state; / * state when received status byte x* /
SPMRxFrame rf; /% RX frame % /
SPMTxFrame tf; /% TX frames * /

uint32 duration; / * time to run isr * /

uint32 start; / % start time of isr * /

uintlé rb; / % index to receive buffer * /

uintl6 th; / * index to transmit bufer * /
} Record;

typedef struct / * contains history of frame records * /

{

int index; / * current record wraps around when full * /
Record recordsf NUM_HIST]; / * array of records * /
} History;
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/****************************************

Section: Local Globals

****************************************/

/ * pointers to SPI registers all are constant pointers to volatiles

volatile is needed to insure mem access occurs at each reference * /
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static volatile CPCommandReg * const crPtrGbl =
(volatile CPCommandReg * ) CR;

static volatile SDMAConfigReg * const sderPtrGbl =
(volatile SDMAConfigReg * ) SDCR;

static volatile CIConfigReg % const cicrPtrGbl =
(volatile CIConfigReg * ) CICR;

static volatile CISourceReg * const ciprPtrGbl =
(volatile CISourceReg * ) CIPR;

static volatile CISourceReg * const cimrPtrGbl =
(volatile CISourceReg * ) CIMR;

static volatile CISourceReg * const cisrPtrGbl =
(volatile CISourceReg * ) CISR;

static volatile SIClockRouteReg * const sicrPtrGbl =
(volatile SIClockRouteReg * ) SICR;

static volatile SPIModeReg * const spmodePtrGbl =
(volatile SPIModeReg * ) SPMODE;

static volatile SPIEventMaskReg * const spiePtrGbl =
(volatile SPIEventMaskReg * ) SPIE;

static volatile SPIEventMaskReg * const spimPtrGbl =
(volatile SPIEventMaskReg * ) SPIM;

static volatile SPICommandReg % const spcomPtrGbl =
(volatile SPICommandReg * ) SPCOM;

static volatile SPIParamRam % const spiParamPtrGbl =
(volatile SPIParamRam % ) SPIB;

static volatile RBufferDesc  * const rbdPtrGbl =
(volatile RBufferDesc * ) RBD_BASE;

static volatile TBufferDesc * const tbdPtrGbl =
(volatile TBufferDesc * ) TBD_BASE;

/ % SCC2 registers * /

static volatile GSMRegLow % const gsmrl2PtrGbl =
(volatile GSMRegLow * ) GSMRL2;

static volatile GSMRegHigh * const gsmrh2PtrGbl =
(volatile GSMRegHigh * ) GSMRH2;

static volatile uintl6 * const dsr2PtrGbl =
(volatile uintl6 * ) DSR2;
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static volatile uintl6 * const todr2PtrGbl =
(volatile uintl6 * ) TODR2;

static volatile SCCEventMaskReg * const scce2PtrGbl =
(volatile SCCEventMaskReg * ) SCCE2;

static volatile SCCEventMaskReg * const sccm2PtrGbl =
(volatile SCCEventMaskReg * ) SCCM2;

static volatile SCCStatusReg % const sccs2PtrGbl =
(volatile SCCStatusReg * ) SCCS2;

static volatile BRGConfigReg % const brgc2PtrGbl =
(volatile BRGConfigReg * ) BRGC2;

static volatile SCCParamRam % const scc2ParamPtrGbl =
(volatile SCCParamRam x ) SCC2B;

static volatile SCCReceiveBD  * const scc2rbdPtrGbl =
(volatile SCCReceiveBD % ) RBD_BASE_SCC2;

static volatile SCCTransmitBD % const scc2tbdPtrGbl =
(volatile SCCTransmitBD * ) TBD_BASE_SCCZ2;

/ % allocate storage for scc transmit and receive buffers,

init to zeros * /
static volatile Byte scc2rBuf GbILNUM_BD_SCC2][MAX_BL_SCC2] = {0};
static volatile Byte scc2tBufGbI[ NUM_BD_SCC2][MAX_BL_SCC2] = {0};

/ * Port A registers x* /

static volatile PADirectionReg * const padirPtrGbl =
(volatile PADirectionReg * ) PADIR;

static volatile PAPinAssignmentReg % const paparPtrGbl =
(volatile PAPinAssignmentReg * ) PAPAR;

static volatile PAOpenDrainReg * const paodrPtrGbl =
(volatile PAOpenDrainReg * ) PAODR;

static volatile PADataReg * const padatPtrGbl =
(volatile PADataReg * ) PADAT;

/ * Port B registers * /

static volatile PBDirectionReg  * const pbdirPtrGbl =
(volatile PBDirectionReg * ) PBDIR;

static volatile PBPinAssignmentReg # const pbparPtrGbl =
(volatile PBPinAssignmentReg * ) PBPAR;

static volatile PBOpenDrainReg % const pbodrPtrGbl =
(volatile PBOpenDrainReg * ) PBODR;

static volatile PBDataReg % const pbdatPtrGbl =
(volatile PBDataReg * ) PBDAT;

/ * Port C registers * /
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static volatile PCDirectionReg * const pedirPtrGbl =
(volatile PCDirectionReg * ) PCDIR;

static volatile PCPinAssignmentReg % const pcparPtrGbl =
(volatile PCPinAssignmentReg * ) PCPAR;

static volatile PCDataReg % const pedatPtrGbl =
(volatile PCDataReg * ) PCDAT;

static volatile PCSpecialOptionsReg * const pcsoPtrGbl =
(volatile PCSpecialOptionsReg * ) PCSO;

static volatile PClInterruptReg * const pcintPtrGbl =
(volatile PClnterruptReg * ) PCINT;

/ * const ptr to ptr to function returning void with void params * /
static volatile void ( * * const spivPtrGbl) (void) =

(volatile void (% % )(void)) SPIV; / % ptr to vector * /
static volatile void ( * * const cerrvPtrGbl) (void) =

(volatile void ( * * )(void)) CERRV; / % ptr to vector * /
static volatile void ( * * const spurintvPtrGbl) (void) =

(volatile void (% % )(void)) SPURINTV; / % ptr to vector % /
static volatile void (% * const buserrvPtrGbl) (void) =

(volatile void (% % )(void)) BUSERRV; / * ptr to vector * /

/ * Timer 1—2 stuff * /
static volatile TimerGenConfigReg * const tgerPtrGbl =
(volatile TimerGenConfigReg * ) TGCR;

static volatile uint32 * const trr12PtrGbl =

(volatile uint32 % ) TRR1; / * cascaded 32 bit ref =/
static volatile uint32 % const ten12PtrGbl =

(volatile uint32 % ) TCN1; / x cascaded 32 bit timer * /

static volatile TimerModeReg * const tmr2PtrGbl =
(volatile TimerModeReg * ) TMR2;
static volatile uintl6 % const trr2PtrGbl =
(volatile uintl6 * ) TRR2;
static volatile uintl6 % const ter2PtrGbl =
(volatile uint16 %) TCR2;
static volatile uintl6 % const ten2PtrGbl =
(volatile uintl6 * ) TCN2;
static volatile TimerEventReg * const ter2PtrGbl =
(volatile TimerEventReg * ) TERZ2;

/****************************************

Section: Globals
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/ * parameters for SPMIsr execution history for debugging purposes * /

volatile MACParam macGbl; /% extern in physical. h % /

volatile SPMParam spmGbl; / * extern in physical. h * /

volatile CRCParam crcGbl;

volatile History hBufGbl = {0}; / * Initialize to zero * /

/ * exception count for debugging puposes. Incremented in exception
service routines for bus error and spurious interrupt * /

volatile uint32 exceptions = 0;

/ * Timer for PHYIO */
MsTimer phylOTimer;

/ * Special Purpose Mode Init * /
static intl6  SPMlInit(void) ;

/ * Special Purpose Mode Int. Service Routine * /
static void SPMIsr(void) ;

/ * CPM int error Int. Service Routive * /
static void CErrlsr(void) ;

/ * Spurious interrupt error ISR * /

static void Spurlntlsr(void) ;

/ * bus error ISR * /

static void BusErrIsr(void) ;

/ % Initialize MAC hardware timer * /
static uint32 * MACTimerlInit(void) ;

/ * delay function waits for delay ticks * /

static Boolean DelayTicks(uint32 delay) ;

/ x uses MACTimer hardware timer * /
static void UpdateElapsed Timer(TimerData32 * t);
static void StartElapsedTimer(TimerData32 * t);

/ % increments backlog * /
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static void IncrementBacklog(uint8 deltaBacklog) ;
/ * decrement backlog * /
static void DecrementBacklog(uint8 deltaBacklog) ;

/ % # define SPM_TEST x / / * To include a main to test SPM only * /
/ * # define SPM_HISTORY */ /% To debug without break points x* /

/*******************************'*********
Function: main

Returns;

Reference:

Purpose:  To test mac layer only

Comments;:

*********—)@******************************/

# ifdef SPM_TEST
void main()

{

long count = 03

PHYInitSPMOQ) ;

macGbl. tl = 8; /* 5 byte packet %/
macGbl. tc = 0;
macGbl. tPkt[0] = 1
macGbl. tPkt[1] = 2
macGbl. tPkt[2] = 3
macGhbl. tPkt[3] = 4;
macGbl. tPkt[4] = 5;
6
7
8

’
H

H

’

macGbl. tPkt[5] =
macGbl. tPkt[6] =
macGbl. tPkt[7] =
macGbl. tpr = TRUE;

’

3

count = 0;
while (macGbl. tpr | = FALSE )
{
count-+ -+ ;
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count = 0;
while (spmGbl. mode ! = STOP )
{
count+ -+ ;
}

return;

# endif

/******-)(-**************************%******

Function: PHYInitSPM

Returns:
Reference;
Purpose:  Set up special purpose mode
SPMInit() initializes all the 68360 registers
MACTimerlInit() starts up a 32 bit hardware timer (25Mhz)
PHYEnableSPMIsr() configures the Interrupt Service Routine
Comments:

****************************************/
void PHYInitSPM (void)

{
intl6 initOK = 0;

exceptions = 0; / * for debugging * /

initOK = SPMInit();

/ * initialize and start MAC hardware timer x* /
spmGhbl. clock = MACTimerlnit();

/ % reconfigure SPI SPMODE % /
/ * spmodePtrGbl -—>loop = 1; %/ /% local loop back for test % /

hBufGbl. index = 0; / * start history at 0 * /

/ * updates communications parameters
brings out of reset and starts frame exchange
and loads config regs
81



GB/Z 20177.1—2006

%/
PHYEnableSPMIsr();

return;

/****************************************

Function; SPMlInit

Returns: 1 if ok,0 if error.

Reference:
Purpose: set up special purpose mode
Basic approach: Use SPI to tx and rx frames from xcvr.
The spi bit clock is wired externally to clk3 input
This is used to clock the scc2 port that generates
the frame clock.
Comments:

****************************************/
static int16 SPMInit()

intl6 i; / * for loop counter * /
SDMAConfigReg sderTemp; / * scratch to set up sder * /
CPCommandReg crTemp; / * scratch to set up cr * /
SCCReceiveBD srbdTemp; / * scratch %/

SCCTransmitBD stbdTemp; / * scratch =/

SCCEventMaskReg scceTemp; / * scratch * /

ClIConfigReg cicrTemp; / % scratch to set up cicr * /
SPIEventMaskReg spiemTemp; / % scratch to set up spie or spim * /
SPIModeReg spmodeTemp; / * scratch to set up spmode * /

/ * initialize registers and vectors * /

/ % initialize SDMA Config Register * /

sderTemp. frz = 0; / * ignore freeze * /

sderTemp. sism = 73 / * level 7 interrupt mask * /
sderTemp. said = 4; / % level 4 bus arbitration priority * /
sderTemp. inte = 0; / % no error interrupts * /

sderTemp. intb = 0; / * no break interrupts * /

% sderPtrGbl = sderTemp; / * write out sder * /

/ * set sicr %/

sicrPtrGbl —>sc2 = 0; / * scc2 in nmsi mode * /

sicrPtrGbl —>>r2cs = 6; /% receive clock from clk3 * /
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sicrPtrGbl —>>1t2cs = 6; / * transmit clock from clk3 * /

[ OK K K K K K K X K K K K K K K K K K K K X K K K K X X K X K K X X X % X % % %/
/ * initialize SCC2 Port for frame clock % /

[ R K K K K K X K K K K K KX K K K K K K X XX K K KK KK K KKK KKK XK KK X
/ * initialize RBASE and TBASE in SCC2 Param RAM =« /

scc2ParamPtrGbl ->>rbase = (uint16) RBD_BASE_SCC2;

scc2ParamPtrGbl ->>tbase = (uintl6) TBD_BASE_SCC2;

/ % initialize other parts of SCC2 parameter ram using CP command * /

chemp. reset =0; / * no cpm reset * /

crTemp. chnum = SCC2_CH_NUM; / * SCC2 Channel */
crTemp. opcode = INIT_TRP_OPCODE; / * init param ram x /
crTemp. flag = 1; / * start command * /

* crPtrGbl = crTemp; / * write to command register * /

# ifndef SIMULATION
/ * wait for command to finish * /
while ( cxPtrGbl —>flag == 1)
{
s / * Do nothing %/
}
# endif

/ * initialize function codes for param ram and buffer length
for scc2 * /

/ * endian and function code * /

scc2ParamPtrGbl —>rfer = (uint8) FCR_INIT;

/ % endian and function code * /

scc2ParamPtrGbl —>tfcr = (uint8) FCR_INIT;

/% max receive buffer length * /

scc2ParamPtrGbl ->mrblr = (uintl6) 2;

/ * initialize scc receive buffer descriptors * /

srbdTemp. e = 1; / % 1 = buffer ready to receive x* /
srtbdTemp. w = 0; /% 0 = don’t wrap this bd * /
stbdTemp.i = 0; / * 0 = disable interrupts * /
srbdTemp. 1 = 03 /% 0 = not last */

srbdTemp. cm = 1; / % 1 = put in continuous mode * /
srbdTemp. de = 0; / * clear out dpll error x /

srbdTemp. no = 0; / % clear out non octet error * /
srtbdTemp. cr = 0; / * clear out crc error % /

srbdTemp. ov = 03 / * clear out receiver overrun error * /
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srtbdTemp. cd = 0; / * clear out carrier detect lost error * /
srbdTemp. datal.en = 0; / * superfluous set by cp */

/ * set to first buffer but change below * /

srbdTemp. dataPtr = &uscc2rBufGbIL0][0];

for (i = 0; i << NUM_BD_SCC2; i++) / * loop thru buf descriptors * /
{

scc2rbdPtrGbl[i] = srbdTemp; / * assign defaults from temp * /

/ * assign ptr to buffer * /

scc2rbdPtrGbl[i]. dataPtr = &escc2rBufGbl[i][0];

}
scc2rbdPtrGbIINUM_BD_SCC2 — 1].w = 1; / * wrap last rbd * /

/ * initialize scc transmit buffer descriptors * /

stbdTemp.r = 1; /% 1 = buffer ready to transmit % /
stbdTemp. w = 0; / * 0 = don't wrap this bd * /
stbdTemp.1 = 0; / * 0 = disable interrupts %/
stbdTemp. 1 = 0; / * 0 = not last */

stbdTemp. tc = 0; /* 0 = don't transmit crc * /

stbdTemp. cm = 1; / % 1 = put in continuous mode * /
stbdTemp. un = 0; / * clear out transmit underrunn error * /
stbdTemp. ct = 0; / % clear out cts lost error * /

stbdTemp. datal.en = 2; / % set to buffer length should be
2 bytes =/

/ * set to first buffer but change below x* /

stbdTemp. dataPtr = &.scc2tBufGbl[0][0];

for (i = 0; i << NUM_BD_SCC2; i+-+) /% loop thru buf descriptors * /
{

scc2tbdPtrGbl[i] = stbdTemp; / * assign defaults from temp * /

/ * assign ptr to buffer x /

scc2tbdPtrGbl[i]. dataPtr = escc2tBufGbl[i][0];

}
scc2tbdPtrGbIINUM_BD_SCC2 — 1].w = 1; / * wrap last tbd % /

/ * initialize port A and C for SCC2 Transparent mode operation * /
padirPtrGbl -=>dr2 = 0; /% RXD for scc2 =/
paparPtrGbl ->dd2 = 1; /% rxd connect internal * /

paodrPtrGbl ->>0d3 = 03 /% not open drain for txd * /
padirPtrGbl -—>dr3 = 0; /% TXD for scc2 x /

paparPtrGbl ->>dd3 = 1; /% txd connect internal =/
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padirPtrGbl —>dr10 = 0; /* clk3 sc2 =/

paparPtrGbl -=>>dd10 = 15 /% connect internal * /

/ % enable rts for scc2 % /

pedirPtrGbl ->drl = 0;

peparPtrGbl -—>ddl = 1;

/ * general purpose io so CD always asserted * /

pedirPtrGbl ~>dr7 = 1;

pcparPtrGbl —>>dd7 = 0;

pcsoPtrGbl —=>cd2 = 0;

/ % use cts2 to initiate transmission. configure as gen purpose
io so always asserted low * /

pedirPtrGbl —>dr6 = 1;

pcparPtrGbl ->dd6 = 0;

pcsoPtrGbl —>>cts2 = 0; / * configure as low always * /

/ * set gsmr %/

gsmrh2PtrGbl —>tcrc = 03 / % 16 bit ccitt crc * /
gsmrh2PtrGbl ->>revd = 1; / * 1= send msbit of each byte out first * /
gsmrh2PtrGbl ->trx = 1; /% receiver in transparent mode * /
gsmrh2PtrGbl ->>ttx = 1; / % transmitter in transparent mode * /
gsmrh2PtrGbl —>cdp = 1; /% cd pulse mode */
gsmrh2PtrGbl —>>ctsp = 1; / * cts pulse mode * /
gsmrh2PtrGbl ——>cds = 1; /% cd synchronous mode * /
gsmrh2PtrGbl —>>ctss = 1; / * cts synchronous mode * /
gsmrh2PtrGbl —>>synl = 0; / * receive sync on cd not on

sync pattern * /
gsmrh2PtrGbl ->tfl = 1; /% 1 byte fifo for lower transmit

latency =/

gsmrl2PtrGbl ->diag = 1; / * local loop back for test x /

/ % initialize transparent mode crc type * /
scc2ParamPtrGbl —>>crcp = 0x0000FFFFUL; /* 16 bit CCITT CRC x /
scc2ParamPtrGbl —~>crcc = 0x0000FOBSUL; /% 16 bit CCITT CRC */

/ * clear any previous scc2 interrupt events,write 1 to clear % /
scceTemp. glr = 1;
scceTemp. glt = 1;

scceTemp. dcc =

|

1
scceTemp. gra 1
scceTemp. txe = 1;

1

scceTemp. rch =
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scceTemp. bsy = 1;
scceTemp. tx = 1;
scceTemp. rx = 1;

* scce2PtrGbl = scceTemp; / * write it out to SCCE2 * /

/ * enable/disable interrupts write 1 to enable * /
scceTemp. glr = 0;
scceTemp. glt = 0;
scceTemp. dcc = 0;
scceTemp. gra = 0;
scceTemp. txe = 0;
scceTemp. rch = 0;
scceTemp. bsy = 0;
scceTemp. tx = 0;
scceTemp. rx = 0;

% sccm2PtrGbl = scceTemp; / * write it out to sccm2 * /

/ * clear any old scc2 interrupts from CISR * /

/ % clear by writing 1,spi interrupt in service * /

cisrPtrGbl —>>scc2 = 1;

/ % enable/disable system interrupt for spi in CIMR * /
cimrPtrGbl —>>scc2 = 03 / * enable by writing 1 * /

J% K K K K K K X K K K K K K K K K K K K K K R K K K K K K K K K K K K ¥ X X % %/
r
/ * SPI Port Initialization * /

JF KR K K K K K K K K K K K K K K K K K K K K K K K K X K X K X K X X X X % % %/

/ * initialize RBASE and TBASE in SPI Param RAM x /
/ % start of Receive BDs * /

spiParamPtrGbl ->>rbase = (uint16) RBD_BASE;

/ * start of transmit BDs * /

spiParamPtrGbl ->>tbase = (uint16) TBD_BASE;

/ * initialize other parts of SPI parameter ram using CP command * /
crTemp. reset =0; / * no cpm reset * /

crTemp. chnum = SPI_CH_NUM; / % SPI Channel x /

crTemp. opcode = INIT_TRP_OPCODE; / % init param ram * /
crTemp. flag = 1; / * start command * /

* crPtrGbl = crTemp; / * write to command register * /

#ifndef SIMULATION

/ * wait for command to finish * /
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while ( crPtrGbl —>flag == 1)
{

}
# endif

/ * initialize function codes for param ram and buffer length x /
/ * endian and function code * /

spiParamPtrGbl ~>rfcr = (uint8) FCR_INIT;

/ % endian and function code * /

spiParamPtrGbl ~>tfcr = (uint8) FCR_INIT;

/ * maximum buffer length * /

spiParamPtrGbl ~>mrblr = (uint16) MAX_BUF_LEN;

/ * initialize receive buffer descriptors * /

rbdPtrGbl —>e = 1; / * 1 = buffer ready to receive x /
rbdPtrGbl -—>w = 1; /% 1 = wrap this bd * /

rbdPtrGbl ->i = 1; / * 1 = enable interrupts of rxb * /
rbdPtrGbl ~—>cm = 1; / % 1 = continuous mode * /

rbdPtrGbl ->1 = 0; / % clear out * /

rbdPtrGbl ->ov = 0; / % clear out * /

rbdPtrGbl ->me = 0; / * clear out */

rbdPtrGbl ->>datal.en = 0; / * superfluous set by cp * /

rbdPtrGbl —>>dataPtr = &spmGbl. rf; / * assign ptr to buffer % /

/ % initialize transmit buffer descriptors * /

tbdPtrGbl -—=>r = 1; / * 1 = buffer ready to transmit * /

tbdPtrGbl ->w = 1; /¥ 1 = wrap this bd */

tbdPtrGbl ->>i = 0; / * 0 = don't enable interrupts of txb =/
tbdPtrGbl -—>cm = 1; / * 1 = continuous mode * /

tbdPtrGbl -=>1 = 1; /% 1 = last */

tbdPtrGbl -—>>un = 0; / * clear out * /

tbdPtrGbl —~>me = 0; / * clear out * /

tbdPtrGbl —>>datalLen = 2; / * set to buffer length should be 2bytes * /
tbdPtrGbl —>>dataPtr = & spmGbl. tf; / * assign ptr to buffer x/

/****************************************

Initialize Globals Structure for Channel Access Algorithm
and Special Purpose Mode

******-)é*********************************/

/ * initialize receive frame buffers just to prevent garbage

in case out of sync * /
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spmGbl.
spmGhbl.
spmGhbl.
spmGhbl.
sp'mel.
spmGhbl.
spmGhbl.
spmGblL
spmGbl.

rf. rxFlag = 0;
rf. rwAck = 0;
rf. txOn = 0;
rf. data = 0;

rf. setTxFlag = 03
rf. clrTxReqFlag = 0; / % dont clear %/

rf. rxDataValid = 0; /* no valid data this frame * /
rf. txDataCTS = 0; / * no clear to send * /

rf. setCollDet = 0;

/ * frame status not transmitting * /

/ * no collision detected * /
/ % not receiving * /
/ * not acknowledged * /
/ * not receiving * /

[* %/

/ % initialize receive frame buffers just to prevent garbage in case out of sync * /
spmGhbl. tf. txFlag = 0; / % frame status not transmitting * /

spmGbl. tf. txReqFlag = 0; /* don't req * /

spmGbl. tf. txDataValid = 0; / * no valid data this frame * /

spmGbl. tf. blank = 0; / * unused */
spmGbl. tf, txAddrRW = 0; / % write %/
spmGbl. tf, txAddr = 0; / * default address * /
spmGbl. tf. data = 0; J*x %/

/ % Initialize spm global parameters * /

spmGbl. mode = STOP; / * no errors yet %/

spmGbl. state = IDLE; / * state machine start state * /
macGbl. tpr = FALSE; / * packet not ready to transmit * /
macGhl. tc = 03 / * transmit byte count 0 * /
macGbl. tl = 0; / * last byteis 0 */

macGbl. rpr = FALSE; / * packet not yet received * /
macGbl. rc = 0; / * receive byte count 0 * /

macGhbl. rl = 03 / * last byteis 0 * /

spmGbl. crw = FALSE; / * don't write config register * /
spmGhbl. cra = 0; / * address zero nothing * /

spmGbl. crData = 0; / * empty data * /

spmGbl, srr = FALSE; / * don't read from status register * /
spmGbl. sra = 0; / * empty address * /

spmGhbl. srData = 0; / * put nothing in * /

spmGbl. resetCount = 0; / * zero to start * /
spmGhbl. collisionsThisPkt = 0 ; / * # of collisions this packet * /
macGbl. priorityPkt = FALSE; / * FALSE = not a priority packet %/

/ % FALSE = channel access algo not complete * /
spmGbl. accessApproved = FALSE;
/ % TRUE means cycle timer to be reset and started * /
spmGbl. cycleTimerRestart = TRUE;
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spmGhbl. backlog = 0; /% current channel backlog * /
/ % delta backlog on current transmit packet * /
macGhbl. deltaBLTx = 0;

macGbl. deltaBLRx = 0; /% delta backlog on last receive packet * /

macGbl. altPathBit = 0; / % alternate path bit * /
/ * signal to write alternate path bit * /
spmGhbl. writeAltPathBit = FALSE;
/ % alt path bit written state for this pkt * /
spmGhbl. altPathBitWritten = FALSE;
spmGbl. nodePriority = 0; / * node's priority slot number * /
/ % comm parameters for this node * /
for (i = 0; i< NUM_COMM_PARAMS; i++)
{
spmGbl. configDatali] = 0;
}
spmGbl. phase = RANDOM_IDLE; / * Idle for a long time x /

spmGhbl. kind = POST_RX; / * betal time slot type * /
spmGhbl. nicsToTicks = 15; / * conversion factor this specification’s
time base to 68360 ticks * /

spmGbl. bitClockRate = 156250; / * in units of Hz * /
spmGbl. beta2Ticks = 0; /% length of beta2 in 68360 ticks

40ns each * /
spmGbl. betalTicks = 0; /% length of betal in 68360 ticks

40ns each * /
spmGbl. betalPostTxTicks = 0; / * length of betal in 68360 ticks

40ns each * /
spmGhbl. betal PostRxTicks = 0; / * length of betal in 68360 ticks
40ns each =/
spmGhbl. baseTicks = 0; / * duration of wbase in 68360 ticks
40ns each * /

spmGbl. cycleTicks = 0; /% duration of avg packet cycle in

68360 ticks 40ns each * /
spmGhbl. priorityChPostTxTicks = 0; / * duration of channel priority

slots %/
spmGbl. priorityChPostRxTicks = 0; / * duration of channel priority
slots * /

spmGbl. priorityldleTicks = 0; /% duration of priority idle wait * /
/ % duration until node’s priority slot * /
spmGbl. priorityNodeTicks = 0;
spmGbl. randomTicks = 0;

/ % timers for channel access algorithm * /

GB/Z 20177.1—2006
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spmGbl. idleTimerStart = 0;
spmGbl. baseTimerStart = 0;
spmGhbl. cycleTimerStart = 0;
spmGbl. transmitTimerStart = 0;
spmGhbl. elapsed = 0; .
spmGhbl. stopped = 0;
spmGbl. lastTime = 0;

/ * initialize creGbl for good form * /
creGbl. poly = 0;

crcGbl. cre = 03

crcGbl. creBit = 0;

creGbl. dataBit = 0;

crcGbl. dataByte = 0;

/ * initialize port B for SPI Master operation * /

/ * pin0 = spisel or chip select if single master * /
/ * pinl = spiclk clock * /

/ * pin2 = spimosi master out slave in * /

/ * pin3 = spimiso master in slave out * /

/ * pin5 = ~‘reset * /

pbodrPtrGbl ->0d0 =
pbodrPtrGbl —>o0d1
pbodrPtrGbl ->>o0d2
pbodrPtrGbl ->o0d3
pbodrPtrGbl ->0d5 =

; /% 0=active driven 1=open drain(3 state) ,if output * /

l

I
SO O O O O

; /* not open drain for reset? %/

pbparPtrGbl ->dd0 =
pbparPtrGbl ->>dd1
pbparPtrGbl ->>dd2
pbparPtrGbl —>>dd3
pbparPtrGbl ->dd5 =

; /% general purpose pin chip select * /

I

; /* internal connect spiclk * /

/ % internal connect spimosi * /

I

f
O = == O

; / * internal connect spimiso * /

; /* general purpose i/o * /

pbdirPtrGbl —>dr0 = 1; /% output %/
pbdirPtrGbl ->drl = 15 /% output */
pbdirPtrGbl ->dr2 = 1; / * output */

/ * although input must config as out else brgo4 * /
pbdirPtrGbl —>dr3 = 1; '
pbdirPtrGbl ~>dr5 = 1; /% output */

/ % initialize port B for 10 pins : reset switch,manual service request,
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ioswitch,and LEDs reset-service and IOLED
pb8 = led reset service

pb9 = general purpose out led

pbl2 = reset switch

pb13 = manual service request

pbl4 = general purpose in switch

*/

pbodrPtrGbl ->>0d8 = 0; /% 0 = active driven not open drain * /
pbodrPtrGbl —>0d9 = 0;

/ * since input NA,however open drain for pull down x /

pbodrPtrGbl ->0d12 = 1;

/ * since input NA,however open drain for pull down * /

pbodrPtrGbl ->0d13 = 1;

/ * since input NA,however no pull down * /

pbodrPtrGbl -—>o0d14 = 0;

pbparPtrGbl ->dd8 = 0; / * general purpose pin chip select * /
pbparPtrGbl ->dd9 = 0; / * general purpose pin chip select * /
pbparPtrGbl ->>dd12 = 0; / % general purpose pin chip select * /
pbparPtrGbl ->dd13 = 0; / % general purpose pin chip select * /
pbparPtrGbl ->dd14 = 0; / * general purpose pin chip select * /
pbdirPtrGbl ->dr8 = 1; / * output %/

pbdirPtrGbl ->dr9 = 1; / * output %/

pbdirPtrGbl ->dr12 = 0; / % input %/

pbdirPtrGbl —>>dr13 = 0; / * input * /

pbdirPtrGbl ->dr14 = 0; / % input %/

/ * set initial values * /
pbdatPtrGbl ->>d8 = 0;
pbdatPtrGbl —>d9 = 0;
pbdatPtrGbl ->>d12 = 1; / * input so NA * /
pbdatPtrGbl —>d13 = 1; / % input so NA * /
pbdatPtrGbl ->>d14 = 0; / * input so NA %/

/ * reset xcvr * /

/ * driven low to reset hold in reset until change. * /

pbdatPtrGbl ->d5 = 0;

/ * clear any previous spi interrupt events write 1 to clear * /
spiemTemp. mme = 1;

spiemTemp. txe = 1;
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spiemTemp. bsy = 1;
spiemTemp. txb = 1;
spiemTemp. rxb = 1;

% spiePtrGbl = spiemTemp; / * write it out to SPIE * /

/ * assign address of isr functions to vector table entry * /

* spivPtrGbl = &.SPMIsr; / * spiisr %/

% cerrvPtrGbl = &CErrlsr; / * comm error isr * /

x spurintvPtrGbl = &Spurlntlsr; / * spurious interrupt isr * /

/ % % buserrvPtrGbl = &BusErrlsr; %/ / * spurious interrupt isr * /

/ * enable interrupts write 1 to enable * /

spiemTemp. mme = 0;

spiemTemp. txe = 0;

spiemTemp. bsy = 0;

spiemTemp. txb = 0; /% isr will run after transmit * /
spiemTemp. rxb = 1; = / % isr will run after receive buffer filled * /

* spimPtrGbl = spiemTemp; / * write it out to SPIM x /

/ % init CICR register * /

cicrTemp. scdp = 3; / * scc4 has priority d * /

cicrTemp. sccp = 23 / * scc3 has priority ¢ * /

cicrTemp. scbp = 1; / * scc2 has priority b % /

cicrTemp. scap = 0; / * sccl has priority a * /

cicrTemp. irl = CPIR_LEVEL; / * level 4 interrupt request level %/
cicrTemp. hpi = 31; /% default highest priority = 31 = 1F hex % /
cichemb. vba = UIVN_MSB; / * user interrupt vector number offset * /
cicrTemp. sps = 0; /% use grouped priority scheme * /

* cicrPtrGbl = cicrTemp; / * write to cicr * /

/ * clear any old SPI interrupts from CISR x /
cistPtrGbl ->spi = 1; / % clear by writing 1,

spi interrupt in service * /
/ * enable system interrupt for spi in CIMR * /
cimrPtrGbl —>>spi = 1; / * enable by writing 1 * /

/ * init SPMODE register * /
spmodeTemp. loop = 0; /% 1 = local loop back
0 = no local loop back * /

spmodeTemp. ci = 0; /% don't invert clock * /

spmodeTemp. cp = 1; / * toggle clock at begin of data transfer % /
spmodeTemp. divlé = 0; / * dont divide brgclk by 16 * /
spmodeTemp. rev = 1; / * use bigendian MSB first * /
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spmodeTemp. ms = 1; / * master mode * /
spmodeTemp.len = 7; /% 8 bits per character = len + 1 %/
spmodeTemp. pms = 4; / % prescale modulus select,

4 gives 1.25 Mbps * /
spmodeTemp. en = 1; / % enable spi */

% spmodePtrGbl = spmodeTemp; / * write to spmode register * /

/ % initialize SPCOM (probably don't need to do % /
spcomPtrGbl —>>res = 0; / * should never have to change */
spcomPtrGbl ->str = 0; /% superfluous auto cleared one

clock cycle after set * /

/****************************************
Enable interrupts by setting interrupt priority mask level
in Status Register to 0, must use in line assembly code
assumes CPU is in supervisor mode,Bits 10 9 8 are

interrupt priority mask level

****************************************/

asm(" ANDI # ~0x0700,SR"); / * sets priority mask to level 000 * /

/ % Set up frame clock using scc2 % /

/ % put data into transmit buffer * /

scc2tBufGbl[0][0] = 0x01U; / % first byte 7 bit delay
to sync frame to spi * /

scc2tBufGbI[0][1] = 0x00U; / * second byte * /

sec2tbdPtrGbl[0]. dataLen = 2; / * send just two bytes * /

/ * enable frame clock * /
gsmrl2PtrGbl —=>enr = 1; /% receive % /
gsmrl2PtrGbl —>ent = 1; /% transmit * /

return(l);

/****************************************

Function: MACTimerlnit

Returns: pointer to hardware timer counter register

Reference:
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Purpose: initialize MAC hardware timer

Comments:

****************************************/

uint32 * MACTimerInit(void)

{
tgerPtrGbl —>>cas2 = 1; / * cascade 1 and 2 * /
tgerPtrGbl —>1rz2 = 0; / % ignore freeze pin * /
tgerPtrGbl ->>stp2 = 0; / * normal unstopped operation * /
tgerPtrGbl ->>rst2 = 0; / * reset timer * /

tmr2PtrGbl ->ps = 0; / % prescaler %/

tmr2PtrGbl —>>ce = 0; / % input capture disabled * /
tmr2PtrGbl —=>om = 0; / * output mode pulse * /

tmr2PtrGbl —>ori = 0; / * diable output reference interrupt * /
tmr2PtrGbl ->frr = 0; /* 0= free running counter x* /

tmr2PtrGbl —>iclk = 1; / * 1 = internal general system clk source * /
tmr2PtrGbl ->ge = 0; / * tgate is ignored */

/ * set reference to max all ones * /
% trr12PtrGbl = (wint32) 0xFFFFFFFFU;

/ * Wfiting a 1 resets the reference event bit * /
ter2PtrGbl —>ref = 1;

/ * writing a 1 resets the capture event bit * /
ter2PtrGbl —>>cap = 1;

% tcnl2PtrGbl = 0; / % start at zero * /
tgerPtrGbl —>>rst2 = 1; / * start timer running * /

return(tcnl2PtrGbl) ;

/****************************************
Function: DelayTicks

Returns:  Boolean state of mac timer running = true stopped = false

Reference:

Purpose: Delay for a "delay" number of ticks
Used during various startup routines
to wait for xcvr hardware to respond

Comments:
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****************************************/

Boolean DelayTicks(uint32 delay)
{

uint32 start;

if (tgerPtrGbl ->rst2 == 0)
{

/ * timer not running so exit immediately with false x /

return (FALSE);

)
else
{
start = * tcnl2PtrGbl;
while (( * ten12PtrGbl — start) << delay)
{
; / * keep waiting * /
}
return (TRUE) ;
}

/**************'**********%***************
Function; PHYSoftResetSPMXCVR
Returns:
Reference:
Purpose: Software reset Special Purpose Mode XCVR by reading
from register zero
Comments;

****************************************/

void PHYSoftResetSPMXCVR (void)
{

uintl6 count;

spmGhbl. sra = 0;
spmGbl. srr = TRUE;

count = 03
while ((spmGbl. srr I = FALSE) & & (count < 0xFFFF))
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count+ +;

}
spmGbl. srData = 0;

return;

/****************************************
Function: PHYHardResetSPMXCVR
Returns:
Reference:
Purpose: hardware reset Special Purpose Mode XCVR by
asserting reset pin. then configures xcvr
this is used when xcvr hangs in tx_on mode
e. g. spmGbl. resetCount times out
Comments:

*—)6**************************************/

void PHYHardResetSPMXCVR (void)
{

unsigned long count;

int 13

Boolean good;
pbdatPtrGbl ->>d5 = 0; / * drive xcvr into reset * /

/ % wait for a while for everything to settle down x /
good = DelayTicks(RESTART_DELAY_TICKS);

pbdatPtrGbl ->>d5 = 1; / * bring xcvr out of reset %/
/ * initialize config registers on PLT—20 transceiver * /

/ % load in reverse order * /
i = NUM_COMM_PARAMS — 1; /% should be 6 %/
while (i >= 0)
{
spmGbl. crData = spmGhbl. configDatali];
/ * config registers start at 7 down to 1 * /
spmGbl. cra = (Byte) i + 1;
spmGbl. crw = TRUE;
96



GB/Z 20177.1—2006

count == 0;

/ * wait for ack but time out so not infinite loop * /

while ((spmGbl. crw | = FALSE) & & (count << 0xFFFFF))
{

count+ -+
}
if (spmGbl. crw == TRUE) / % xcvr never acked try again * /
{

pbdatPtrGbl ->d5 = 0; / * reset xcvr %/

/ * wait for a while for everything to settle down x* /
good = DelayTicks(RESTART_DELAY_TICKS);

pbdatPtrGbl ->>d5 = 1; /% bring xcvr out of reset * /
i = NUM_COMM_PARAMS — 1; / * start over again * /
} /% NOTE!!! if the xcvr never acks this code will hang * /

else

spmGbl. crData = 0;
spmGhbl. cra = 0;

return;

/-)(-**********************************-}(—****

Function: PHYDisableSPMIsr

Returns:

Reference:

Purpose: To diable the Isr temporarily on node reset.
Must use PHYEnablelsr to reenable correctly.

Comments:

****************************************/

void PHYDisableSPMIsr(void)
{
/ % once the first line below is executed,the ISR will stop

running. the next time it runs * /

spmGbl. mode = STOP;
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pbdatPtrGbl -—>>d5 = 0; / * drive xcvr into reset * /

spmGbl. state = DEBUG;

macGbl. tpr = FALSE;
macGbl. tc = 0;
macGhbl. tl = 0;
macGbl. rpr = FALSE;
macGhbl. rc = 0;
macGhbl. rl = 0;
spmGbl. crw = FALSE;
spmGbl. srr = FALSE;

spmGbl. sra = 0;

return;

/****************************************
Function: PHYEnableSPMIsr
Returns:
Reference:
Purpose: To Enable the Isr after Being disabled on node reset
Also to enable on powerup etc.
Computes clock rates etc based on node comm parameters
Comments:

*-)é*—)6****-)(—*******-)6***********************/

void PHYEnableSPMIsr(void)
{

long i;

uint32 inputClock;

uint32 commClock;

uint32 rxPad;

uint32 txPad;

uint32 beta2;

Boolean good;

/ ¥ compute conversion factor nics_To_Tick */
/ % converts from this specification’s time base to 683660 ticks * /
inputClock = (uint32) eep —>>configData. inputClock;
commClock = (uint32) eep —>configData. commClock;
spmGbl. nicsToTicks = NICS_TICKS_BASE >>> inputClock;
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/ * compute channel access algorithm parameters * /

beta? = (eep —>>configData. reserved{ 2] * 20) -+ 40;

/ * compute betal = postpacket + networkidlewait +
interpacketpad 4 prepacket * /

if (eep —>configData. reserved[ 4] < 128)
{
rxPad = eep —>>configData. reserved(4] * 41;
}
else
{
rxPad = (eep —>>configData. reserved[4] — 128) x -145;

if (eep —>>configData. reserved[ 3] < 128)
{
txPad = eep —>>configData. reserved[3] * 41;
}
else
{
txPad = (eep —>>configData. reserved[ 3] — 128) * 145;

/ * set betal time as per formula with implementation
specific adjustment BETA1_ADJUST_TICKS * /

spmGbl. betalPostRxTicks =
(285 + beta2 + rxPad + 317) % spmGbl. nicsToTicks +
BETA1_ADJUST_TICKS;

spmGhbl. betalPostTxTicks =
(307 4+ beta2 + txPad 4+ 317) * spmGbl. nicsToTicks +
BETA1_ADJUST_TICKS;

/ * set betaZ time as per formula with implementation
specific adjustment BETA2_ADJUST_TICKS * /
spmGhbl. beta2Ticks =
beta2 * spmGbl. nicsToTicks + BETA2_ADJUST_TICKS;
spmGhbl. baseTicks = spmGbl. beta2Ticks * W_BASE;
/ % set cycle time as per formula with implementation
specific adjustment CYCLE_ADJUST_TICKS * /
spmGbl. cycleTicks =
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eep —>configData. reserved[1] * 1794 * spmGbl. nicsToTicks;

spmGbl. betal Ticks = 0; / % this is set by isr to either post rx or
post tx betal as appropriate % /

spmGbl. nodePriority =
eep —>configData. nodePriority; / * set nodes priority slot # *7/

/ * Add W_Base slots to wait time for post tx access only when there
are non zero number of channel priority slots * /
if (eep —>>configData. channelPriorities > 0)
{
/ % duration of channel priority slots * /
spmGhbl. priorityChPostTxTicks = (eep —>>configData. channelPriorities +
W_BASE ) * spmGbl. beta2Ticks;
/ % duration of channel priority slots % /
spmGbl. priorityChPostRxTicks = eep —>>configData. channelPriorities
% spmGhbl. beta2Ticks;

}

else

{
/ % duration of channel priority slots * /
spmGbl. priorityChPostTxTicks = 03
spmGbl. priorityChPostRxTicks = 0;

}

/ * duration of priority idle wait * /
spmGhbl. priorityldleTicks = spmGbl. priorityChPostTxTicks;

/ * set time of nodes priority slot. If eep —>>configData. nodePriority is 0,
then this field will be negative,but it is not used in this case. * /
spmGbl. priorityNodeTicks =
(eep ——>configData. nodePriority — 1) * spmGbl. beta2Ticks;
spmGbl. randomTicks = 0;
spmGhbl. bitClockRate = (BIT_CLOCK_BASE << inputClock) >>
(RATIO_BASE + commClock) ;

/ * make local copy of xcvr parameters so can reset xcvr free of changes to eep
without following node reset. Needed in case xcvr locks up, See
PHYHardResetSPMXCVR(void)

*/
for i = 0; i << NUM_COMM_PARAMS; i++)
{
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spmGbl. configData[i] = eep —>>configData. param. xcvrParams[i];

/ % reinitialize remainder of spmGbl * /

spmGbl.
spmGbl.
macGbl.
macGbl.
macGbl.
macGbl.
macGbl.
macGbl.
spmGhbl.
spmGhbl.
spmGbl.

spmGbl

spmGhbl.
spmGbl.
spmGhbl.
spmGhbl.
macGbl.
spmGhbl.

spmGhbl.

macGbl.

spmGhbl.

spmGhbl.

spmGhbl.
macGbl.
macGbl.
spmGhbl.

spmGbl.
spmGbl.
spmGbl.
spmGhbl.
spmGhbl.

mode = RUN; / * get ready to go * /

state = IDLE; / * state machine start state * /

tpr = FALSE; / * packet not ready to transmit % /
tc = 0; / % transmit byte count 0 % /

tl = 0; / * last byteis 0 =/

rpr = FALSE; / % packet not yet received * /

rc = 0; / * receive byte count 0 * /

rl = 0; / * last byte is 0 * /

crw = FALSE; / % don't write config register * /
cra = 0; / * address zero nothing * /

crData = 0; / * empty data * /
.srr = FALSE; / % don't read from status register * /
sra = 0; / * empty address * /

srData = 0; / * put nothing in * /

resetCount = 0; / * zero to start %/
collisionsThisPkt = 0 ; / ¥ # of collisions this packet * /
altPathBit = 0; / * alternate path bit * /
writeAltPathBit = FALSE; / * signal to write
alternate path bit % /

altPathBitWritten = FALSE; / % alt path bit written

state for this pkt * /
priorityPkt = FALSE; / * FALSE = not a priority packet * /

accessApproved = FALSE; / * FALSE = channel access algo
not complete * /
cycleTimerRestart = TRUE; / * indicates whether cycle

timer can be updated * /

backlog = 0; /* current channel backlog * /

deltaBLLTx = 0; /* delta backlog on curr transmit packet * /
deltaBLRx = 0; / * delta backlog on last receive packet # /
phase = RANDOM_IDLE; / % Idle for a long time * /

kind = POST_RX; / * betal time slot type * /
idleTimerStart = 0;

baseTimerStart = 0;

transmit TimerStart = 0;

elapsed = 0;

/ % spmGhbl. clock is initialized in PHYInitSPM * /
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spmGbl. stopped = * (spmGbl. clock) ;
spmGhl. cycleTimerStart = spmGbl. stopped; / * start up lst time * /
spmGbl. lastTime = spmGbl. stopped;

/ % configure bit clock * /

/ % divl6 = 1 and pms = 4 gives 78. 125 khz =/
/ % divl6 = 1 and pms = 3 gives 97. 656 khz * /
/% divle = 1 and pms = 2 gives 130. 208 khz * /
/ * divl6 = 1 and pms = 1 gives 195.312 khz =/
/% divl6 = 1 and pms = 0 gives 390. 625 khz * /
/ % divl6 = 0 and pms = 9 gives 625, 000 khz % /

/')(‘***************************************
Since the 360 implementation runs in noncontinuous mode the
effective frame period is the actual frame period plus the
processing time for the ISR at the end of the frame. Therefore
we need to run at a higher bit clock than specified by the
network management so that the effective frame rate is the same
or better than the network manager specifies. For a bit rate of
156. 25 Khz the frame period is 16 * 6.4 usec = 102. 4
usec. Suppose the worst case time for ISR is 58 micro seconds
then the time left over for the actual frame is 102.4 — 58 =
44. 4 usec. This corresponds to a bit rate of 16 * 1/(44. 4 usec)
= 360. 36 khz. The closest bit rate greater than this that the
360 supports is 390. 625 khz. The effective frame period becomes
58 usec + (16 * (1/390.625 khz)) = 98. 96 usec. This is faster so
OK. Effective bit rate is 16 * 1/(98. 96 usec) = 161. 68 kHz.
Unless we can more than half the time for the ISR to run we
can’t run fast enough to make the next step that is the 312.5
Khz bit rate.

switch (spmGbl. bitClockRate)
{
case 78125
/ * run at 130 khz to get same or faster effective rate * /
spmodePtrGbl ->divl6 = 1; / * divide by 16 * /
spmodePtrGbl =>>pms = 2; / * prescale modulus select * /
break;
case 156250,
/% run at 390 khz to get same or faster effective rate x /
spmodePtrGbl ->divl6 = 1; / * divide by 16 * /
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spmodePtrGbl —~>pms = 0; / * prescale modulus select * /
break;

default:
/ % 156250 =/
/ * run at 390 khz to get same or faster eff rate * /
spmodePtrGbl ->divl6 = 1; /% divide by 16 =/
spmodePtrGbl —=>pms = 0; / * prescale modulus select * /
break;

/ * reinitialize receive frame buffers *,

spmGhbl. rf. setTxFlag = 0; / * frame status not transmitting * /
spmGbl. rf. cIrTxReqFlag = 0; / * don't clear * /

spmGbl, rf. rxDataValid = 0; / * no valid data this frame * /

spmGhbl. rf. txDataCTS = 0; / * no clear to send * /
spmGhbl, rf. setCollDet = 0; / * no collision detected * /
spmGhbl. rf. rxFlag = 0; / * not receiving * /
spmGbl. rf. rwAck = 0; / * not acknowledged * /
spmGhbl. rf. txOn = 0; / * not receiving * /
spmGbl. rf. data =03 /% */

/ * reinitialize receive frame buffers * /

spmGhbl. tf. txFlag = 0; / * frame status not transmitting * /
spmGbl. tf. txReqFlag = 0; / * don't req * /

spmGhbl. tf. txDataValid = 0; / * no valid data this frame * /
spmGbl. tf. blank = 0; /* unused */

spmGhbl. tf. txAddrRW = 0; / * write */

spmGhbl. tf. txAddr = 0; / % default address * /

spmGhbl. tf. data =0; /% */

/ * initialize creGbl for good form x* /
creGbl. poly = 03

creGbl. crc = 03

crcGbl. creBit = 03

crchl. dataBit = 0;

creGbl. dataByte = 0;

/ * Send First Frame ISR keeps it going * /
tbdPtrGbl ->r = 1; / * buffer ready to transmit * /
spcomPtrGbl ~>str = 1;

/ % wait for a while for everything to settle down * /
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good = DelayTicks(RESTART_DELAY_TICKS);

PHYHardResetSPMXCVR(); /% this also writes config registers * /

return;

/****************************************
Function: PHYIOInit
Returns:  None
Reference: None
Purpose:  To Init variables related to PHYIO function.
Comments: None
void PHYIOInit(void)
{
SetMsTimer( & phylOTimer, (uint16) (PHYIO_CHECK_INTERVAL * 1000));
gp —>resetPinPrevState = 1; / * Allow Reset Button Push * /
gp —>>manualServiceRequestPrevState = 1; / * Allow Manual Service Request Push * /
gp —>>iolnputPin0PrevState = 1;

/****************************************
Function: PHYIO
Returns: None
Reference: None
Purpose:  To handle Input switches (reset service and 10) and

to set value of ouput leds

Manual Service Request and Reset pin share same LED to indicate

switch pushed
Comments: None
****************************************/
void PHY1O(void)
{

/ % Perform Pin related checks only on timer expiry
to avoid bounce problem * /

if (MsTimerExpired( & phylOTimer))

{
/ * check reset switch * /

/ * reset pulled low & &
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reset not enabled so need to enable & &
have not yet set this pin push * /
if (( pbdatPtrGbl -—>d12 == 0) &&
! gp —>resetNode & &
(gp —>resetPinPrevState | = 0))

gp —>resetNode = TRUE; / * signal scheduler there is reset * /
nmp ->resetCause = EXTERNAL_RESET;

/ * NodeReset function will clear when reset is finished * /

/ * prevents sending more than 1 reset until pin is toggled * /

gp —>resetPinPrevState = 0;

/ * reset pin high * /
if (pbdatPtrGbl ->d12 == 1)
{

gp —>resetPinPrevState = 1;

;
if ((pbdatPtrGbl ->>d13 == 0) & & / * manual service request pulled low * /
! gp —>>manualServiceRequest & & / * manualServiceRequest not enabled * /
(gp —>>manualServiceRequestPrevState | = 0)) / * have not yet set
this pin push * /
{
gp —>manualServiceRequestPrevState = 0;
gp —>manualServiceRequest = TRUE; / % notify stack that
manual service request enabled * /
}
if (pbdatPtrGbl->d13 == 1) / * manual service request high * /

{
gp —>>manualServiceRequestPrevState = 1; / * manual service request toggled so

next press will allow push * /

if(pbdatPtrGbl —>d14 == 1 & &
(gp —>iolnputPin0PrevState | = 0)) /* debouncer,check

gen purpose io input * /

gp —>iolnputPin0 = 1;
}

else

{
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gp ——>iolnputPin0 = 0;

if (pbdatPtrGbl->d14 == 1) / * io pin high */
{
gp —>iolnputPin0PrevState = 1; / * io pin toggled so next

press will allow push * /

SetMsTimer( & phylOTimer,
(uint16) (PHYIO_CHECK_INTERVAL x 1000));

if (gp —>>resetNode || gp —~>manualServiceRequest || gp —=>ioOutputPin0)
{

pbdatPtrGbl —>>d8 = 1; / * turn on reset-service light % /
}

else

{
pbdatPtrGbl ->>d8 = 0; / % turn off reset-service light * /

if(gp —=>ioOutputPinl == 0) / % set io output pin * /
{
pbdatPtrGbl —>d9 = 0;
}
else

{
pbdatPtrGbl —>d9 = 1;

return;

/****************************************
Function: IncrementBacklog

Returns;:

Reference;

Purpose: increments backlog and handles backlog overflow

Comments:
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****************************************/

static void IncrementBacklog(uint8 deltaBacklog)
{
if (deltaBacklog > MAX_BACKLOG)
{
return; / * Erroneous deltaBacklog value * /
}
/ * spmGbl. backlog size must allow 2 * MAX_BACKLOG without
wrap around * /
spmGbl. backlog 4+ = deltaBacklog;
if (spmGbl. backlog > MAX_BACKLOG)
{
spmGbl. backlog = MAX_BACKLOG;
INCR_STATS(nmp —>>stats, backlogOverflow) ;

/**-X‘*************************************
Function: DecrementBacklog

Returns:

Reference;

Purpose:  decrements backlog and handles backlog underflow

Comments:

****************************************/

static void DecrementBacklog (uint8 deltaBacklog)

{
if (deltaBacklog > MAX_BACKLOG)
{

return; / ¥ Erroneous deltaBacklog value * /

}
if (spmGbl. backlog <= deltaBacklog)

{
spmGbl. backlog = 0;

}

else

{
spmGhbl. backlog —= deltaBacklog;
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/****************************************
Function; SPMlsr

Returns: none,no arguments allowed either

Reference:

Purpose:

Interrupt Service Routine

This ISR serves two primary functions. the first is to execute the
channel access algorithm. the second is to performs the special
purpose mode transfers with the XCVR. For the channel access
algorithm a single hardware timer is used as reference for a set

of global values that are the expire times for the various

channel access algorithm timers. The ISR polls the hardware timer
each time the ISR runs and checks for expiration of the various
timers. The ISR has two coupled state machines. the first
indicated by spmGbl. phase controls the channel access algorithm
and the second indicated by spmGbl. state controls the SPM

transfers.

The ISR runs after each 16 SPI transfers or clock transitions.

An Interrupt is generated by an rxb event when a receive buffer

is full.

Comments: must use interrupt pragma
****************************************/
/ % interrupt pragma informs compiler to make next function

an interrupt handler with RTE and saved state of registers * /
# pragma interrupt()

static void SPMIsr()
{
SPIEventMaskReg spieTemp; / * local copy of event register * /

intj; /% for loop index * /

spieTemp = * spiePtrGbl; /* read SPIE into local copy * /

/ * clear spie ASAP so as not to miss any events while in isr * /
/ % write all ones to clear * /
* ((uint8 * ) spiePtrGbl) = (uint8) 0xFFU;

/ * each event handled by this isr needs a separate if statement * /
if ( spieTemp. rxb == 1)
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/ * handle interrupt for receive buffer filled * /
/ % transfer can be stopped by physical layer or for error %/
if (spmGbl. mode == STOP) / % stop spm exchanges */
{

spmGhbl. state = DEBUG;

macGbl. tc = 0;

macGbl. t]l = 0;

macGbl. tpr = FALSE;

macGbl. re = 0;

macGbl. rl = 0;

macGbl. rpr = FALSE;

spmGbl. crw = FALSE;

spmGbl. srr = FALSE;
}

else / % State Machines for Transmit and Receive * /

{

/ * debug */
/ * last received frame is in spmGbl. rf */
/ * update history for debugging purposes * /
#ifdef SPM_HISTORY
hBufGbl. records[ hBufGbl. index]. rf = spmGhbl. rf;
hBufGbl. records[ hBufGbl. index]. state = spmGhbl. state;
hBufGbl. records[ hBufGbl. index]. rb = spiParamPtrGbl —>rbptr;
hBufGbl. records{ hBufGbl. index]. tb = spiParamPtrGbl ~>tbptr;

hBufGbl. records[ hBufGbl. index]. start = * (spmGhbl. clock) ;
# endif

/**************************************/
/ * state machine for channel access algorithm * /
/**************************************/
switch (spmGbl. phase)
{

case BUSY: / * some node is transmitting * /

/ * waits here until channel is idle * /

if ((spmGbl. rf. rxFlag == 0) & &
(spmGbl. rf. txOn == 0))

/ % channel has become idle neither receive or transmit * /
/ % start idle timer * /
spmGhbl. idleTimerStart = * (spmGbl. clock) ;
109



GB/Z 20177.1—2006

}

/ % set betal duration based on last packet,
either rx or tx * /
if (spmGhbl. kind == POST_RX)
{
spmGbl. betal Ticks = spmGbl. betal PostRxTicks;
spmGbl. priorityldleTicks = spmGbl. priorityChPostRxTicks;
}
else
{
spmGbl. betal Ticks = spmGhbl. betalPostTxTicks;
spmGbl. priorityldleTicks = spmGbl. priorityChPostTxTicks;

/ * Previous Packet has ended so reset altPathBit flags.
Once tpr goes true then we will know to write
altPathBit once before tx * /

spmGbl. writeAltPathBit = FALSE;

spmGbl. altPathBitWritten = FALSE;

/ % start waiting out betal time * /
spmGbl, phase = BETA1_IDLE;

else / * channel still busy * /

{

}

if (spmGhbl. rf. rxFlag == 1)

{
/ * busy receiving packet * /
spmGhbl. kind = POST_RX;

\ .

else

{
/ * busy transmitting packet * /
spmGbl. kind = POST_TX;

spmGbl. phase = BUSY;

break;
case BETA1_IDLE: /* waits out betal time % /

if ((spmGbl. rf. rxFlag == 1) ||
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(spmGbl. rf. txOn == 1))

/ % channel is now busy */
/ * other node must have used channel or

xcvr is in error with bad txOn * /

spmGhbl. phase = BUSY;
}
else if ((macGbl. tpr == TRUE) & &
(spmGbl. writeAltPathBit == FALSE) & &

GB/Z 20177.1—2006

(spmGbl. state == IDLE)) / % in case doing status register read * /

/ * tx packet is ready * /
/ % always do unconfirmed write

of altPathBit before tx * /
spmGbl. writeAltPathBit = TRUE;

/ * wait until next frame before begin channel
access * /
spmGbl. phase = BETA1_IDLE;
}

else

{
/ % check idle timer to see if betal time expired * /
spmGbl. elapsed =
% (spmGbl. clock) — spmGbl. idleTimerStart;

if ( spmGbl. elapsed >= spmGbl. betal Ticks )
{
/ * idle timer expired % /
/ * check if transmit packet is still ready and
set priority access type x /
/ * conditions for priority access
Packet marked as priority
Collisions less than 2
Node has a priority slot
Only after received packet
only after valid crc on last received pkt
*/
if ( (macGbl. tpr == TRUE) &.&
(macGbl. priorityPkt == TRUE) & &

(spmGbl. kind == POST_RX) & & /* only after rx x/

(spmGbl. collisionsThisPkt <<= 1) & &
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(spmGbl. nodePriority > 0) & &
(spmGhbl. state == IDLE)) / % in case doing status */

/ * register read %/

/ % attempt priority slot access * / )
spmGhbl. transmitTimerStart = spmGbl. idleTimerStart +
spmGhbl. betal Ticks;

spmGbl. phase = PRIORITY_WAIT_TX;

}
else
{
/ % do not attempt priority slot access * /
/ % start waiting out priority slots * /
spmGhbl. phase = PRIORITY_IDLE;
}
}
else

{
spmGbl. phase = BETA1_IDLE; / * keep waiting * /

}
break;
case PRIORITY_IDLE.
if ((spmGbl. rf. rxFlag == 1) ||

(spmGbl. rf. txOn == 1)) / * busy * /

/ % other node must have used channel or

xcvr is in error with bad txOn * /

spmGhbl. phase = BUSY;
}
else if ((macGbl. tpr == TRUE) & &
(spmGbl. writeAltPathBit == FALSE) &&
(spmGhbl. state == IDLE)) / % in case doing status register read * /

/ * tx packet is ready * /
/ * always do unconfirmed write of altPathBit

before tx * /
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spmGbl. writeAltPathBit = TRUE;

/ * have to wait until next frame before
- access channel * /

spmGhbl. phase = PRIORITY_IDLE;
}

else
{
/ % check idle timer for priority slots to end * /
spmGbl. elapsed =
% (spmGbl. clock) — spmGhbl. idleTimerStart;
if ( spmGhbl. elapsed >=
(spmGbl. priorityldleTicks 4+ spmGbl. betal Ticks)) / * idle */

/ % timer expired * /

/ * timer expired so check if transmit packet ready * /
if ( (tnacGbl. tpr == TRUE) & &
(spmGhbl. state == IDLE)) / * in case doing status register read * /

/ * start transmit timer % /

spmGbl. transmitTimerStart = spmGbl. idleTimerStart +
spmGhbl. betal Ticks +
spmGhbl. priorityldleTicks;

/ % start base timer * /

/ * base timer runs when waiting for randomized tx access * /

/ * spmGhbl. baseTimerStart = spmGhbl. idleTimerStart +
spmGbl. betal Ticks +
spmGhbl, priorityldleTicks; * /

spmGbl. baseTimerStart = spmGbl. transmitTimerStart; / * faster x /

/ * way */

/ ¥ change seed */

srand((unsigned int) spmGhbl. transmitTimerStart) ;

/ % attempt random slot access * /

/ * random slot between 0 and backlog * wbase — 1 %/

spmGbl. randomTicks = (rand() % ((spmGbl. backlog + 1) =
W_BASE)) % spmGbl. beta2Ticks ;

spmGbl. phase = RANDOM_WAIT_TX; / * go wait for slot %/
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)
else /% priority idle timer has expired but transmit * /

/ * packet is not ready * /
spmGbl. phase = RANDOM_IDLE; / * go wait * /

}

else / * timer not elapsed so keep waiting for end of priority slots * /

{
spmGbl. phase = PRIORITY_IDLE;

}
break;
case RANDOM_IDLE;
if ((spmGbl rf. rxFlag == 1) || (spmGbl. rf. txOn == 1)) / % busy * /
{
/ * other node must have used channel or
xcvr is in error with bad txOn * /
spmGbl. phase = BUSY;
}
else if ((macGbl. tpr == TRUE) & & / * tx packet ready x /
(spmGbl. writeAltPathBit == FALSE) & &
(spmGbl. state == IDLE)) / * in case doing status register read * /

/ * always do unconfirmed write of altPathBit before tx * /
spmGbl. writeAltPathBit = TRUE;

/ % have to wait until next frame to start channel access * /
spmGbl. phase = RANDOM_IDLE;
}

else

{

/ * check if transmit packet still ready % /
if ( (macGbl. tpr == TRUE) &&
(spmGbl. state == IDLE) ) / * in case doing status register read * /

spmGbl. transmitTimerStart = * (spmGbl clock); / % start transmit * /

/ * timer */

/ * base timer runs when waiting for randomized tx access * /
/ * start base timer * /

spmGbl. baseTimerStart = spmGbl. transmitTimerStart;
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srand((unsigned int) spmGbl. transmitTimerStart); / * change seed * /

/ * attempt random slot access * /

/ * random slot between 0 and backlog * wbase — 1%/

spmGbl. randomTicks = (rand() % ((spmGbl. backlog + 1) * W_BASE))
* spmGbl. beta2Ticks ;

spmGbl. phase = RANDOM_WAIT_TX; / * go wait for slot * /
}
else
{
spmGbl. phase = RANDOM_IDLE; / * nothing to send keeping waiting * /

}
break;
case PRIORITY_WAIT_TX.
if ((spmGbl. rf. rxFlag == 1) || (spmGbl. rf. txOn == 1)) / * busy */
{
/ * other node must have used channel or
xcvr is in error with bad txOn % /
spmGbl. phase = BUSY;
}
else
{
/ % check tx timer wait for our priority slot to come up * /
spmGbl. elapsed = * (spmGbl. clock) — spmGbl. transmitTimerStart;
if (spmGbl. elapsed > = spmGhbl. priorityNodeTicks)
{
/ % approve transmission % /
spmGhbl. accessApproved = TRUE; / * enable spm state machine to * /
/ * begin tx * /
spmGbl. phase = START_TX;
}
else
{
spmGbl. phase = PRIORITY_WAIT_TX;
}
}
break;
case RANDOM_WAIT_TX:
if ((spmGbl. rf. rxFlag == 1) || (spmGbl. rf. txOn == 1)) / *x busy =/

{

/ * other node must have used channel or
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xcvr is in error with bad txOn * /
spmel..phase = BUSY;
}
else

{

/ % Get current time. Since used for two checks we want * /
/ * to be synchronized % /

spmGbl. stopped = * (spmGbl. clock) ;

/ * check tx timer wait for out random slot to come up * /
spmGbl. elapsed = spmGbl. stopped — spmGhbl. transmitTimerStart;
if (spmGhbl. elapsed >= spmGbl. randomTicks)
{
/ ¥ approve transmission * /
spmGhbl. accessApproved = TRUE; / * enable spm state machine to
begin tx * /
spmGhbl. phase = START_TX;
!
else
{
spmGbl. phase = RANDOM_WAIT_TX;

/ * check base timer, base timer running when we do random * /
/ * slot access */

/ * remember baseTimerStart is the same as transmitTimerStart only on
the first iteration * /

spmGhbl. elapsed = spmGhbl. stopped — spmGbl. baseTimerStart;

if (spmGbl. elapsed >>= spmGhbl. baseTicks)

{
spmGhbl. baseTimerStart = spmGbl. stopped; / * restart base timer * /
DecrementBacklog(1); / * decrement back log * /

}

~ break;

case START_TX:
if ((spmGbl. rf. rxFlag == 1) || (spmGbl. rf. txOn == 1)) / * channel busy %/
{

/ * other node must have used channel or packet has started * /
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spmGbl. accessApproved = FALSE;
spmGhbl. phase = BUSY;
}

else

{
if ( macGbl. tpr == FALSE) / * macGbl. tpr == FALSE packet cancelled % /

/

{
spmGbl. accessApproved = FALSE; / * deny access %/

spmGbl. phase = RANDOM_IDLE; / * back to idle * /

!
else
{
spmGbl. phase = START_TX;
}

/ * check base timer on more time in case expires while waiting

for txOn. only if non priority slot access * /

spmGbl. stopped = * (spmGbl clock) ;

spmGhbl. elapsed = spmGhbl. stopped — spmGbl. baseTimerStart;
if (spmGbl. elapsed >= spmGbl. baseTicks)

{

/

spmGbl. baseTimerStart = spmGbl. stopped; / * restart base timer * /

DecrementBacklog(1); / * decrement back log * /

}
break;
default;
spmGbl. phase = RANDOM_IDLE;
break;

} /% End access algo switch =/

/ * Cycle Timer only runs when the Mac Layer is Idle that is when
the node is not tranmitting or receiving or waiting to transmit
or counting down betal or counting down priority slots or counting
down the extra 16 beta2 slots after a transmission

This directly corresponds to the Phase RANDOM_IDLE

Anytime the MAC layer is busy ie in some phase other than RANDOM_IDLE

then the cycle timer stops. The cycle timer will then resume when the
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mac layer returns to the RANDOM_IDLE phase. The cycle timer is reset when
spmGhbl..cycleTimerRestart == TRUE. This is set to true
1) following a successful transmission

2) following a valid crc receive

We use a time difference between the current value of the hardware timer
and the stored value when we started the cycleTimer to determine

when the cycleTimer expires.

Since the hardware timer is free running and does not st.op when

the cycle timer stops ,we must keep shifting the

cycleTimerStart forward whenever the cycleTimer is stopped. This keeps
the relative time difference correct so that when it resumes

the expiration calculation will be valid.

*/

spmGbl. stopped = * (spmGbl. clock) ;
if (  (spmGbl. phase == RANDOM_IDLE) ) / * cycle timer is running * /
{

spmGbl. elapsed = spmGbl. stopped — spmGbl. cycleTimerStart;

if (spmGbl. cycleTimerRestart) / * cycle timer needs to be restarted * /

{
spmGhbl. cycleTimerStart = spmGbl. stopped;

spmGbl. cycleTimerRestart = FALSE;
}
else if (spmGbl. elapsed >= spmGbl. cycleTicks)

{
spmGhbl. cycleTimerStart = spmGbl. stopped; / * restart * /

DecrementBacklog(1);

}

else /% shift cycleTimerStart forward since cycle timer stopped * /

{
spmGbl. cycleTimerStart 4= spmGbl. stopped — spmGbl. lastTime;

}
spmGbl. lastTime = spmGbl. stopped; / * save last stopped value * /

/**************************************

End Channel Access Algorithm State machine

**************************************/

Begin SPM Transfer State Machine
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**************************************/
/ * state machine for handshaking with xcvr % /
switch ( spmGhbl, state)

{

~ case IDLE;
if ( spmGbl. rf. rxFlag == 1) /% XCVR has detected packet to receive * /
{
macGbl. rc = 0; / * init receive byte count * /
macGbl. rl = 0;
if ( macGbl. rpr == TRUE ) / * last packet not copied out * /
{
spmGbl. mode = OVERWRITE; / * stepped on last packet * /
macGbl. rpr = FALSE;/ * what else to do ? * /

/ * initialize crc stuff %/
creGbl. poly = 0x1021;
creGbl. cre = 0xffff;
creGbl. creBit = 03
crcGbl. dataBit = 0;
crcGbl. dataByte = 0;

/ %
spmGbl. tf. txFlag = 0;
spmGhbl. tf, txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGbl. tf, blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
* /

» ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; / * fast way x /
spmGhbl. state = RECEIVE;
}
else if ( spmGbl rf. txOn == 1) /x XCVR xmitting on network so * /
/% don't do anything */

/ *
spmGbl. tf. txFlag = 0;
spmGbl. tf. txReqFlag = 0;
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}

{

spmGhbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
spmGhbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGbl. tf. data = 0;

x /

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way */

/ * Increment reset count * /
spmGbl. resetCount + 4
if (spmGbl. resetCount >= RESET_COUNT_LIMIT)
{
PHYHardResetSPMXCVRQ);

spmGbl. state = IDLE;

else if (¢ spmGbl. writeAltPathBit) & & (! spmGbl. altPathBitWritten))

/ * need to write alt path bit unacked write * /
/ %

spmGhbl. tf. txFlag = 0;

spmGbl. tf. txReqFlag = 0;

spmGbl, tf. txDataValid = 0;

spmGbl, tf. blank = 0;

spmGbl. tf, txAddrRW = 0;

spmGbl. tf. txAddr = 1;

spmGbl. tf. data = spmGbl. configData[ 0];

* /

% ((uint8 * )& (spmGbl. tf)) = (uint8) 1; / * fast way */'
if (macGbl. altPathBit == 1)

{
* ((uint8 * ) & (spmGbl. tf. data)) =
(uint8) ( 0x80 | spmGhbl. configData[0]); /% fast way * /
}
else
{

* ((uint8 * )& (spmGbl. tf. data)) = (uint8) ( 0x7F &
spmGhbl. configData[ 0]);
\
J

spmGbl. altPathBitWritten = TRUE;
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spmGbl. state = IDLE;
}
else if ((macGbl. tpr == TRUE) & & / % transmit packet ready * /
(spmGbl. accessApproved == TRUE)) / * channel access approved * /

/ *
spmGbl. tf, txFlag = 0;
spmGbl. tf. txReqFlag = 1;
spmGhbl. tf, txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
*/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x4000U; /% fast way x /

macGbl. tc = 0;
spmGhbl. state = REQ_TX;

else if ( (spmGbl. crw == TRUE) & & /% config register write * /
(spmGbl. cra > 0) & & / * 0<C config reg address <=7 x /
(spmGbl. cra <<= 7))

/ *
spmGbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGhbl. tf, txDataValid = 0;
spmGbl. tf, blank = 0;
spmGbl. tf, txAddrRW = 0;
spmGbl. tf. txAddr = spmGbl. cra;
spmGhbl. tf, data = spmGhbl. crData;
*/

* ((uint8 *) & (spmGbl. tf)) = (uint8) spmGbl. cra; /* fast way */
* ((uint8 * )& (spmGbl. tf. data)) = (uint8) spmGbl. crData; / * fast way * /

spmGhbl. state = WRITE;
}
else if ( (spmGbl. s;r == TRUE) & & /% status register read * /
(spmGbl. sra >= 0) & & / * 0<C status reg address <(=7 x /

(spmGhbl. sra <<= 7))
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spmGbl. tf. txFlag = 0;

spmGbl. tf. txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;

spmGbl. tf. txAddrRW = 1;
spmGbl. tf. txAddr = spmGhbl. sra;
spmGhbl. tf. data = 0;

spmGhbl. state = READ;
}
else /* Nothing can be done just wait * /
{
/ %
spmGhbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGbl. tf. txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGbl. tf. data = 0;
*/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way
spmGhbl. state = IDLE;
}
break;
case RECEIVE:
/ *
spmGhbl. tf, txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf, txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGhl. tf. data = 0
*/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /= fast way * /

if (spmGbl. rf, rxFlag == 0) /* packed ended * /
{

macGbl. rl = macGbl. rc; / * set last byte count * /
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/ % is packet of valid length = /
if ( (macGbl.rl >= 8) & & /* minimum valid packet is 8 bytes x /
(macGbl. rl << PKT_BUF_LEN) ) / * must be less than buffer * /

/ % do last step of crc * /
crcGbl. crc = creGbl. cre = 0xffff;

/ % is crc valid * /
if ( creGbl. crc == (% ((uintl6 * ) &macGbl. rPkt[ macGbl. rl — 2])) )
{

/ * copy out backlog * /

macGbl. deltaBLRx = macGbl. rPkt[0] & 0x3F;

/ % update cycle timer and set flag * /
if (macGbl. deltaBLRx <= 0)
{
DecrementBacklog(1) ;
}
else
{
IncrementBacklog(macGhbl. deltaBLLRx) ;
}
/ * Cycle Timer needs to be restarted after valid crc rx * /
spmGhbl. cycleTimerRestart = TRUE;

/ % Attempt to copy packet into Link Layer receive Queue * /
if ( (*gp-—>>1kInQTailPtr == 0) &.& /% == 0 means free */
/ % buffer big enough for packet %/
(gp —>>1kInBufSize >= macGbl. rl + 3) )

/ * Copy the packet to link layer input queue * /
* (uintl6 * ) (gp —>1kInQTailPtr + 1) = (uint16) macGbl. ri;
/ * copy length * /
memcpy(gp —>1kInQTailPtr + 3,macGbl. rPkt,macGbl. rl);
/ * Update Link Layer Input Queue Fields % /
% gp —>1kInQTailPtr = 1; / * lets link layer know packet * /
’ / % is ready to process %/
gp —>1kInQTailPtr += gp ~>1kInBufSize;
if (gp —>1kInQTailPtr ==
gp —>1kInQ + gp —>1kInBufSize * gp ->1kInQCnt)
{/ * past end of queue * /
gp —>1kInQTailPtr = gp —>1kInQ; / * wrap to beginning * /
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}

else / * packet discarded * /

{

/ * Discard packet as either there is no buffer available or
it is too big for buffer %/
INCR_STATS(nmp —>>stats. missedMessages); / * update stats * /

;

else / * invalid crc * /

{
/ * update stats for bad crc packet * /
INCR_STATS(nmp —>>stats. transmissionErrors) ;

}

else / * update stats invalid packet length * /

{
INCR_STATS(nmp —>>stats. transmissionErrors) ;

/ * Reset macGbl's receive packet fields * /

macGbl. rc = 0; / % reinit to be safe */

macGbl. rl = 0;

macGbl. rpr = FALSE; / * ready to receive another packet * /

spmGhbl. state = IDLE; / * all done * /
}
else if (spmGbl. rf. rxDataValid == 1) /x valid byte this frame x /
{
if(macGbl. rc << PKT_BUF_LEN) / * don't go past end of buffer * /
{
macGbl. rPkt[ macGbl. rc] = spmGbl. rf. data; / * copy out byte * /

macGbl. rc+-+3; / * increment counter % /

/ * do 1 byte of crc. Delay by two bytes so we do not computer
crc on the two crc bytes in the packet itself * /

if (macGbl. rc >= 3)

{
/ * make copy of byte * /
creGbl. dataByte = macGbl. rPkt[ macGbl. rc — 3];
for G = 0; j << 8; j++H)
{

creGbl. creBit = (ereGbl. cre & 0x8000) 71 & 0;
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creGbl. dataBit = (creGbl. dataByte & 0x80) 21 ¢ 0;
crcGbl. dataByte = creGbl. dataByte <{<C 1;

creGbl. cre = ereGbl. cre << 1;

if C creGbl. creBit | = crcGbl. dataBit)

{
creGbl. cre = creGbl. ere = creGbl. poly;

——

spmGbl. state = RECEIVE; / * look for more * /
}
else /* no valid data but still receiving * /
{
spmGbl. state = RECEIVE; / * keep looking * /
}
break;
case WRITE:
if ( spmGbl. rf. rxFlag == 1) /% XCVR has detected packet to receive * /
{
macGbl. rc = 0; / * init receive byte count * /
macGbl. rl = 0;
if ( macGbl. rpr == TRUE ) / * last packet not copyied out * /
{
spmGbl. mode = OVERWRITE; / % stepped on last packet %/
macGbl. rpr = FALSE;/ * what else to do 7 %/

/ * initialize crc stuff %/
creGbl. poly = 0x1021;
creGbl. cre = 0xf{fff;
creGbl. creBit = 0;
crcGbl. dataBit = 03
crcGbl. dataByte = 0;

/ *
spmGbl. tf, txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGbl, tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
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spmGhbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;

*/

% ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; / * fast way =/

spmGhbl, state = RECEIVE;
}
else if ((spmGbl. rf. rwAck == 0) && / * still not written * /
(spmGbl. crw == TRUE) & &
(spmGbl. cra > 0) & & / * 0<C config reg address <=7 */
(spmGbl, cra <<= 7) )

/ %
spmGhbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = spmGbl. cra;
spmGbl. tf. data = spmGbl. crData;
*/

* ((uint8 * )& (spmGbl. tf)) = (uint8) spmGbl. cra; /* fast way */
* ((uint8 * )& (spmGbl. tf. data)) = (uint8) spmGbl. crData; / * fast way * /

spmGbl. state = WRITE; / * try again * /
}

else / * write successful or recalled * /

{
spmGbl. crw = FALSE;

/ %
spmGhbl. tf. txFlag = 0;
spmGbl. tf. txReqFlag = 0;
spmGbl. tf. txDataValid = 0;
spmGbl. tf. blank = 0;
spmGhbl. tf. txAddrRW = 0;
spmGbl. tf, txAddr = 0;
spmGhbl. tf. data = 0;
x/
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* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U;

spmGhbl. state = IDLE;

break;
case READ:.
if ( spmGbl. rf. rxFlag == 1) /* XCVR has detected packet to receive * /

{

)

else if ((spmGbl. rf. rwAck == 0) &.&
(spmGbl. srr == TRUE) &.&.
(spmGbl. sra >= 0) & &

macGbl. rc = 0; / % init receive byte count * /

macGbl. rl = 0;
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/% fast way */

if ( macGbl. rpr == TRUE ) / * last packet not copied out * /

{

spmGbl. mode = OVERWRITE; / x stepped on last packet * /

macGbl. rpr = FALSE;/ ¥ what else to do ? * /

/ % initialize crc stuff %/
creGbl. poly = 0x1021;
creGbl. cre = Oxffff;
creGbl. ereBit = 0;
creGbl. dataBit = 0;
creGbl. dataByte = 0;

/ *
spmGbl. tf. txFlag = 0;
spmGbl. tf. txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0:
spmGbl. tf. data = 0;

* /

% ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U;

spmGhbl. state = RECEIVE;

(spmGbl. sra <= 7))

/ % fast way %/

/ % still not read * /

/% 0<C config reg address <=7 %/
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spmGbl. tf. txFlag = 0;

spmGbl. tf. txReqFlag = 0;
spmGhbl. tf, txDataValid = 0;
spmGhbl. tf. blank = 0;

spmGbl. tf. txAddrRW = 1;
spmGhbl. tf. txAddr = spmGbl. sra;
spmGbl. tf, data = 03

spmGbl. state = READ; / * keep trying * /
}
else if ( spmGbl. rf. rwAck == 1)
{

spmGbl. srData = spmGhbl. rf. data;

spmGbl, srr = FALSE;

/ *
spmGhbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
* /

% ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way */
spmGhbl. state = IDLE;
}
else
{
/ *
spmGhbl. tf. txFlag = 0;
spmGhbl. tf, txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
x/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way * /
spmGhbl. state = IDLE;
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break;
case REQ_TX:
if ( spmGbl. rf. rxFlag == 1) / * XCVR has detected packet to receive * /

{

macGbl rc = 0; / % init receive byte count * /

macGbl. rl = 0;

if ( macGbl. rpr == TRUE ) /x last packet not copied out * /

{
spmGbl. mode = OVERWRITE; / * stepped on last packet % /
macGbl. rpr = FALSE;/ ¥ what else todo ? %/

/ * initialize crc stuff * /
creGbl. poly = 0x1021;
creGbl. crc = 0xffff;
creGbl. creBit = 0;
crcGbl. dataBit = 0;
crcGbl. dataByte = 0;

/ *
spmGhbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGhbl. tf, txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf, txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
x/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /x* fast way %/

spmGhbl. state = RECEIVE;

) .
else if (spmGhbl. rf. clrTxReqFlag == 1) / * either accept or deny * /
{
if ( (spmGbl. rf. setTxFlag == 1) &&. / * request accepted * /
(spmGbl. rf, txDataCTS == 1) )
{
/ *

spmGbl. tf. txFlag = 1;
spmGbl. tf. txReqFlag = 0;
spmGbl, tf. txDataValid = 1;
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spmGhbl. tf. blank = 0;

spmGbl. tf. txAddrRV = 0;

spmGbl. tf. txAddr = 0;

spmGbl. tf. data = macGbl. tPkt[ macGbl. tc];
* /

* ((uint8 * )& (spmGbl. tf)) = (uint8) 0xA0; /* fast way * /
% ((uint8 * )& (spmGbl. tf. data)) = (uint8) macGbl. tPkt macGbl. tc];

macGhbl. tc4+-+; / * increment count * /

spmGhbl. state = TRANSMIT; / * accepted * /
}
else /* request denied * /
{
/ *
spmGbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGhbl. tf, txDataValid = 0;
spmGbl tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGbl. tf. data = 0;
*/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way * /

spmGbl. state = IDLE; / * dont want to tx anymore * /

}

else /* wait for xcvr to respond to request * /

{

/ * typically there is one blank frame from xcvr
after REQ_TX bit is set but before CTS or ClrTxReqFlag

Possible bug in Echelon powerline spm xcvr.
Sending multiple REQ_TX without waiting for
response may cause xcvr to hang. So only

send zeros while waiting

x/
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spmGhbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGbl. tf. txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf, txAddr = 0;
spmGbl. tf. data = 0;

*/

* (Cuintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; / * fast way * /

spmGbl. state = REQ_TX; / * Wait for response * /
b
break;
case TRANSMIT .
if ( spmGhbl. rf. setCollDet == 1) / % collision so start over * /
{
/ *
spmGbl. tf. txFlag = 0;
spmGbl. tf. txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGbl. tf, blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGbl, tf, data = 0;
*/

* (Cuintl6 * )& (spmGhbl. tH) = (uintl6) 0x0U; . * fast way * /
macGhl. tc = 0;

IncrementBacklog(1); / * collision so increment backlog * /

spmGbl. collisionsThisPkt+ 43 / * increment collison count this packet * /
INCR_STATS(nmp —>>stats. collisions) ;/ * increment collision stats % /

if (spmGbl. collisionsThisPkt >= 255)
{
/ * throw away packet * /
macGbl. tc = 0;
spmGbl. resetCount = 0; / ¥ reset count for txOn x* /
spmGhbl. collisionsThisPkt = 0;
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macGbl. tpr = ‘FALSE;

spmGbl. state = IDLE; / * start over %/
}
else if (spmGhbl. rf. txDataCTS == 1)
{
/ *
spmGhbl. tf. txFlag = 1;
spmGhbl. tf. txReqFlag = 0;
spmGbl. tf. txDataValid = 1;
spmGbl. tf. blank = 0;
spmGbl tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGbl. tf. data = macGbl. tPkt[ macGbl. tc];
*/

* ((uint8 * )& (spmGbl. tf)) = (uint8) 0xA0; /* fast way */
% ((uint8 * )& (spmGbl. tf. data)) = (uint8) macGbl. tPkt[ macGbl. tc];
/ * fast way */

macGbl. tc++; / * increment count * /

if( macGbl. tc >= macGbl. t]) / * last byte sent this frame * /
{

spmGbl. state = DONE_TX; / * dont want to tx anymore * /
}

else

{
spmGhbl. state = TRANSMIT;

}
else if ((spmGbl. rf. txOn == 1) & &
(macGbl. tpr == TRUE) & &
(macGbl. tc << macGbl. t]) ) / * wait for cts * /

/ *

spmGhbl. tf, txFlag = 1;
spmGhbl, tf, txReqFlag = 0;
spmGhbl, tf, txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbhl. tf, txAddrRW = 0;
spmGhbl. tf, txAddr = 0;
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spmGbl. tf. data = 0;
* /

% ((uint8 » )& (spmGbl tf)) = (uint8) 0x80; / * fast way * /
* ((uint8 * )& (spmGbl. tf. data)) = (uint8) 0; /* fast way * /

spmGbl. resetCount—+
if (spmGbl. resetCount >= RESET_COUNT_LIMIT)
{
PHYHardResetSPMXCVRQO);
spmGhbl. state = IDLE;
}

else

{
spmGbl. state = TRANSMIT;

?
else / * something wrong here throw away packet and get out * /
{
/ *
spmGhbl. tf, txFlag = 0;
spmGbl. tf. txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
*/

% ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /= fast way * /

macGbl. tc = 0;
spmGbl. resetCount = 0; / * reset count for txOn x /
spmGbl, collisionsThisPkt = 0;
macGbl. tpr = FALSE;
spmGbl. state = IDLE;
}

break;
case DONE_TX.: / * wait for tx_on to go off */
if ( spmGbl. rf. setCollDet == 1) /% collision so start over * /
{
/ *

spmGbl, tf, txFlag = 0;
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spmGbl. tf. txReqFlag = 0;
smebl. tf. txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGbl. tf. data = 0;

*/

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way =/
macGbl. t¢ = 0;
IncrementBacklog(1); / * collision so increment backlog * /

spmGbl. collisionsThisPkt+ +3; / * increment collision count */

/ * this packet * /
INCR_STATS(nmp —>>stats. collisions);/ * increment collision stats % /

if (spmGbl. collisionsThisPkt >= 255)
{
/ % throw away packet * /
macGbl. tc = 0;
spmGbl. resetCount = 0; / * reset count for txOn * /
spmGbl. collisionsThisPkt = 0;
macGhbl. tpr = FALSE;

spmGhbl. state = IDLE; / % start over * /
}
else if (spmGbl. rf. txOn == 1) / * still sending last byte(s) */
{
/ *
spmGbl tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGhbl. tf, txDataValid = 0;
spmGbl. tf. blank = 0;
spmGhbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
x/

* ((uintl6 * )& (spmGbl. t)) = (uintl6) 0x0; / * fast way */
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spmGhbl. resetCount+ -+ ;
if (spmGbl. resetCount >= RESET_COUNT_LIMIT)
{
PHYHardResetSPMXCVR();
spmGhbl. state = IDLE;
}
else
{
spmGhbl. state = DONE_TX;

else / * (spmGbl. rf. txOn == 0) done sending * /

{

/%
spmGbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGhbl. tf. txDataValid = 0;
spmGhbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf, txAddr = 0;
spmGhbl. tf. data = 03

* /

* ((uintl6 * )& (spmGbl. tf)) = (uintl6) 0x0; / * fast way */

/ % successful transmission so update backlog * /

if (macGbl. deltaBLTx <<= 0)
{

DecrementBacklog(1) ;
}

else

{
IncrementBacklog(macGbl. deltaBL.Tx) ;

/ % Cycle Timer needs to be restarted after valid tx %/

spmGhbl. cycleTimerRestart = TRUE;

/ * clean up */
macGbl. tc = 0;
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spmGbl. resetCount = 0; / * reset count for txOn * /
spmGbl. collisionsThisPkt = 0;
macGbl. tpr = FALSE;
spmGbl. state = IDLE; / * dont want to tx anymore * /
}
break;
case DEBUG:
default.
/ *
spmGbl. tf. txFlag = 0;
spmGhbl. tf. txReqFlag = 0;
spmGbl. tf, txDataValid = 0;
spmGbl. tf. blank = 0;
spmGbl. tf. txAddrRW = 0;
spmGhbl. tf. txAddr = 0;
spmGhbl. tf. data = 0;
*/

* ((uint16 * )& (spmGbl. tf)) = (uintl6) 0x0U; /* fast way * /

spmGbl. state = DEBUG;

} / * end switch spm state machine * /

#ifdef SPM_HISTORY
hBufGbl. records[ hBufGbl. index]. tf = spmGbl. tf;
/ * time period of isr %/
/ % C unsigned math is congruent mod 2°n so negatives wrap around OK x /
hBufGbl. records hBufGbl. index]. duration = * (spmGbl. clock) —

hBufGbl. records[ hBufGbl. index]. start;

hBufGbl. index = (hBufGbl. index + 1) % NUM_HIST;

# endif ’
/ * Send Frame * /
tbdPtrGbl ->r = 1; / % buffer ready to transmit * /
spcomPtrGbl —>str = 1;

} /% end if spmGbl. mode == STOP * /
} /% endif rxb event */

cisrPtrGbl ->>spi = 1; / % clear spi bit in CISR by writinga 1 * /
return;

136



GB/Z 20177.1—2006

/********************************—X—*******
Function: CErrlsr

Returns: none,no arguments allowed either

Reference:

Purpose: interrupt service routine for CPM Int. Error

Comments; must use interrupt pragma
****************************************/
/ % interrupt pragma informs compiler to make next function

an interrupt handler with RTE and saved state of registers * /

H pragma interrupt()

static void CErrlsr(void)
{

i

return;

/%***************************************

Function: Spurlntlsr

Returns: none,no arguments allowed either
Reference:
Purpose: interrupt service routine for spurious interrupt Error

Comments; must use interrupt pragma

/ * interrupt pragma informs compiler to make next function

an interrupt handler with RTE and saved state of registers * /

# pragma interrupt()

static void Spurlntlsr(void)

{

exceptions—+ —+ ;

return;

//**************************%*************
Function: BusErrlsr
Returns: none,no arguments allowed either

Reference:
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Purpose: interrupt service routine for Bus errors

Comments; must use interrupt pragma
****************************************/
/ %  interrupt pragma informs compiler to make next function

an interrupt handler with RTE and saved state of registers * /
# pragma interrupt()

static void BusErrIsr(void)

{

exceptions—+ +;

return;s

/****************************************
Function: GetTransceiverStatus
Returns: none
Purpose;: To determine the status of transceiver registers.
The status registers are different from config registers.

Comments: The array should have space for all the register values.
****************************************/
void GetTransceiverStatus(Byte transceiverStatusQut[ ])
{

int i;

unsigned long count;

Boolean good;
/ * read config registers on PLT—20 transceiver * /

/ * read in reverse order * /
i = NUM_COMM_PARAMS — 1; / * should be 6 */
while (i >= 0)
{
/ * read status registers starting at 7 down to 1 * /
spmGbl. sra = (Byte) i + 1;
spmGbl. srr = TRUE;
count = 0;
/ * wait for ack but time out so not infinite loop * /
while ((spmGbl. srr | = FALSE) &.&. (count << 0xFFFFF))
{
count—+ -+ ;
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if (spmGbl. srr == TRUE) / * xcvr never acked try again * /

{
pbdatPtrGbl ->d5 = 0; / * first reset xcvr * /

/ * wait for a while for everything to settle down =/
good = DelayTicks(RESTART_DELAY_TICKS);

pbdatPtrGbl ->>d5 = 1; / * bring xcvr out of reset * /

i = NUM_COMM_PARAMS — 1; / * start over again * /
} /% NOTE!!! if the xcvr never acks this code will hang * /
else
{

transceiverStatusOut[i] = spmGbl. srData;

i——;

spmGhbl. srData = 0;
spmGhbl. sra = 0;

return;

/*****************Endofspm.c**************/

A.2 LPDURXEE

/****************************************
Function: LKSend
Returns: None
Reference: None
Purpose: To take the NPDU from link layer’'s output queue and put it ‘
in the queue for the physical layer.
Comments: We assume that there will be sufficient space as we
allocated the extra bytes based on header size etc.
****************************************/
void LLKSend(void)
{
LKSendParam * lkSendParamPtr;
Queue * lkSendQueuePtr;

Byte * npduPtr;
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Byte * phyQItemPtr, * phyQPtr, * tempPtr;
Byte % % phyQTailPtrPtr;

uintl6 queueCnt,itemSize;

uintl6 * pduSizePtr;

LPDUHeader * lpduHeaderPtr;

Boolean priority;

/ * First,make variables point to the right queue. * /
if (! QueueEmpty(&gp —>1kOutPriQ))

{
priority = TRUE;
1kSendQueuePtr = &gp —>1kOutPriQ;
phyQPtr = gp —>phyOutPriQ;
phyQltemPtr = gp —>phyOutPriQTailPtr;
phyQTailPtrPtr = &gp —>phyOutPriQTailPtr;
queueCnt = gp —>phyOutPriQCnt;
itemSize = gp —>phyOutPriBufSize;

}
else if (! QueueEmpty(&.gp —>1kOutQ))

{

priority = FALSE;
lkSendQueuePtr = &gp ->1kOutQ;
phyQPtr = gp —>phyOutQ;
phyQltemPtr = gp —>phyOutQTailPtr;
phyQTailPtrPtr = &.gp —>phyOutQTailPtr;
queueCnt = gp ->phyOutQCnt;
itemSize = gp —>phyOutBufSize;

}

else

{
return; / * Nothing to send. * /

}

lkSendParamPtr = QueueHead(lkSendQueuePtr) ;
~ npduPtr = (Byte *) (lkSendParamPtr + 1);

/ % Check if there is space in the physical layer's queue. * /
if ( ¥ phyQltemPtr == 1)
{

return; / * No space in the physical layer queue. * /

/ % Fill the PDU size so that the physical layer knows about it.
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pduSizePtr = (uintl6 %) ((char * )phyQItemPtr 4 1);
% pduSizePtr = lkSendParamPtr ->>pduSize + 3;

/ % First fill the data. * /
tempPtr = phyQltemPtr + 3;

/ * Form the header. x /

IpduHeaderPtr = (LPDUHeader * )tempPtr;
IpduHeaderPtr ~>>priority = priority;

IlpduHeaderPtr —>>altPath = lkSendParamPtr ->>altPath;
lpduHeaderPtr —>>deltaBL = lkSendParamPtr —>deltaBL;

tempPtr-++;

/ * Copy the NPDU. x/
if (IkSendParamPtr —>>pduSize <= itemSize)
{
memcpy (tempPtr,npduPtr,lkSendParamPtr ~>>pduSize) ;
}
else

{
U

ErrorMsg("LKSend: NPDU seems too large to fit. \n");

/ % Compute the CRC value. */
CRC16 (phyQItemPtr-+3,lkSendParamPtr ~>pduSize + 1);

/% Turn the flag on so that physical layer can send it. * /
* phyQltemPtr = 1;

/ % Increment tail pointer taking care of wraparound. * /
* phyQTailPtrPtr = * phyQTailPtrPtr -+ itemSize;
if ( *x phyQTailPtrPtr == (phyQPtr + queueCnt * itemSize))
{
* phyQTailPtrPtr = phyQPtr; /% wrap around. */

DeQueue(1kSendQueuePtr) ;

return;

/"-X‘%****************%*********************

Function: CRC16
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Returns: 16 bit CRC computed.
Purpose:  To compute the 16 bit CRC for a given buffer.

Comments: None.

****************************************/
void CRC16(Byte bufInOut[ ], uintl6 sizeln)

{
uintl6 poly = 0x1021; / * Generator Polynomial. x /

uintl6 crc = Oxffff;
uintl6 1,j;
unsigned char byte,crcbit,databit;

for i = 0; i < sizeln; i+4)
{
byte = bufIlnOut[i];
for G = 0; 3] <<8; j++)
{
crebit = cre & 0x8000 2 1 & 0;
databit = byte & 0x80 21 : 0;
crc = cre << 1;
if (crebit ! = databit)
{
crc = crc ~ poly;
}
byte = byte <{<{ 1;

}

crc = crc ~ Oxffff;
bufInQut[ sizeln] = (crc >> 8);
bufInOut[ sizeln + 1] = (cre & 0x00FF);

return;

A.3 LPDU I %

/****************************************

Function; LKReceive
Returns: None
Reference: None
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Purpose:  To receive the incoming LPDUs and process them.
Comments: Each item of the queue gp —>>1kInQ has the following form:
flag pduSize LPDU
flag is 1 byte long.
pduSize is 2 bytes long.
LPDU has header followed by the rest of the LPDU and then CRC.
The LPDU header is 1 byte long. CRC uses 2 bytes.
If a packet is in lkInQ then it should fit into nwInQ.
R K K K K K K X K K K K K K K K K K K K K K X X X X X X K X X X KX X X X X %/

void LKReceive(void)

NWReceiveParam * nwReceiveParamPtr;
Byte * npduPtr;

LPDUHeader % lpduHeaderPtr;

Byte * tempPtr;
uintl6 lpduSize;
if ( * (gp-—>1kInQHeadPtr) == 0)

/ ¥ There is nothing to receive. * /

return;
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lpduSize = * (uintl6 * )(gp —>1kInQHeadPtr + 1);

IpduHeaderPtr = (LPDUHeader *)(gp —>1kinQHeadPtr + 3);

/ % Throw away packets that are smaller than 8 bytes long. */

/ % this check is now made in the mac sublayer * /

/ * Do CRC check. x/

/ % this check is now made in the mac sublayer * /

/ * Only packets with valid CRC and >= 8 bytes are placed

in the 1kInQ by mac sublayer. * /

INCR_STATS(nmp —>>stats. layer2Received) ; / * Got a good packet. * /

/ * We need to receive this message. * /

if (QueueFull(&.gp -—>nwInQ))

/ * We are losing this packet. x* /

INCR_STATS(nmp ~>>stats. missedMessages) ;

else

144



GB/Z 20177.1—2006

nwReceiveParamPtr = QueueTail(& gp —>nwlnQ);

npduPtr = (Byte * )(nwReceiveParamPtr + 1);

nwReceiveParamPtr ->>priority = lpduHeaderPtr ->>priority;
nwReceiveParamPtr ~>>altPath = lpduHeaderPtr —>>altPath;
tempPtr = (Byte * )((char * )lpduHeaderPtr + 1);

nwReceiveParamPtr -—>>pduSize = lpduSize — 3;

/ * Copy the NPDU., x/

/ * if it was in link layer's queue,then the size should be

sufficient in network layer’s queue as they differ by 3.

However,let us play safe by checking the size first. * /

if (nwReceiveParamPtr ->>pduSize <= gp —>nwInBufSize)

memcpy(npduPtr, tempPtr,nwReceiveParamPtr ~>pduSize) ;

else

ErrorMsg("LKReceive: NPDU size seems too large. \n");

EnQueue(.gp —>nwlnQ) ;
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* (gp —>1kInQHeadPtr) = 0;
gp —>1kInQHeadPtr = gp ->1kInQHeadPtr + g;.)v—>1kIr1BufSize;
if (gp —>1kInQHeadPtr ==

(gp —>>1kInQ + gp —>1kInBufSize * gp ->>1kInQCnt))

gp —>1kInQHeadPtr = gp ->1kInQ; / * wrap around. * /

}
return;
}
A4 BEEFE
Input;.
NPDU the NPDU to be routed
Output:
Decision one of (Forward,Drop)
Uses:
My_Domain the domain this router is assigned to
My_Subnet the subnet within the domain that this side of the router is assigned to
ROUTE, O routing table
ROUTE,. O routing table
ROUTE,. O routing table
RouterType one of: Configured,Learning,Bridge,Repeater

Begin { routingalgorithm }

If RouterType = Repeater Then Begin
Decision ;= Forward;
Return;

end;
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If RouterType = Learning Then
Execute ROUTING_EVENT of learning algorithm;

If NPDU. Domain <.>> My_Domain Then
If RouterType = Bridge or RouterType = Learning Then Begin

Decision : = Drop;
Return;

end;

If NPDU. Domain <> Null_Domain Then Begin
Decision : = Drop;
Return;
end;

Else If RouterType = Bridge Then Begin |
Decision : = Forward;
Return;

end;

Case NPDU. DestAddrFmt Of

Subnet/Node: Decision : = ROUTE,.(NPDU. DestSubnet) ;
Group: Decision : = ROUTE,,. (NPDU. DestGroup) ;
Broadcast: Decision ;= ROUTE,.(NPDU. DestSubnet) ;
end case;
Return;

end { routing algorithm};

A.5 BEIHEZE

Inputs:

INIT_EVENT
always occurs on system reboot; may also occur periodically,allowing the router to adapt to

changes in network topology

ROUTING_EVENT
NPDU the NPDU to be routed

MySubnet the subnet the router is configured on for this side of the router

Output:
Defines routing function ROUTE,. ()

begin { learning algorithm }
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case event of
INIT_EVENT. ‘
Set ROUTE,.() := Forward for all subnet addresses;
Set ROUTE,, (MySubnet) := Drop;
Set ROUTE,. () := Forward for all group addresses;

ROUTING_EVENT:
ROUTE,.(NPDU. SrcSubnet) := Drop
end case;

end { learning algorithm };

A6 EFEHEZ

/****************—X—***********************

File. tes. ¢
Version: 1.7
Purpose: Interface file for transaction control sublayer.

Outgoing sequencing.

Incoming sequencing and duplicate detection.

Note: For assigning TIDs,a table is used. We
remember the last TID for each unique destination
address. When a new TID is requested for a
destination, this table is searched for that
destination. If found,we make sure that we
don't assign the same TID used for that
destination. If the destination is not

found, we make a new entry in the table.

We have an entry in the table for each
subnet/node, group, broadcast, subnet
broadcast,unique node id. When a table entry
is assigned,we remember the time stamp too.
If the table does not have space for a new
destination address,we get rid of one that has
remained more than 24 seconds. If there is no
such entry,then we fail to allocate the new

transaction ID. The table size is configurable.

To Do: None

****************************************/
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/% % % ¥ START INFORMATIVE — Transaction ID Allcation * % % %/

/ % These functions represent an example means of allocating transaction IDs.

% There are in fact several valid mechanisms for allocating transaction IDs.

* In addition to the mechanism below,there are at least two other accepted means

% for allocating transaction IDs.

% 1. Allocate a transaction ID per unique destination address. This method should

* not be used if acknowledged or request/response using unique ID or broadcast

* addressing are using in time proximity with the other addressing modes.

* Note that such combinations can be accomplished in this scheme if guardbands

* are placed around expected arrivals of acks/responses per transaction ID.

% 2. Allocate all transaction IDs from a single transaction 1D space without

* conflict checking. If this simple scheme is used,it is recommended that

* conflict checking be performed by the application. * /

N

# include <stdio. h>
#include <string. h>
#include <<CEA709_1. h>
# include <node. h>

# include <tcs. h>

/ * Minimum amount of time in seconds a record in the priTbl or
non— priThl should stay before it can be replaced with a new
entry. 1. e.,if the table is full and a new entry is needed,
we look for an entry that has remained in the table for
at least MIN_TABLE_TIME seconds. x /

# define MIN_TABLE_TIME 24

/% None */
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/****************************************
Function; TCSReset

Returns: None

Reference: Section 7,Protocol Specification.

Purpose:  To initialize all globals to proper values.

Comments: None.

****************************************/
void TCSReset(void)
{
gp —>priTransID = 03 /* On node reset,transaction id 0 is used. * /
gp ——>nonpriTransID = 0;
gp —>priTransCtrlRec. inProgress = FALSE;
gp —>nonpriTransCtrlRec. inProgress = FALSE;
/ ¥ Reset the tables that keep track of (destination address
transaction id) pairs only duing powerup or external reset.
When resetCause is software reset or cleared,we keep this
table to ensure that we don’t send a message to a destination
with TID same as the one used last time for that destination.
For power-up or external reset,we also need to ensure that
using some other technique. We will delay transport or session
layer sends by a small amount so that no messages are pending in
target nodes. If we don’t follow these guidelines,the target
node may throw away messages sent after a reset as duplicates. * /
if (nmp —>resetCause == POWER_UP_RESET || nmp —>resetCause == EXTERNAL_RESET)
{
gp —>priTblSize = 0;
gp —>nonpriTblSize = 0;

/****************************************
Function: NewTrans
Returns:  SUCCESS if a transaction id can be assigned.
FAILURE if it is not possible to assign an id.
Purpose:  To get a new transaction id.
Comments: This function implements a new algorithm to assign the
transaction id. It does not use the one in protocol specification.
Alg Idea: For each of the following categories, we have an
entry in the table.
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1. Subnet/Node
2. group
3. broadcast (domainwide or subnet)
4. unique node id
When a new id is requested, we increment the TID from
the single space. We then search the table for this
entry. If a matching entry is found,then we check
if that TID was used last time for the same destination.
If so,we bump it up by one. If not we use it. In
either case,we record this TID in the table.
If there was no such entry,we create a new one.
If there is no space for the new entry,we release one
that has remained more than MIN_TABLE_TIME seconds.
If no such entry,then we fail to assign a TID.
****************************************/
Status NewTrans(Boolean priorityln,DestinationAddress addrin,

TransNum * transNumQOut)

uintl6 i;
TransCtrlRecord #* transRecPtr;

TransNum * transNumPtr;
TIDTableEntry  * tbl;

uintl6 * tblSize;

Boolean found;

/ % Point to the appropriate control record & table. * /
if (priorityIn)
{
transRecPtr = &gp —>>priTransCtrlRec;
transNumPtr = &.gp —>priTransID;
tbl = gp ->priTbl;
tb1Size = &.gp —>priTblSize;

else

transRecPtr = &.gp ~—>>nonpriTransCtrlRec;
transNumPtr = &gp —~>nonpriTransID;

tbl = gp —>nonpriThl;

tblSize = &gp —>>nonpriTblSize;

/ * Check if transaction al‘ready in progress. * /

if (transRecPtr ->>inProgress)
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/ % We can’t allow a new transaction. Return failure. */

return(FAILURE);

/ % We can allow the transaction. Allocate a new TID. x/

transRecPtr ——>transNum = % transNumPtr;

/ * Make sure that this dest did not use this TID last time.
If it did,increment the TID, x /
/ * Note: addrIn. addressMode can never be MULTICAST_ACK
for transactions initiated by a node. %/
found = FALSE;
for (i = 0; i << = tblSize; i++)

!
\

/ * Update timer for this i whether match or not. */
UpdateMsTimer(&tbl[i]. timer);

/ % If domainld does not match,skip entry. * /
if (addrIn. domainIndex ! = FLEX_DOMAIN & &
(eep ~—>>domainTable[ addrIn. domainIndex]. len == 0xFF ||
tbl[i]. len ! = eep —>>domainTable[ addrIn. domainIndex]. len | |
memcmp(eep —>domainTable[ addrIn. domainIndex]. domainld,
tbl[i]. domainld,
eep —>domainTable[ addrIn. domainIndex]. len) ! = 0)

continue; / * Not flex domain but domain mismatch. * /

if (addrIn. domainindex == FLEX_DOMAIN & &
(tbl[i].len ! = addrln. flexDomainLen | |
memcmp(addrIn. flexDomainld,
tbl[i]. domainld,
addrln. flexDomainLen) | = 0)

continue; / * Flex domain but domain mismatch. * /

switch(addrIn. addressMode)

{
case SUBNET_NODE.



if (tbl[i]. addressMode == SUBNET_NODE & &.
mememp( & tbl[i]. addr. subnetNode, & addrIn. addr. addr2a,
sizeof (SubnetAddress)) == 0)

found = TRUE;
}
break;
case UNIQUE_NODE_ID.
if (tbl[i]. addressMode == UNIQUE_NODE_ID &.8.
memcmp(tbl[i]. addr. uniqueNodeld,

addrIn. addr. addr3. uniqueld,
UNIQUE_NODE_ID_LEN) == 0)

found = TRUE;
}
break;
case MULTICAST.
if (tbl[i]. addressMode == MULTICAST & &
tbl[i]. addr. group == addrln. addr. addr1)

found = TRUE;
}
break;
case BROADCAST,
if (tbl[i]. addressMode == BROADCAST & &
tbl[i]. addr. subnet == addrIn. addr. addr0)

found = TRUE;
}

break;
default

ErrorMsg("NewTrans: Unexpected addressMode. \n") ;

/ % Should not come here. */

}
if (found)
{

break; / * Need to leave for loop with matched i value. * /

if (found)
{

¥

/ % Found a match. Check if last TID is same or not. * /
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/ * We can reuse this entry and reinitialize timer. % /
if (tbl[i].tid == * transNumPtr)
{

/ * Increment TID. %/
( % transNumPtr) + 4+

if ( * transNumPtr == 16)
{
%* transNumPtr = 1; / * Wrap around. */
}
transRecPtr ——>transNum = * transNumDP1tr;
}
tbl[i]. tid = % transNumPtr;

SetMsTimer(&.tbl[i]. timer,
(uintl6) (MIN_TABLE_TIME x 1000));

* transNumQOut = x* transNumPtr;
transRecPtr ->>inProgress = TRUE;
return(SUCCESS) ;

/ % No match. Make a new entry. If no space. get a space. * /
/ % All the timers must have been updated in the for loop above.
if ( * tblSize == TID_TABLE_SIZE)
{
/ * Table is full. See if any entry can be replaced. * /
found = FALSE;
for (i = 0; 1 << x tblSize; i++)

{
if (tbl[i]. timer. curTimerValue == 0) / * Expired * /
{
found = TRUE;
break;
}
}
if (found)
{
/ * Replace this entry with last entry of table. * /
tbl[i] = tbl[ * tblSize];
( * tblSize) ——;
/ % Fall through to code below. * /
}
else

{

/ * Unable to find an entry. * /
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return(FAILURE) ;

/ ¥ Now we have space for an entry. Add new entry. */
/ * Store the domain len and domain id in table * /
if (addrIn. domainlndex == FLEX_DOMAIN)
{
memcpy(tbl[ * thlSize]. domainld,
addrIn. flexDomainld,
addrln. flexDomainl.en) ;
tbl[i]. len = addrIn. flexDomainlLen;
}
else
{
memepy(tbl[ * tblSize]. domainld,
eep —>>domainTable[ addrIn. domainIndex]. domainld,
eep —>>domainTable[ addrIn. domainIndex ]. len) ;
tbl[i]. len = eep —>>domainTable[addrIn. domainindex]. len;

tbl[ * tblSize]. addressMode = addrln. addressMode;
if (addrIn. addressMode == MULTICAST)
{
thl[ * tblSize . addr. group = addrIn. addr. addrl;
}
else if (addrln. addressMode == SUBNET_NODE)
{
tbl[ * tblSize]. addr. subnetNode = addrIn. addr. addr2a;
!
else if (addrIn. addressMode == UNIQUE_NODE_ID)
{
memepy(thl[ * tblSize]. addr. uniqueNodeld,
addrln, addr. addr3. uniqueld,
UNIQUE_NODE_ID_LEN);
}
else if (addrIn. addressMode == BROADCAST)
{
thl[ * thlSize ]. addr. subnet = addrIn. addr. addr0;

else

{

/ % Should not come here as addressMode was checked before too.

GB/Z 20177.1—2006
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ErrorMsg("NewTrans: Invalid addressMode at unexpected place\n");
}
SetMsTimer(&.tbl[ * tblSize]. timer, (uint16) (MIN_TABLE_TIME * 1000));
tbl[ * tblSize]. tid = * transNumPtr;
* transNumOQut = x transNumPtr;
( * tblSize) ++;
transRecPtr ——>inProgress = TRUE;
return(SUCCESS) ;

/****************************************
Function: TransDone
Returns:  None
Reference: Section 7 Protocol Spec.
Purpose:  To release the transaction record for future assignments.
Comments: None
****************************************/
void TransDone(Boolean priorityln)
{

TransCtrlRecord * transRecPtr;

TransNum * transNumPtr;

/ * Point to the appropriate control record & table. x /
if (priorityIn)
{
transRecPtr = &.gp —>>priTransCtrlRec;
transNumPtr = & gp —>priTransID;
}

else

{
transRecPtr = &.gp —>>nonpriTransCtrlRec;
transNumPtr = & gp —>nonpriTransID;

/ % Mark transaction as available. * /
transRecPtr ~>>inProgress = FALSE;

/ * Increment the corresponding transaction id. * /
( % transNumPtr) + 4+
if ( * transNumPtr == 16)

{

* transNumPtr = 1; /¥ Wrap Around to 1. */
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/****************************************
Function: ValidateTrans
Returns: TRANS_CURRENT if the transNumlIn matches transaction

in progress.

TRANS_NOT_CURRENT othewise.
Reference: Section 7,Protocol Specification.
Purpose:  To check if a given transNumln is current or not.
Comments: None
*****%**%*******************************/
TransStatus ValidateTrans(Boolean priorityln,

TransNum transNumlIn)

TransCtrlRecord * transRecPtr;

/ % Point to the appropriate control record & table. * /
if (priorityln)
A
transRecPtr = &.gp ~>priTransCtrlRec;
}

else
{

transRecPtr = &.gp ~>>nonpriTransCtrlRec;

if (transRecPtr —>>inProgress & &

transRecPtr —>>transNum = = transNumlIn)

return( TRANS_CURRENT);

return(TRANS_NOT_CURRENT);

——

/% % % ¥ END INFORMATIVE — Transaction ID Allcation * * % x/

A7 MBEE®

//*****%**********************************
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File: network. ¢
Version: 1.7
Reference: Protocol Specification. Section 7.
Purpose: To implement network layer functions.
Note: Reference implementation does not support

special nodes such as routers and bridges.

Extra code is needed to implement these.

To Do None

# include <!stdio. h>
# include <string. h>

#include <CCEA709_1. h>
# include <node. h>

# include <queue. h>

# include <{network. h>

/****************************************

Byte data[ 1] is used so that variable data has address assigned by

the compiler. Once we know the size of the record, we will use
data[ 0],data[1],etc.

data[ 0] is source subnet.

data[ 1] is source node.

Based on the addrFmt field and 1st bit of data[1],the rest of

the data array is used appropriately.
****************************************/
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# pragma maxalign(1)
typedef struct

{

Bits protocolVersion 123

Bits pduType 12

Bits addrFmt 12

Bits domainLength 12

Byte data[1]; / % Variable part * /
} NPDU;

# pragma maxalign()

static Byte DecodeDomainl.ength(Byte lengthCode) ;
static Byte EncodeDomainLength(Byte length) ;

/**********************%‘X")«"***************
Function: NWReset

Returns:  None

Reference; None

Purpose: To initialize the queues used by the network layer.

Comments: None.

****************************************/
void NWReset(void)

uintl6 queueltemSize;

/ % Allocate and initialize the input queue. */
gp —>nwinBufSize =
DecodeBufferSize((uint8)eep —>readOnlyData. nwlnBufSize) ;
gp ~—>nwInQCnt = DecodeBufferCnt((uint8)eep —>>readOnlyData. nwInBufCnt) ;
queueltemSize = gp —>nwInBufSize + sizeof (NWReceiveParam) ; !
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if (Queuelnit(&.gp —~>nwInQ,queueltemSize,gp —>nwInQCnt) ! = SUCCESS)
{

ErrorMsg("NWReset: Unable to init the input queue. \n") ;

gp —>resetOk = FALSE;

return;

/ % Allocate and initialize the output queue. x* /
gp —>nwOutBufSize =
DecodeBufferSize((uint8)eep —>readOnlyData. nwOutBufSize) ;
gp —>nwOutQCnt = DecodeBufferCnt((uint8)eep —>>readOnlyData. nwOutBufCnt) ;
queueltemSize = gp —>nwOutBufSize + sizeof (NWSendParam) ;

if (gp —>nwOutQCnt < 2)

{
ErrorMsg("NWReset: Network non-pri buffers count should be >= 2.\n");
gp —>resetOk = FALSE;

returns;

if (Queuelnit(& gp —>>nwOutQ,queueltemSize,gp —>nwOutQCnt)
! = SUCCESS)

ErrorMsg("NWReset: Unable to init the output queue. \n");
gp —>resetOk = FALSE;

return;

/ % Allocate and initialize the priority output queue. * /
gp ~>nwOutPriBufSize = gp ->nwQutBufSize;
gp —>nwOutPriQCnt =
DecodeBufferCnt((uint8)eep —>>readOnlyData. nwOutBufPriCnt) ;
queueltemSize = gp —>nwOutPriBufSize + sizeof (NWSendParam);

if (gp —>nwOutPriQCnt < 2)

{
ErrorMsg("NWReset: Network pri buffers count should be >= 2. \n");
gp —>resetOk = FALSE;

return;

if (Queuelnit(& gp —>nwOutPriQ,queueltemSize,gp —>nwOutPriQCnt)
! = SUCCESS)
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{
ErrorMsg("NWReset: Unable to init the priority output queue. \n");
gp —>resetOk = FALSE;
return;

!

return;

/********************************‘X‘*******
Function: NWSend
Returns;  None
Reference: None. No algorithms in protocol specification.
Purpose:  To send outgoing PDUS (APDU or SPDU or TPDU or AuthPDU)
waiting on the queue (pri or nonpri) for network layer.
Network layer forms the NPDU and the parameters for
sending the NPDU and writes to the queue for the
link/mac layer.
Comments: Network buffer size is guaranteed to be at least
20 bytes long as the encoding table’s minimum value is 20.
The NPDU's header's worst case size is 16. So,we are

OK. No need to check for space when writing headers.

KK K K K K K K K K K K X X K KK K K K X K XK K X X K K X K X X F ¥ X x ¥ x % x/

void NWSend(void)

{
NWSendParam * nwSendParamPtr; / * Param in nwOutQ or nwPriOutQ. * /
LKSendParam * lkSendParamPtr; / * Param in lkOutQ or [kPriOutQ. * /
APPReceiveParam * appReceiveParamPtr;

NPDU * npduPtr; / % Pointer to NPDU being formed. * /
Byte * pduPtr; / % Pointer to PDU etc being sent, % /
Boolean priority; / * TRUE if processing pri msg. * /

Byte selField; /* 0 or 1. Used to form NPDU, */
uint8 i3 / * For temporary use. % /
uintl6 npduSize; / * Size of NPDU formed. * /
uint8 numDomains; / % Number of domains for this node. * /
Boolean flexDomain; / % True if sending in flex domain. * /

uint8 domainLength; /% Length of domain value sent. */

Byte domainld[ DOMAIN_ID_LLENT; / * Value of domain. %/

/ % Check if there is work to do and set pointers * /
if (! QueueEmpty(&.gp ~—>nwOutPriQ) & & ! QueueFull(& gp —>1kOutPriQ) )
{

/ * Process priority message if there is one and it can be processed. * /
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priority = TRUE;
nwSendParamPtr = QueueHead(& . gp —>nwOutPriQ) ;
lkSendParamPtr = QueueTail(& gp —>1kOutPriQ) ;
}
else if ( 1 QueueEmpty(&gp -—>nwOutQ) & & | QueueFull(&gp —>1kOutQ) )
{
/ * Process non— priority message if there is one and can be processed * /
priority = FALSE;
nwSendParamPtr = QueueHead( &gp —>nwOutQ) ;
lkSendParamPtr = QueueTail(&gp ->1kOutQ);
}
else
{
/ % Either there is nothing to send or there is no space in link layer * /

return;

/ * For application layer messages, we need to give completion event

using the tag given. This is for consistency with transport/session

layers. Thus completiong events are streamlined in one place in

application layer rather than lots of places. * / _
if (nwSendParamPtr —>>pduType == APDU_TYPE & & QueueFull(&gp -—>>appInQ))
{

/ % Can't deliver the indication. Wait until we can send indication * /

return;

/ % Process the waiting PDU, form the NPDU and send it * /

/ % ptr to APDU or TPDU or SPDU or AuthPDU. %/
pduPtr = (Byte % )(nwSendParamPtr + 1);

/ * ptr to NPDU constructed. %/
npduPtr = (NPDU = )(lkSendParamPtr + 1);

/ % Write the NPDU header. * /

npduPtr —>>protocolVersion = PROTOCOL_VERSION; / * See CEA709_1.h */

npduPtr —>pduType = nwSendParamPtr —>pduType;

switch (nwSendParamPtr ~>>destAddr. addressMode)

{

case BROADCAST .
npduPtr ~>addrFmt = 0;
break;
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case MULTICAST:
npduPtr ~>addrFmt = 1;
break;
case SUBNET_NODE.
case MULTICAST_ACK.:
npduPtr ——>addrFmt = 2;
break;
case UNIQUE_NODE_ID.
npduPtr ->addrFmt = 3;
break;
default.
ErrorMsg("NWSend: Unknown address mode. \n") ;
/ % Discard the packet as addrmode is wrong * /
nmp —>>errorLog = BAD_ADDRESS_TYPE;
/ * Send completion event if it was an APDU x /
if (nwSendParamPtr ->pduType == APDU_TYPE)
{
appReceiveParamPtr = QueueTail(&.gp —~>appInQ) :
appReceiveParamPtr ->>indication = COMPLETION;
appReceiveParamPtr ~>success = FALSE;
appReceiveParamPtr ->>tag = nwSendParamPtr ->>tag;
EnQueue( &gp ~>>applnQ) ;
}
if (priority)
{
DeQueue( & .gp —>nwQOutPriQ) ;
H
else
DeQueue( & gp —>nwOutQ) ;
;

return;

/ * Write the domain length. */

/ * First determine the number of domains for this node * /

if (eep —>readOnlyData. twoDomains == 1)
{
numDomains = 2;
}
else
{
numDomains = 1;
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/ % if a node is in in unconfigured state and the message is not in flex
domain, then we discard the message. We should not use the domain table
in unconfigured state,irrespective of whether they are valid or not.
However,we allow acks,response,challenge and reply. The field
droplfUnconfigured indicates whether this check is done or not. * /

if (nwSendParamPtr —>>droplfUnconfigured & &
nwSendParamPtr —>destAddr. domainlndex ! = FLEX_DOMAIN & &
NodeUnConfigured())

/ * drop this packet. */

/ * Send completion event if it was an APDU = /

if (nwSendParamPtr ->pduType == APDU_TYPE)

{
appReceiveParamPtr = QueueTail( & gp —>>appInQ);
appReceiveParamPtr —>>indication = COMPLETION;
appReceiveParamPtr ~>>success = FALSE;
appReceiveParamPtr ->tag = nwSendParamPtr ->>tag;
EnQueue( & gp ~>>applnQ) ;

}

if (priority)

{
DeQueue( & gp —>nwOutPriQ) ;

}

else

{
DeQueue( & gp —>nwOutQ) ;

}

return;

/ * I the domain used is not in use,it cannot send any packet * /
if (nwSendParamPtr ->>destAddr. domainlndex < numDomains & &
eep —>domainTable[ nwSendParamPtr —>>destAddr. domainIndex]. len
== 0xFF)

if (! nwSendParamPtr —>>droplfUnconfigured)
{
/ % It is not ACK,RESP etc. Don't log domain error in this case.
LNS might use join domain to leave a domain with ACKD. So,the
ACK send by the transport layer will be in an invalid domain
but should be ignored. x /
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/ * Discard the packet as the domain table entry is not in use * /

nmp - >errorLog = INVALID_DOMAIN;

}

/ * Send completion event if it was an APDU x /

if (nwSendParamPtr —>pduType == APDU_TYPE)

{
appReceiveParamPtr = QueueTail(&gp —~>applnQ) ;
appReceiveParamPtr ~>>indication = COMPLETION;
appReceiveParamPtr ~>success = FALSE;
appReceiveParamPtr ->tag = nwSendParamPtr —>tag;
EnQueue(&.gp —~>appInQ) ;

}

if (priority)

{
DeQueue( & gp —>nwOutPriQ) ;

}

else

{
DeQueue( & gp —>nwOutQ) ;

f

return;

/ % Use destAddr to determine the domain and write it.

compute and store domainLength and domainld for later use. %/

if (nwSendParamPtr —>>destAddr. domainlndex < numDomains)

{

/ % One of this node's domains. * /
domainLength =
eep —>domainTable[ nwSendParamPtr —>>dest Addr. domainIndex]. len;
npduPtr —>>domainLength =
EncodeDomainlength(
eep —>>domainTable[ nwSendParamPtr ->>dest Addr. domainIndex]. len
)3
if (domainLength <<= DOMAIN_ID_LEN)
{
memcpy(domainld,
eep —>>domainTable[
nwSendParamPtr —>destAddr. domainlndex]. domainld,
domainLength); / * Save id for now *
}
flexDomain = FALSE;
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}
else if (nwSendParamPtr —>>destAddr. domainlndex == FLEX_DOMAIN)
{
/ % Flex domain message. * /
domainLength = nwSendParamPtr —>destAddr. flexDomainLen;
npduPtr —>>domainl.ength =
EncodeDomainl.ength(
nwSendParamPtr —>>destAddr. flexDomainLen
K
if (domainl.ength <= DOMAIN_ID_LEN)
{
memcpy(domainld,
nwSendParamPtr ->>destAddr. flexDomainld,
domainl.ength); / ¥ Save the id for now * /
}
flexDomain = TRUE;
}
else
{
ErrorMsg("NWSend: Domain index is not valid. \n");
nmp —>errorLog = INVALID_DOMAIN;
/ * Send completion event if it was an APDU * /

if (nwSendParamPtr ~>>pduType == APDU_TYPE)
{

appReceiveParamPtr = QueueTail(&gp —>>appInQ);
appReceiveParamPtr —>indication = COMPLETION;
appReceiveParamPtr —>>success = FALSE;
appReceiveParamPtr ->>tag = nwSendParamPtr ~>>tag;
EnQueue(& gp —=>appInQ);

}

/ % Discard the packet as the domain index is invalid. * /

if (priority)

{
DeQueue( &.gp —>nwOutPriQ) ;

}

else

{
DeQueue( &.gp —>nwOutQ) ;

}

return;

if (domainlength | = 0 & & domainLength | = 1 & &
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domainLength | = 3 & & domainlength | = 6)

/ * Protocol specification indicates that domainLength has to be
one of the above values. If not,it is a bad value. * /

ErrorMsg("NWSend: Domain length is not valid. \n") ;

nmp —>errorl.og = INVALID_DOMAIN;

/ % Send completion event if it was an APDU * /

if (nwSendParamPtr ->pduType == APDU_TYPE)

{
appReceiveParamPtr = QueueTail(&.gp ~—>>appIlnQ) ;
appReceiveParamPtr ->>indication = COMPLETION;;
appReceiveParamPtr —>>success = FALSE;
appReceiveParamPtr —>>tag = nwSendParamPtr —>tag;
EnQueue(&.gp ~=>appIlnQ);

}

/ % Discard the packet as the domain length is invalid. * /

if (priority)

{
DeQueue( & gp ~>nwOutPriQ) ;

}

else

{
DeQueue(&.gp —>nwOutQ) ;

}

return;

/ *» Write the address. It goes into data[0] onwards. * /

/ % First,write source subnet. */
if ({lexDomain)
{

npduPtr —>>data[ 0] = 0; / % It is O for flex domain response. * /
}
else
{

npduPtr —>>data[ 0] =

eep —>domainTable[ nwSendParamPtr ->destAddr. domainIndex]. subnet;

/ * Determine the selField value. */
/ % Only MULTICAST_ACK has selector field as 0. For all others,itis 1. * /

if (nwSendParamPtr —>destAddr. addressMode == MULTICAST_ACK)
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selField = 0;
}
else
{

selField = 1;

/ * Write the source node. * /
/ % Node value is only 7 bits. The high order bit is selField. * /
if (flexDomain)
{
npduPtr —>data[ 1] = selField <{<{ 7; / * SrcNode is 0. * /

else
{
npduPtr —>data[ 1] = selField << 7 |
eep —>domainTable[ nwSendParamPtr —>>destAddr. domainIndex]. node;

/ % Write the destination address. * /
/ % Set j to the index for writing the domain field. * /
switch (nwSendParamPtr ->destAddr. addressMode)
{
case BROADCAST:
npduPtr —>>data[ 2] = nwSendParamPtr ~>destAddr. addr. addr0;
j = 3;
break;
case MULTICAST:
npduPtr ->>data[ 2] = nwSendParamPtr —>>destAddr. addr. addrl;
=3
break;
case SUBNET_NODE.
nwSendParamPtr ->>destAddr. addr. addr2a. selField = 1;
memcpy( & npduPtr —>>data[ 2],
& nwSendParamPtr —>>destAddr. addr. addr2a,
2); '
] = 4;
break;
case MULTICAST_ACK:
nwSendParamPtr —>destAddr. addr. addr2b. subnetAddr. selField = 1;
memcpy( & npduPtr —>data[ 2],
&.nwSendParamPtr —>>destAddr. addr. addr2b,
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4);
= 6;
break;
case UNIQUE_NODE_ID:.
memcpy( & npduPtr —>data[ 2],
&.nwSendParamPtr —>destAddr. addr. addr3,
(OF
=9
break;
default,
ErrorMsg("NWSend: Unknown address format. \n");
/ % Discard the packet as the address Mode is wrong. * /
nmp —>errorlLog = BAD_ADDRESS_TYPE;
/ * Send completion event if it was an APDU = /
if (nwSendParamPtr ~>pduType == APDU_TYPE)
{
appReceiveParamPtr = QueueTail(&.gp —>appInQ) ;
appReceiveParamPtr ->>indication = COMPLETION;
appReceiveParamPtr —>>success = FALSE;
appReceiveParamPtr —>tag = nwSendParamPtr —>tag;
EnQueue(&.gp ~>>appInQ) ;
}
if (priority)
{
DeQueue( &gp —>nwQOutPriQ) ;
}
else
{
DeQueue( & gp —>nwOutQ) ;
}

return;

/ * Now, j has the index of data field in which domain goes. * /
/ * Write the domain. We saved this information earlier. * /
memepy( & npduPtr —>>datalj], domainld, domainLength);

j += domainlLength;

/ * Write the enclosed PDU, x/
if (1 + j + nwSendParamPtr —>pduSize > gp —>nwQutBufSize)
{
./ * Discard the packet as it is too long. * /
nmp —>errorLLog = WRITE_PAST_END_OF_NET_BUFFER;
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/ ¥ Send completion event if it was an APDU % /

if (nwSendParamPtr —>pduType == APDU_TYPE)

{
appReceiveParamPtr = QueueTail(&.gp —~>applnQ) ;
appReceiveParamPtr ~>>indication = COMPLETION;
appReceiveParamPtr ~>>success = FALSE;
appReceiveParamPtr —>>tag : = nwSendParamPtr ->>tag;
EnQueue(&.gp —=>appInQ) ;

}

if (priority)

{
DeQueue( & gp —=>nwOutPriQ) ;

}

else

{
DeQueue( & gp —>nwOutQ) ;

}

return;

memepy( &npduPtr -—>>datalj], pduPtr, nwSendParamPtr —>>pduSize) ;
/ ¥ NPDU size is header_size + enclosed PDU size. * /
npduSize = 1 + j + nwSendParamPtr —>>pduSize;

/ * Write the parameters for the link layer. =/
lkSendParamPtr ~>>deltaBL. = nwSendParamPtr ->>deltaBL;
lkSendParamPtr —>>altPath = nwSendParamPtr —>>altPath;
lkSendParamPtr —>>pduSize = npduSize;

/ % Update both queues. * /
if (priority)
{
DeQueue(& gp —>nwOutPriQ) ;
EnQueue( & gp —>1kOutPriQ) ;
# ifdef DEBUG
DebugMsg("NWSend: Sending a priority packet. ") ;
# endif
}
else
{
»  DeQueue(&gp ~>nwOutQ) ;
EnQueue( & gp —>1kOutQ) ;
# ifdef DEBUG
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DebugMsg("NWSend: Sending a non-priority packet. ");
# endif
}

INCR_STATS(nmp —>>stats. layer3Transmitted) ;

/ % Send completion event if it was an APDU * /

if (nwSendParamPtr —>pduType == APDU_TYPE)

{
appReceiveParamPtr = QueueTail( &.gp —>>applnQ);
appReceiveParamPtr —>>indication = COMPLETION;

appReceiveParamPtr —>>success = TRUE;
appReceiveParamPtr —>>tag = nwSendParamPtr ~>>tag;
EnQueue( &gp ->applnQ);

}

return;

/******%*********************************
Function: NWReceive
Returns:  None
Reference; None. No receive algorithms in protocol specification.
Purpose:  To receive packets waiting for the network layer
from the link layer. The NPDU is retrieved, processed
and the enclosed PDU is sent to the proper destination queue,
If the NPDU is not for this node, it is discarded.
Comments: Discard packets originated from this node itself.

It might receive such packets in the presence of repeaters.

Discard packets in which version field is not correct.

Discard packets that match a domain but not

subnet or group.

When a node is not in configured state and not in
hard-offline state, it can only receive broadcast

or matching Unique Node ID messages. In such a case,
the domain on which it is received need not match its
own domain. If it does not match, then the message is
said to be received in a flex domain,

**%*****************%*******************/

void NWReceive(void)
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NWReceiveParam * nwReceiveParamPtr; / * Param in gp ~>nwInQ.
APPReceiveParam * appReceiveParamPtr;

TSAReceiveParam * tsaReceiveParamPtr;

SourceAddress srcAddr; / * Address of source node. x
NPDU * npduPtr; / * ptr to NPDU being received.

Byte * pduPtr; / % ptr to item in target queue. * /

uintl6 pduSize; / * Size of enclosed PDU. * /
Boolean flexDomain; / * TRUE => NPDU in flexdomain. %/
uint8 numDomains; / * # of domains of _this node. *

uint8 domainLength; /* Domain length

Byte domainld{DOMAIN_ID_LLEN]; / * Temp. %/
Byte uniqueNodeld{ UNIQUE_NODE_ID_LEN]; / * Temp. %/
SubnetAddress destAddr; /% Temp. %/
uint8 i3 / * Temp. % /

/ % First, check if we have any packets to process. */
if (QueueEmpty(&gp ->nwInQ))
{

return; / * Nothing to process. * /

/ % Until we determine what type of PDU we have, we cannot
check for space availability in destination queue.
Also, it is possible that the NPDU may very well be
discarded. * /

/ * Set the pointer to NPDU in nwInQ. * /
nwReceiveParamPtr = QueueHead(&.gp -—>nwInQ);
npduPtr = (NPDU x )(nwReceiveParamPtr + 1);

/ * Discard NPDU if version is not PROTOCOL_VERSION =« /
if (npduPtr ->protocolVersion | = PROTOCOL_VERSION)
{
DeQueue(&.gp —>nwInQ) ;
# ifdef DEBUG
DebugMsg(" NWReceive: Discard packet. Wrong version. \n") ;
# endif

return;

/ * Determine the source address. * /
memcpy( & srcAddr. subnetAddr, npduPtr —>data, 2);
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/ * Determine the destination address used and set srcAddr properly. * /
/ * For MULTICAST and MULTICAST_ACK address modes, the
group and/or member values are copied into srcAddr. group
or srcAddr. ackNode. For BROADCAST and SUBNET_NODE address
modes, destAddr is used to store subnet and/or node
values. For UNIQUE_NODE_ID, uniqueNodeld is used & subnet is ignored * /
/% Also, set j to domain fields index. * /
switch (npduPtr —>>addrFmt)
{

case O
srcAddr. addressMode = BROADCAST;
destAddr. subnet = npduPtr ~>>data[ 2];
=3
break;
case 1:
srcAddr. addressMode = MULTICAST;
srcAddr. group = npduPtr —>data[2];
1= 3;
break;
case 2
if (srcAddr. subnetAddr. selField == 1)
srcAddr. addressMode = SUBNET_NODE;
memepy(&.destAddr, & npduPtr —>data[2], 2);
1= 4
}
else
{
srcAddr. addressMode = MULTICAST_ACK;
memepy{ & destAddr, &npduPtr ->>data[2], 2);
memcpy( & srcAddr. ackNode. subnetAddr, &.destAddr, 2);
memcpy( & srcAddr. ackNode. groupAddr, & npduPtr ->>data[4], 2);
j = 6;
}
break;
case 3:

srcAddr. addressMode = UNIQUE_NODE_ID;

destAddr. subnet = npduPtr —>>data[2]; / * Routing Purpose * /
memepy(uniqueNodeld, &npduPtr ~>>datal 3], UNIQUE_NODE_ID_LEN);
j = 3 + UNIQUE_NODE_ID_LEN;

break;

default .
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/ % Discard it as the address format is wrong. * /
ErrorMsg("NWReceive: Unknown addFmt. \n");
nmp —>errorLog = BAD_ADDRESS_TYPE;
DeQueue( & gp —>nwlnQ) ;

return;

/ * Determine the domain. * /

domainLength = DecodeDomainLength(npduPtr —>>domainLength) ;

if (domainLength ! = 0 & &. domainLength 1 =1 & &
domainLength | = 3 & & domainLength | = 6)

ErrorMsg("NWReceive: Domain length is not valid. \n");
~nmp —>errorLog = INVALID_DOMAIN;

/ * Discard the packet as the domain length is invalid. * /

DeQueue( &gp ->nwlnQ);

return;

/ * domainLength is good. Safe to use memcpy now. x /

memcpy(domainld, & npduPtr ->>datal[j], domainLength);
j += domainLength; / * Now j points to enclosed PDU. x/

/ * Determine the number of domains for this node. * /
if (eep —>>readOnlyData. twoDomains)
{

numDomains = 2;

}

else

{

numDomains = 1;

/ % Check if the NPDU is received in flexDomain.
If domainld does not match any of this node’s domains,

then the msg is said to have been received in flex domain. * /

flexDomain = FALSE; / * Assume it is not flex domain. * /
if (NodeConfigured() &.&. eep —>>domainTable[0].len ! = 0xFF & &
domainLength == eep —>>domainTable[0]. len & &
memcmp(domainld, eep —>>domainTable[ 0]. domainld,
domainLength) == 0)
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/ * Matches domainld in index 0 * /
srcAddr. domainlndex = 0;
}
else if (NodeConfigured() &.8& numDomains == 2 &.&
eep —>domainTable[1]. len | = 0xFF & &
domainLength == eep ~>>domainTable[1]. len & &
memcmp(domainld, eep —>>domainTable[ 1]. domainld,
domainlLength) == 0)

/ ¥ Matches domainld in index 1 * /
srcAddr. domainlndex = 1;
}
else
{
/ * Must be a flex domain. * /
srcAddr. domainlndex = FLEX_DOMAIN;
srcAddr. flexDomainllen = domainLength;
memcpy(srcAddr. flexDomainld, domainld, domainLength);
flexDomain = TRUE;

/ * Determine if the packet was sent by myself. If so, drop. */
/ * We can do this check only in non-flexdomain as
src subnet and node are 0 in flex domain. * /
if (! flexDomain & &
mememp( & srcAddr. subnetAddr,
&.eep —>>domainTable[ srcAddr. domainIndex]. subnet, 2)

/ ¥ Not flex domain and source addr matches. x* /

DeQueue(&.gp -—>nwInQ); / * Discard packet. * /
# ifdef DEBUG

DebugMsg("NWReceive. Discarding Self Pck\n");
# endif

return;

/ % Drop packet in various address modes if not for us. * /

switch(srcAddr. addressMode)
{
case BROADCAST .
if (1 flexDomain & &
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destAddr. subnet | = 0 & & / % subnet broadcast. * /
mememp( & destAddr. subnet,
&.eep —>>domainTable[ srcAddr. domainIndex]. subnet,
D! =0

/ * Domain matches but destAddr does not. Not for us. */
DeQueue(egp —>nwlnQ) ;
# ifdef DEBUG
DebugMsg("NWReceive: Discard BC pck. Not my subnet. \n");
# endif
return;
}
srcAddr. broadcastSubnet = destAddr. subnet;
break;
case MULTICAST.
if (1 flexDomain & &
! IsGroupMember(srcAddr. domainlndex,
srcAddr. group, NULL) )

/ * Domain matches but group does not. Not for us. */
DeQueue( & gp —>nwlnQ) ;
# ifdef DEBUG
DebugMsg("NWReceive; Discard MC pck. Not my group. \n");
# endif
return;

b
break;
case SUBNET_NODE.
if (1 flexDomain & &
mememp( & destAddr,
&.eep —>>domainTable[ srcAddr. domainIndex]. subnet,
21 =0

DeQueue( &gp ->nwlnQ);
# ifdef DEBUG
DebugMsg("NWReceive: Discard unicast logical packet.

"Not my subnet (or subnode). \n");
# endif
return;
B
break;
case MULTICAST_ACK.:
/ * Make sure the destination subnet/node matches. * /
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if (1 flexDomain & &
mememp( & destAddr,
&.eep ~>domainTable[ srcAddr. domainIndex]. subnet,
21 =0

DeQueue(&.gp —>nwInQ) ;
# ifdef DEBUG
DebugMsg("NWReceive: Discard multicast ack packet. "
"Not my subnet (or subnode). \n");
# endif
return;
}
/ * Also make sure that group matches. * /
if (1 flexDomain & &
! IsGroupMember(srcAddr. domainIndex,
srcAddr. ackNode. groupAddr. group,

NULL) )

DeQueue( &gp ~>nwlnQ);
# ifdef DEBUG
DebugMsg("NWReceive: Discard multicast ack packet. "
"Not my group. \n");
# endif
return;
}
break;
case UNIQUE_NODE_ID:
if (mememp(uniqueNodeld,
eep —>readOnlyData. uniqueNodeld,
UNIQUE_NODE_ID_LEN) ! = 0)

/ * Unique Node Id message but not for our id. * /
DeQueue(&gp —>nwlnQ) ;
# ifdef DEBUG
DebugMsg("NWReceive: Discard Unique Node ID packet. Not my Id.\n");
# endif
return;
}
break
default.
; / * Null statement. * /
/ * Error message has been already printed in the previous switch., */

/ ¥ Control should not come here. But, let us play safe. */
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DeQueue(&.gp —>nwInQ) ;

return;

/ * If a node is in unconfigured state,

only broadcast and Unique Node ID messages can be received. * /
if (NodeUnConfigured() & &

srcAddr, addressMode | = BROADCAST & &

srcAddr. addressMode ' = UNIQUE_NODE_ID)

/ % Drop the packet. * /

DeQueue(&gp —>nwlnQ) ;
# ifdef DEBUG

DebugMsg("NWReceive: Discard packet. We are not online. \n");
# endif

return;

/ * Drop packets received on flexDomain if the state
is not unconfigured and it is not Unique Node ID addressed. x /
/ * Unique Node ID addressed packets are always received. * /
/ % i.e if node is configured, flexdomain is not possible
unless it is Unique Node ID addressed. * /
if (flexDomain &. &
NodeConfigured() & &
srcAddr. addressMode | = UNIQUE_NODE_ID)

/ % Drop the packet. */

DeQueue(&.gp —>nwlnQ) ;
# ifdef DEBUG

DebugMsg("NWReceive; Discard packet. Flex domain & not Neu. Id.\n");
# endif

return;

/ * We now got a packet that must be received. * /
INCR_STATS(nmp ->>stats. layer3Received) ;

/ % pduSize = npduSize — npduHeaderSize. x /
/ % jis length of the variable part header of NPDU. x /
/ * The fixed portion of NPDU header is always 1 byte. * /
pduSize = nwReceiveParamPtr —>>pduSize — j — 1;
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/ * Set the pdu pointer properly. x /
switch (npduPtr —>pduType)
{
case APDU_TYPE:
if (QueueFull(&gp->>appIlnQ) ||
pduSize > gp —>>appInBufSize)

/ * No space or insufficient space. Discard packet. * /
if (pduSize > gp ~>>appInBufSize)
{
nmp —~>errorlLog = WRITE_PAST_END_OF_APPI_BUFFER;
}
INCR_STATS(nmp —>>stats. lostMessages) ;
DeQueue(&.gp ~—>nwlnQ) ;
# ifdef DEBUG
DebugMsg("NWReceive; Discard packet. Insufficient space. \n");
# endif
return;
) .
/ * Queue is not full and buffer has sufficient space. * /
appReceiveParamPtr = QueueTail(&.gp ~>>appInQ);
pduPtr = (Byte * ) appReceiveParamPtr +
sizeof (APPReceiveParam) ;

appReceiveParamPtr ——>indication = MESSAGE;

appReceiveParamPtr ->>srcAddr = srcAddr;

appReceiveParamPtr —~>priority = nwReceiveParamPtr ->> priority;
appReceiveParamPtr ~>altPath = nwReceiveParamPtr —>>altPath;
appReceiveParamPtr —>pduSize = pduSize;

appReceiveParamPtr ->>auth = FALSE;

appReceiveParamPtr —>>service = UNACKD;

memcpy(pduPtr, &npduPtr->>data[j], pduSize) ;
EnQueue( & gp —=>applnQ);
INCR_STATS(nmp —>>stats. layer6_7MsgsRcvd) ;
DeQueue(&gp —>nwIlnQ) ;
return;
case TPDU_TYPE: / * Fall through. =/
case SPDU_TYPE:; / ¥ Fall through. =/
case AUTHPDU_TYPE.
if (QueueFull(&.gp —>1tsalnQ) ||
pduSize > gp —>tsalnBufSize)
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/ * No space or insufficient space. Discard packet. */
if (pduSize > gp —>tsalnBufSize)
{

/ * Buffer sizes are based on app buf sizes. See

TSAReset function. * /

nmp —>errorLog = WRITE_PAST_END_OF_APPL_BUFFER;
}
INCR_STATS(nmp —>>stats. lostMessages) ;
DeQueue( &gp —>nwlnQ);

# ifdef DEBUG

DebugMsg("NWReceive: Discard packet. Insufficient space. \n");

# endif
return;
}
/ * Queue is not full and buffer has sufficient space. * /
tsaReceiveParamPtr = QueueTail(&.gp —>tsalnQ) ;
pduPtr = (Byte %) tsaReceiveParamPtr -+
sizeof (TSAReceiveParam) ;
tsaReceiveParamPtr ->pduType = npduPtr ->pduType;
tsaReceiveParamPtr —~>srcAddr = srcAddr;
tsaReceiveParamPtr —>>priority = nwReceiveParamPtr —>>priority;
tsaReceiveParamPtr —>>altPath = nwReceiveParamPtr —>altPath;
tsaReceiveParamPtr —>>pduSize = = pduSize;
memepy(pduPtr, &npduPtr —>data[j], pduSize);
EnQueue( & gp —>>tsalnQ) ;
DeQueue(&gp —>nwlnQ);
return;
default:

ErrorMsg("NWReceive; Unknown PDU was received. \n") ;
nmp ~>errorLog = UNKNOWN_PDUj;
DeQueue(&.gp ~—>nwInQ);

return;

/ * Should not come here. */

/****************************************
Function: DecodeDomainLength
Returns:  Decoded value of domain length code.
Reference: None.
Purpose:  To compute the actual domain length from code.
Comments: None,
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*******************%********************/
static Byte DecodeDomainLength(Byte lengthCodeln)

{
switch(lengthCodeln)

{

case 0:

return(0) ;
case 1.

return(1);
case 2:

return(3);
case 3:

return(6) ;
default.

/ * Impossible to come here as lengthCode is 2 bits. * /

)

return(0); / * To silence the compiler from complaining. * /

/%**********-)6****************************
Function: EncodeDomainlength
Returns:  Encode value of domain length.
Reference: None
Purpose:  To compute the encoded value of domain length given.
Comments:
->€**%************************************/
static Byte EncodeDomainLength(Byte lengthIn)
{

switch(lengthlIn)

{

case O:

return(0) ;

case 1.

return(1) ;
case 3:

return(2);
case 6.

return(3);
default.

return(0); / * should not come here. But has to return

something. Chose 0 arbitrarily * /
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A.8 #% 54y TPDU #1 SPDU ¥ £ H %

/******-)(—*********************************

File: tsa. ¢ (Transport Session Authentication)
Version; 1.7
Reference: Sections 9, 10, Protocol Specification.
Purpose: Transport, Session and Authentication Layers.
Note; None.

To Do. None.
****************************************/
[ —m—————— e — — — —
Section: Includes
———————————————————————————————————————— * /
#include <{stdio. h>
# include </stdlib. h>
# include <lstring. h>
#include <<CEA709_1. h>
# include <'node. h™>
# include <queue, h>
# include <tcs. h>
# include <tsa. h>
# include <{app. h> / ¥ For TAG related macros and constants * /

[k ——
Section: Constant Definitions,
———————————————————————————————————————— * /

/ * # define DEBUG * /
/ % The last few tries for a message are sent using alternate path.

The following constant determines how many are sent like this.

A message is sent on alternate path if retries_left <= ALT_PATH_COUNT.

Thus actual # of messages sent on alternate path is ALT_PATH_COUNT + 1 %/
# define ALT_PATH_COUNT 1
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typedef enum

{
TRANSPORT,
- SESSION
} Layer;

typedef enum

{

ACKD_MSG =0, /* for Transport %/
REQUEST_MSG =0, /* for Session %/
CHALLENGE_MSG = 0, /* for Authentication * /
UNACK_RPT_MSG =1, /=x for Transport %/
ACK_MSG = 2, /% for Transport * /
RESPONSE_MSG = 2, /* for Session * /

REPLY_MSG = 2, /* for Authentication * /
REMINDER_MSG = 4, /% for Transport and Session * /
REM_MSG_MSG =5 /* for Transport and Session * /

} PDUMsgType; /* Type of msg sent in the PDU
(TPDU or SPDU or AuthPDU) % /

# pragma maxalign(1)
typedef struct

{

Bits auth :1; /* Needs authentication? * /
Bits pduMsgType :3; /% See PDUMsgType above * /
Bits transNum  :4;

Byte data[1]; / * Variable length field = /

} TSPDU; / * Transport or Session PDU % /

typedef TSPDU % TSPDUPtr;

typedef struct

{

Bits fmt .2 /% Same as addrfmt. %/
Bits pduMsgType :2; /% Type of AuthPDU. See PDUMsgType. * /
Bits transNum .4; / x Transaction number. * /
union {
Byte randomBytes[ 8]; / * Random number for challenge. */
" Byte cryptoBytes[ 8]; / % Encrypted value in response, * /
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} value;
Byte group; / % Present only if fmt = 1. % /
} AuthPDU;

# pragma maxalign()

typedef AuthPDU * AuthPDUPtr;

/ * None * /

/ % Array to convert address format to address mode. If format is 2,
we convert to SUBNET_NODE instead of MULTICAST_ACK * /
static Byte addrFmtToMode[ 4] =
{
BROADCAST, /* 0 %/
MULTICAST, /* 1 %/
SUBNET_NODE, /* 2 %/
UNIQUE_NODE_ID / % 3 =/
}s

/ * Array to convert address mode to format. For example,
BROADCAST to 0 MULTICAST to 1 ete. */
static Byte addrModeToFmt[6] =
{
0,
2, /» SUBNET_NODE x/
3, /* UNIQUE_NODE_ID % /
0, / * BROADCAST * /
1, /* MULTICAST %/
2 /% MULTICAST_ACK =/
Vs

/ ¥ Authentication related functions. % /
static void InitiateChallenge(uintl6 rrIndexIn);
static void SendReplyToChallenge(void) ;

static void ProcessReply(void) ;
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/ % Transport layer related functions. x /
static void TPSendAck(uintl6 rrIndexIn);
static void TPReceiveAck(void) ;

/ * Session layer related functions, x* /
static void SNSendResponse(uintl6 rrlndexIn, Boolean nullResponse) ;

static void SNReceiveResponse(void) ;

/ % Functions that are common to both transport and session layers, */
static void XmitTimerExpiration(Layer layerIn, Boolean priorityln);
static void TerminateTrans(Boolean priorityln) ;

static void SendNewMsg(Layer layerIln, Boolean priorityln) ;

static void ReceiveNewMsg(Layer layerln) ;

static void ReceiveRem(Layer layerIn) ;

static void Deliver(uintl6 rrindexIn);

static int16 AllocateRR(void) ;
static int16 RetrieveRR(SourceAddress srcAddrln, Boolean priorityln) ;

static uintl6 ComputeRecvTimerValue(AddrMode addrModeln,
MulticastAddress group);
static void Encrypt(Byte rand[ ], APDU * apdu, uintl6 apduSize,
Byte domainIndex, Byte encryptValue[ ]);

/****************************************

Function: TSAReset
Returns:  None
Reference: None
Purpose: To initialize the queues used by the transport and session
layers and to initialize transmit and receive records.

Comments: Sets gp —>>resetOk to FALSE if unable to reset properly.
****************************************/
void TSAReset(void)
{

uintl6 queueltemSize;

uintlé i;
/ % Allocate and initialize the input queue. * /

/ * Some TSPDUs have APDU attached and others do not.
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The max # bytes for TSPDU with no APDU is 10 (REMINDER).
The max header size for those with APDU is 4 (REM/MSG). x/
gp —>tsalnBufSize =
DecodeBufferSize( (uint8)eep —>readOnlyData. appInBufSize) + 4;
gp —>tsalnBufSize = MAX(gp —>tsalnBufSize, 10);
gp —>tsalnQCnt = DecodeBufferCnt((uint8)eep —>>readOnlyData. appInBufCnt) ;
queueltemSize = gp —>tsalnBufSize + sizeof (TSAReceiveParam) ;

if (Queuelnit(& gp —>tsalnQ, queueltemSize, gp —>tsalnQCnt)
I = SUCCESS)

ErrorMsg("TSAReset; Unable to initialize the input queue. ") ;
gp —>resetOk = FALSE;

return;

/ % Allocate and initialize the output queue, * /
gp —>tsaOutBufSize =

DecodeBufferSize((uint8)eep —>readOnlyData. appOutBufSize) + 4;
gp —>tsaOutBufSize = MAX(gp —>tsaQOutBufSize, 10);
gp —>tsa0OutQCnt =

DecodeBufferCnt((uint8)eep —>readOnlyData. appOutBufCnt) ;
queueltemSize = gp —>tsaOutBufSize 4 sizeof (TSASendParam) ;

if (Queuelnit(& gp —>tsaOutQ, queueltemSize, gp —>>tsaOutQCnt)
! = SUCCESS)

ErrorMsg("TSAReset: Unable to initialize the output queue. ") ;
gp ——>resetOk = FALSE;

returnj;

/ * Allocate and initialize the priority output queue. * /
gp —>>tsaOutPriBufSize = gp —>tsaOutBufSize;
gp —>tsa0OutPriQCnt =
DecodeBufferCnt((uint8)eep —>>readOnlyData. appOutBufPriCnt) ;
queueltemSize = gp —>tsaOutPriBufSize + sizeof (TSASendParam) ;

if (Queuelnit(& gp —>tsaOutPriQ, queueltemSize, gp —>>tsaOutPriQCnt)
! = SUCCESS)

ErrorMsg(" TSAReset: Unable to initialize the priority output queue. ") ;
gp ——>resetOk = FALSE;
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/ * Allocate and initialize the responses queue. * /

gp —>tsaRespBufSize = gp —>tsaOutBufSize;

gp —>tsaRespQCnt = gp —>tsa0utQCnt;

queueltemSize = gp - >tsaRespBufSize + sizeof (TSASendParam) ;

if (Queuelnit(& gp —>tsaRespQ, queueltemSize, gp ~>>tsaRespQCnt)
! = SUCCESS)

ErrorMsg("TSAReset: Unable to initialize the responses queue. ") ;
gp ——>resetOk = FALSE;

return;

/ % Initialize the transmit records. * /
gp —>>xmitRec. status = UNUSED_TX;
gp ——>priXmitRec. status = UNUSED_TX;

/ * Initialize the receive records. * /

gp —>recvRecCnt = RECEIVE_TRANS_COUNT;

gp —>recvRec = AllocateStorage((uint16) (gp ~>>recvRecCnt *
sizeof (ReceiveRecord) ) ) ;

if (gp —>recvRec == NULL)

{

ErrorMsg("TSAReset: Insufficient space for allocating receive records.

gp —>resetOk = FALSE;

returns;

for (i = 0; i << gp —>recvRecCnt; i+ +)
{
gp —>recvRec[i]. response =
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AllocateStorage(DecodeBufferSize((uint8) eep —>>readOnlyData. appOutBufSize) ) ;

gp —>recvRecli]. apdu =

AllocateStorage(DecodeBufferSize((uint8) eep ——>readOnlyData. appInBufSize)) ;

if (gp —>recvRec[i]. response == NULL ||
gp —>recvRecli]. apdu == NULL)

ErrorMsg(" TSAReset: Insufficient space for response or apdu. ") ;
gp —>resetOk = FALSE;

return;
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}
gp —>recvRec[i]. status = UNUSED_RR;

/ % Initialize the running count for request id assignment. * /

gp ~—>reqld = 0;

return;

/****************************************

Function: TPSend
Returns: None
Reference: Section 8, Protocol Specification.
Purpose:  To implement send algorithm for transport layer.
If there is anything to be sent by transport layer,
it processes that message and calls the right function
that sends it.
Comments; Update the priority transaction timer, if it exists.
Update the non-priority transaction timer, if it exists,
If the priority transaction timer expired then
process this event.
else if there is a priority message to be sent and there is space
in priority queue of the network layer then
process the priority message.
else if non-priority transaction timer expired then
process that event,
else if there is a non-priority message to be sent and there
is space in the non-priority queue of the network layer then
process the non-priority message.
else
there is nothing to do. return.
Note:
****************************************/
void TPSend(void)
{

/ % Delay TPSend after power-up or external reset. * /
if ( gp —>tsDelayTimer. curTimerValue > 0 & &
(nmp —>resetCause == POWER_UP_RESET ||
nmp —>resetCause == EXTERNAL_RESET)
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UpdateMsTimer( & gp —>>tsDelayTimer) ;

return; / * Do nothing * /

/ * Update transmit timers, if they do exist. * /
if (gp —>>priXmitRec. status == TRANSPORT_TX & &
gp —>priXmitRec. xmitTimer. curTimerValue > 0)

UpdateMsTimer( & gp —>>priXmitRec. xmitTimer) ;
}
if (gp —>>xmitRec. status == TRANSPORT_TX &.&
gp —>xmitRec. xmitTimer. curTimerValue > 0)

UpdateMsTimer( & gp —~>xmitRec. xmitTimer) ;

/****************************************

Priority transaction timer expired event.

****************************************/
if (gp —>priXmitRec. status == TRANSPORT_TX & &
gp —>priXmitRec. xmitTimer. curTimerValue == 0)

XmitTimerExpiration(TRANSPORT, TRUE);
return;

}

/****************************************

Send a new priority message event.,

****************-)(-***********************/

else if (gp —>>priXmitRec. status == UNUSED_TX & &
! QueueEmpty(&.gp —>tsaOutPriQ) & &
! QueueFull(&gp —>nwOutPriQ) )
{
SendNewMsg(TRANSPORT, TRUE);
return;
}

/****************************************

Non-priority transaction timer expired event.

**********-X-*****************************/

else if (gp —>>xmitRec. status == TRANSPORT_TX &.&

gp —>xmitRec. xmitTimer. curTimerValue == 0)

XmitTimerExpiration(TRANSPORT, FALSE);
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/')(‘***************************************
Send a new non-priority message.
*********************************‘*******/

else if (gp -—>xmitRec. status == UNUSED_TX & &

! QueueEmpty (& gp —>tsaOutQ) & &
! QueueFull(&gp -—>nwOutQ) )

SendNewMsg( TRANSPORT, FALSE);
!
else
{
/ % Either there is no work or there is no space. */

return;

return;

/****************************************
Function; TerminateTrans
Returns: None
Reference: None
Purpose: To terminate a transaction for transport or session
layer and send the completion indication to application
layer. If the application layers input queue is full,
we don't terminate the transaction.
Comments: layerIn is not passed as it is not needed.
****************************************/
static void TerminateTrans(Boolean priorityln)
{
Queue * tsaQPtr; / * Pointer to source queue * /
TSASendParam * tsaSendParamPtr;
APPReceiveParam * appReceiveParamPtr;
TransmitRecord * xmitRecPtr; /* Ptr to xmit rec (pri or nonpri) * /

Boolean success;

if (QueueFull(&gp —>>appInQ))
{

return; / * Can't send the indication. Come back later. = /

if (priorityln)
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tsaQPtr = &gp —>tsaOutPriQ;
tsaSendParamPtr = QueueHead(tsaQPtr);
xmitRecPtr = &.gp —>priXmitRec;

}

else

{
tsaQPtr = &gp ->tsaOutQ;
tsaSendParamPtr = QueueHead(tsaQPtr);
xmitRecPtr = &.gp —>xmitRec;

appReceiveParamPtr = QueueTail(&.gp —=>appInQ) ;

if (tsaSendParamPtr —>service == UNACK_RPT ||
xmitRecPtr —>>destCount = = xmitRecPtr —>>ackCount | |
(xmitRecPtr —>nwDestAddr. addressMode == BROADCAST & &
xmitRecPtr —>ackCount >= 1)
)

/* UNACK_RPT or ACK and got all acks(or resp). =/
success = TRUE;
}
else
{
INCR_STATS(nmp —>>stats, transmitTXFailures) ;
success = FALSE; / * REQUEST or ACK and did not get all acks. */
}
appReceiveParamPtr —>>indication = COMPLETION;
appReceiveParamPtr —>>success = success;
appReceiveParamPtr ->>tag = tsaSendParamPtr ~>tag;
EnQueue(& gp —>>applnQ) ;

TransDone(priorityln); / * Call to TCS. */
xmitRecPtr ——>status = UNUSED_TX;
# ifdef DEBUG

if (success)
{

DebugMsg("Debug: TermTran: Terminated the transaction. Success. ")
!
else
{

DebugMsg("Debug: TermTran: Terminated the transaction. Fail. ");
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}

# endif
/ * Remove the transaction from the queue. * /
DeQueue(tsaQPtr) ;

return;

/****************************************
Function; XmitTimerExpiration
Returns: None
Reference: None
Purpose:  To process the XmitTimer expiration event (pri or nonpri).
Retranmission and termination of transaction are
handled. Retransmission might be reply to already
initiated challenge or it might be the APDU itself.
If there is no space for retransmission, the retry is
lost.
Comments; None
****************************************/
static void XmitTimerExpiration(Layer layerIn, Boolean priorityInj
{
TSASendParam x* tsaSendParamPtr;/ * Param in tsaQ (Pri or nonPri). */
NWSendParam * nwSendParamPtr; / * Param in nwQ (Pri or nonPri). */

TransmitRecord * xmitRecPtr; /% Ptr to xmit rec (pri or nonpri). x /

Queue * tsaQPtr; / * Pointer to source queue. */
Queue * nwQPtr; / * Pointer to target queue. * /
TSPDUPtr pduPtr; / * Pointer to TSPDU being formed. * /
uint8 deltaBL;

uintl6 pduSize;

int8 i;

uint8 length; / * For length of reminder in bytes. * /

uintl6 queueSpace;

if (priorityln)
{

tsaQPtr = &gp ->tsaOutPriQ;
tsaSendParamPtr = QueueHead(tsaQPtr);
nwQPtr = & gp ~>nwOutPriQ;
nwSendParamPtr = QueueTail(nwQP1tr);
xmitRecPtr = & gp —>priXmitRec;

}

else
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tsaQPtr = &gp ~>tsaOutQ;
tsaSendParamPtr = QueueHead(tsaQPtr);
nwQPtr = &gp ->nwOutQ;
nwSendParamPtr - = QueueTail(nwQPtr);
xmitRecPtr = &.gp ->xmitRec;

/ % First, check if we really need to retry the message. * /
if (xmitRecPtr —>retriesleft == 0 ||
xmitRecPtr —>>destCount = = xmitRecPtr —~>ackCount | |
(xmitRecPtr ->nwDestAddr. addressMode == BROADCAST & &
xmitRecPtr ->ackCount >= 1)

/ ¥ No More retries left or all acks have been received.
Terminate the transaction. Send indication to the application
layer. x/

TerminateTrans(priorityln);

return;

/ % Check if there is space in the network buffer for retransmission * /
if (QueueFull(nwQPtr))
{
/ * We are losing a retry chance locally due to lack of space
in network queue. If we don't want to lose the retry, we
simply delete the next two lines of code * /
xmitRecPtr ~>>retriesLeft— —;
/ % Start the transmit timer x* /
SetMsTimer (& xmitRecPtr —>>xmitTimer, xmitRecPtr —>>xmitTimerValue) ;
# ifdef DEBUG
DebugMsg("XmitTimerExp: Retry failure due to no space in net");
# endif

return;

/ * Now, we need to retransmit the message again, * /

/ * Form the PDU to be sent directly in the target queue. * /

pduPtr = (TSPDUPtr) (nwSendParamPtr + 1);
pduPtr —>auth = tsaSendParamPtr ——>auth;

pduPtr —>transNum = xmitRecPtr ~>transNum;

if (tsaSendParamPtr —>service == UNACK_RPT)
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pduPtr —>pduMsgType = UNACK_RPT_MSG;
memcpy(pduPtr —>>data, xmitRecPtr ->>apdu,
xmitRecPtr ~>>apduSize) ;
pduSize = xmitRecPtr -~>apduSize + 1;
# ifdef DEBUG
DebugMsg("XmitTimerExp: Resending UNACK_RPT packet. ") ;
# endif
}
else if (xmitRecPtr ->>nwDestAddr. addressMode | = MULTICAST)
{
if (layerIn == TRANSPORT)
{
pduPtr —>pduMsgType = ACKD_MSG;
# ifdef DEBUG
DebugMsg("XmitTimerExp: Resending ACKD packet. ");
# endif
}
else if (tsaSendParamPtr —>>service == REQUEST)
{
pduPtr —>pduMsgType = REQUEST_MSG;
# ifdef DEBUG
DebugMsg("XmitTimerExp: Resending REQUEST packet. ") ;
# endif
}
else
{
/ ¥ Response Messages are retried. Something is wrong. * /
/ * Force retriesLeft to 0 so that next time we will
terminate the transaction. * /
xmitRecPtr —>retriesLeft = 0;
# ifdef DEBUG
DebugMsg("XmitTimerExp: Response Message??. What is wrong?");
# endif
return;
}
memcpy(pduPtr ->>data, xmitRecPtr ~>>apdu,
xmitRecPtr ~>>apduSize) ;
pduSize = xmitRecPtr ->>apduSize + 1;
}
else
{
/ % Multicast Retry * /
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/ * Compute the highest numbered group member that has

acknowledged and form the M_LIST up to that. Since the
rest of the nodes have not acknowledged, they will
respond when they see that their bit is missing.

However, the last byte of M_LIST should be padded with
0 as those members need to acknowledge. Note that a node

will respond if its member number is not even present

in the M_List. %/

/ ¥ Group members are 0. . MAX_GROUP_NUMBER x /

if (xmitRecPtr —=>ackCount == 0)
{
length = 03
}
else

{

/ * ackCount > 0, So, we have at least one ack.

Find the highest member who have responded. x /
for (i = MAX_GROUP_NUMBER; i >= 0; i——)
{

if (xmitRecPtr —>ackReceived[i])

{
break;

}
== —1
{
/ * There should have been at least one ack. * /
ErrorMsg("XmitTimerExpiration: Something is wrong. "
" Check code. Atleast one ack member expected. ") ;
xmitRecPtr —>retriesLeft = 0;
return;
}
length =1/ 8 + 1; /% Number of bytes in M_List. %/

if (length <= 2)

{

pduPtr ->pduMsgType = REM_MSG_MSG;

pduPtr ->datal 0] = length; / * # of bytes in M_List. */
/ % Copy the M_LIST. See Fig 8. 2 in Protocol Specification. * /
/ * We use the fact that ackReceived[i] is 0 or 1. */

/ * The padding of 0's of last byte is automatic as

ackReceived[i] for those are anyway 0. * /
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pduPtr ->data[1] = 0; / * Init anyway even if not used. * /
pduPtr —>data[2] = 0; / * Init anyway even if not used. */
for (i = 0; 1 << 8 % length; i+-+)
{
pduPtr —>datal[1 + i/ 8] |=
(xmitRecPtr —>>ackReceived[i] <<< (i % 8));
}
/ * Copy APDU. x/
memcpy( & pduPtr —>data[ 1+ length],
xmitRecPtr =>apdu,
xmitRecPtr —>apduSize) ;
/ % TSPDU = 1 byte header + 1 byte for length + M_LIST, x/
pduSize = xmitRecPtr —>apduSize 4+ 2 + length;
#ifdef DEBUG
DebugMsg("XmitTimerExp: Resending REMINDER packet. ") ;
# endif
}
else
{
/% Length > 2 %/
/ * A Pair is sent in this case. First, send the REMINDER
and then send the ACKD or REQUEST message. * /
/ * In this case, we are going to send two msgs.
So, we need to make sure that the queue has space
for 2 msgs. If not, return and come back later to
do this case. */
queueSpace‘: QueueCnt(nwQPtr) — QueueSize(nwQP1tr);
if (queueSpace <C 2)
{
/ * We are losing a retry chance locally due to lack
of space in network queue. * /
xmitRecPtr ~>retriesLeft— —;
/ *» Start the transmit timer. * /
SetMsTimer (& xmitRecPtr —>>xmitTimer,
xmitRecPtr —>>xmitTimerValue) ;
# ifdef DEBUG
DebugMsg("XmitTimerExp: Retry failure due to no"
" space in network buffer. ") ;
# endif
return; / * Not enough space in the queue. Come back. %/
}
/ * Send the REMINDER message. * /
if (tsaSendParamPtr —>service == ACKD ||
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tsaSendParamPtr ——>service == REQUEST)

nwSendParamPtr = QueueTail(nwQP1tr);
nwSendParamPtr ->dropl{Unconfigured = TRUE;
pduPtr = (TSPDUPtr)

((char * )nwSendParamPtr + sizeof (NWSendParam)) ;

pduPtr —>>auth = tsaSendParamPtr —>>auth;
pduPtr —>pduMsgType = REMINDER_MSG;
pduPtr —>>transNum = xmitRecPtr —>>transNum;
pduPtr —>>datal 0] = length;

/ % Copy the M_LIST. See Fig 8.2 in Protocol Specification. * /
/ * First, initialize all the M_LIST fields to 0. * /
for (i = 1; i <<= length; i++)
{

pduPtr ~>>data[i] = 0;
}
/ * Set the bits for M_LIST field based on received acks. * /
for (i = 03 i < 8 % length; i++)
{

pduPtr ~>>data[1 + i/ 8] | =

(xmitRecPtr —>ackReceived[i] << (i % 8));

pduSize = 2 + length; / * REMINDER has no APDU. =/

/ * Fill in the NWSendParam structure. * /
nwSendParamPtr —>>destAddr = xmitRecPtr —~>nwDestAddr;

if (layerIn == TRANSPORT)
{
nwSendParamPtr -—>>pduType = TPDU_TYPE;
}
else
{
nwSendParamPtr —>pduType = SPDU_TYPE;

}
nwSendParamPtr ~>deltaBL. = 0; / * REMINDER has deltaBL 0. */

nwSendParamPtr —>pduSize = pduSize;

/ %* UnAck_rpt packets do not use alt path. */
if (tsaSendParamPtr ——>service | = UNACK_RPT)

{
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nwSendParamPtr ->>altPath =
(xmitRecPtr —>retriesLeft <<= (ALT_PATH_COUNT + 1));
}
else
{
nwSendParamPtr —>altPath = FALSE;

/ % if altPath has override, use it * /
if (tsaSendParamPtr —>altPathOverride)
< :
nwSendParamPtr —>altPath = tsaSendParamPtr ->>altPath;

/ * Add TSPDU into the queue, * /
EnQueue(nwQPtr) ;

/ * Send the ACKD or REQUEST. */
nwSendParamPtr = QueueTail(nwQPtr) ;
nwSendParamPtr —>>droplfUnconfigured = TRUE;
pduPtr = (TSPDUP1tr)

((char * )nwSendParamPtr + sizeof (NWSendParam)) ;
pduPtr ~>>auth = tsaSendParamPtr ——>auth;
pduPtr ~>>transNum = xmitRecPtr -—>transNum;
if (tsaSendParamPtr ~>>service == ACKD)

{

pduPtr —>pduMsgType = ACKD_MSG;
}
else
{

pduPtr ->pduMsgType = REQUEST_MSG;
}
memcpy(pduPtr ->data,

xmitRecPtr ~>apdu,
xmitRecPtr ->apduSize) ;
pduSize = xmitRecPtr ->apduSize + 1;

# ifdef DEBUG
DebugMsg("XmitTimerExp: Resending REM/MSG pair. ") ;
# endif
}
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if (tsaSendParamPtr —>>service ! = UNACK_RPT)

{
INCR_STATS(nmp ~>>stats. transmitTXRetries) ;

/ % Compute the delta backlog value. * /
deltaBL = 1; /% for subnet and unique id messages. * /
if (tsaSendParamPtr —>>service == UNACK_RPT)
{
deltaBL. = 0; / * Only on first attempt, deltaBL is retries left. = /
}
else if (xmitRecPtr ->>nwDestAddr. addressMode == BROADCAST)
{
/ * Domainwide or subnet BROADCAST. x/
/ % If there is no override value for deltaBL, then it is 15. * /
if (tsaSendParamPtr —>>destAddr. beast. backlog)
{
deltaBL. = tsaSendParamPtr —>>destAddr. beast. backlog;
}
else
{
deltaBL = 15;

!
else if (xmitRecPtr —>>nwDestAddr. addressMode == MULTICAST)
{

/ * deltaBL is outstanding responses or acknowledgements. * /

deltaBL. = xmitRecPtr —>>destCount — xmitRecPtr ~>ackCount;

/ * Fill in the NWSendParam structure * /
nwSendParamPtr —>>destAddr = xmitRecPtr ——>nwDestAddr;
if (layerln == TRANSPORT)
{
nwSendParamPtr ->pduType = TPDU_TYPE;
}
else
{
nwSendParamPtr —>pduType = SPDU_TYPE;

}
nwSendParamPtr —>deltaBLL. = deltaBL;
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/ % UnAck_rpt packets do not use alt path. * /
if (tsaSendParamPtr ->>service | = UNACK_RPT)
{
nwSendParamPtr ->>altPath =
(xmitRecPtr ——>retriesLeft <= (ALT_PATH_COUNT + 1));
}
else

{
nwSendParamPtr ->altPath = FALSE;
!
/. % if altPath has override, use it * /
if (tsaSendParamPtr ~>altPathOverride)
{
nwSendParamPtr —>>altPath = tsaSendParamPtr ~>>altPath;

nwSendParamPtr ~>>pduSize = pduSize;
xmitRecPtr ~>retriesLeft— —

/ % Add TSPDU into the queue, */
EnQueue(nwQPtr) ;

/ * Start the transmit timer. * /

SetMsTimer( & xmitRecPtr ~>xmitTimer, xmitRecPtr ~>>xmitTimerValue);

return;

/****************************************
Function: SendNewMsg
Returns;  None
Reference: None
Purpose:  To process a new request from the application layer that

is in the tsa output queue (pri or nonpri). Request or ACKD.
Comments: This fn is called only if there is space in the

corresponding queue of the network layer.
****************************************/
static void SendNewMsg(Layer layerIn, Boolean priorityln)

{

Queue * tsaQPtr; / * Pointer to the source queue. */
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TSASendParam  x tsaSendParamPtr;/ * Param in tsaQ (Pri or non-pri). * /

Queue * nwQPtr; / % Pointer to target queue. * /
NWSendParam * nwSendParamPtr; / * Param in nwQ (Pri or non-pri). %/
TransmitRecord * xmitRecPtr; / * Ptr to xmit rec. */
DestinationAddress nwDestAddr; / * Destination address. * /
TSPDUPtr pduPtr; / * Pointer to TSPDU being formed. % /
APPReceiveParam x appReceiveParamPtr;

Status status;

uint16 rptTimer;

uint8 retryCount;

uintl6 txTimer;

uint8 deltaBL;

uintl6 _ nwBufSize;

int8 is

if (priorityln)
{

tsaQPtr = &gp ->tsaOutPriQ;
tsaSendParamPtr = QueueHead(tsaQPtr);
nwQPtr = &gp —>nwOutPriQ;
nwSendParamPtr = QueueTail(nwQPtr);
nwBufSize = gp —>nwOutPriBufSize;
xmitRecPtr = &.gp —>priXmitRec;

}

else

{
tsaQPtr = &gp ->tsaOutQ;
tsaSendParamPtr = QueueHead(tsaQPtr);
nwQPtr = &gp —>nwOutQ;
nwSendParamPtr = QueueTail(nwQPtr);
nwBufSize = gp ~>nwOutBufSize;
xmitRecPtr = &.gp —>xmitRec;

/ % If processing a new message, make sure that it is for this

layer. If not, we are done. * /

if (layerIn == TRANSPORT & &
tsaSendParamPtr —~>service | = ACKD & &
tsaSendParamPtr —>service | = UNACK_RPT)

return;
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if (layerIn == TRANSPORT &-& NV_LAST_TAG(tsaSendParamPtr —>tag))

{

if (QueueFull(&gp —>>appInQ))
{
return;
}
/ * Special tag used by application layer for synchronization.

Send completion indication right away. * /

appReceiveParamPtr = QueueTail(&gp —>>applnQ) ;
appReceiveParamPtr ->>indication = COMPLETION;
appReceiveParamPtr ->>success = TRUE;
appReceiveParamPtr —>>tag = tsaSendParamPtr —>tag;
EnQueue( & gp —~>appInQ) ;

DeQueue(tsaQPtr) ;

return;

if (layerIn == SESSION &.&. tsaSendParamPtr —>>service | = REQUEST)

{

/ * Responses are placed in the response queue. * /

return;

/ * Make sure that large group size is not used for ack

or request service. * /

if (tsaSendParamPtr —>>destAddr. group. groupFlag & &
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tsaSendParamPtr —>>destAddr. group. groupSize == 0 & &
tsaSendParamPtr ~>service | = UNACK_RPT)

/ * Large groups can only use unack or unack_rpt services. * /
/ * Indicate failure of this message to application layer. =/

if (1 QueueFull(&gp -—>>appInQ))

{

appReceiveParamPtr = QueueTail(&gp —>>appInQ);
appReceiveParamPtr ->>indication = COMPLETION;
appReceiveParamPtr —>>success = FALSE;
appReceiveParamPtr —>>tag = tsaSendParamPtr ->tag;
EnQueue( & gp —>appInQ) ;
DeQueue(tsaQPtr);

}

else

{
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/ ¥ We wait until appInQ has space for the indication. * /
}
return;
}
/ * Make sure that groupSize is in the proper range. * /
/* % % x START INFORMATIVE — Group Size * % x x/
/ % See "START INFORMATIVE — Group Size" below. %/
# ifdef GROUP_SIZE_COMPATIBILITY
if (tsaSendParamPtr —>>destAddr. group. groupFlag & &
(tsaSendParamPtr ->>destAddr. group. groupSize == 1 ||
tsaSendParamPtr ->>destAddr. group. groupSize > MAX_GROUP_NUMBER+1) )
# else
if (tsaSendParamPtr ->>destAddr. group. groupFlag & &
tsaSendParamPtr —>>destAddr. group. groupSize > MAX_GROUP_NUMBER)
# endif
/% % % x END INFORMATIVE — Group Size * * * */
{
/ * Indicate failure of this message to application layer. * /
if (1 QueueFull(& gp —>>appInQ))
{

appReceiveParamPtr = QueueTail(&gp —>appInQ);
appReceiveParamPtr ~>indication = COMPLETION;
appReceiveParamPtr —>success = FALSE;
appReceiveParamPtr ->>tag = tsaSendParamPtr —>tag;
EnQueue( & gp —>>appInQ) ;
DeQueue(tsaQPtr) ;

}

else

{
/ * We wait until appInQ has space for indication., * /

}

return;

/ * Make sure there is space in network buffer. If not, we fail. */
/ % apdu + (tran or session header of 1 byte) should fit. * /
if ((tsaSendParamPtr —>apduSize + 1) > nwBufSize)
{

/ * We can't send this message as it is too big for

the network layers buffer. */

/ * Right now, we havent allocated any transmit record. * /

/ * So, we directly give the indication to application. * /

if (1 QueueFull(&gp —=>appInQ))
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appReceiveParamPtr = QueueTail(& gp —>>applnQ);
appReceiveParamPtr —>indication = COMPLETION;

appReceiveParamPtr ->>success = FALSE;
appReceiveParamPtr ~>>tag = tsaSendParamPtr —>>tag;
EnQueue(&gp —=>appInQ) ;
DeQueue(tsaQPtr) ;

}

else

{
/ * We wait until appInQ has space for indication. * /
!

return;

/ % First, compute nwDestAddr from destAddr. * /
/ * First, initialize domainlndex. Only if it is COMPUTE_DOMAIN_INDEX,
we need to recompute it based on destAddr field value. * /
nwDestAddr. domainlndex = tsaSendParamPtr ~>>domainIndex;
switch (tsaSendParamPtr ~>>destAddr. noAddress)
{
case UNBOUND:
/ % Not in use or turnaround format. * /
if (! QueueFull(&gp->>appInQ))
{
ErrorMsg("SendNewMsg: UNBOUND destination address is invalid. ") ;
appReceiveParamPtr = QueueTail(& gp —~>appInQ);
appReceiveParamPtr ~>>indication = COMPLETION; .

appReceiveParamPtr —>>success = FALSE;
appReceiveParamPtr —>>tag = tsaSendParamPtr —>>tag;
EnQueue( & gp —>>applnQ) ;
DeQueue(tsaQPtr) ;

y

else

{
/ % We wait until appInQ has space for indication. * /

}

return;

case SUBNET_NODE.
nwDestAddr. addressMode = SUBNET_NODE;
if (tsaSendParamPtr ~>>domainIndex == COMPUTE_DOMAIN_INDEX)
{
/ %* Use the domainIndex from destAddr. * /
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nwDestAddr. domainlndex =
tsaSendParamPtr —>>destAddr. snode. domainlndex;
}
nwDestAddr. addr. addr2a. subnet =
tsaSendParamPtr —>destAddr. snode. subnetID;
nwDestAddr. addr. addr2a. selField = 1; / % always 1 %/
nwDestAddr. addr. addr2a. node =
tsaSendParamPtr —>>destAddr. snode. node;
txTimer =
DecodeTxTimer((uint8) tsaSendParamPtr —>>destAddr. snode. txTimer) ;
rptTimer =
DecodeRptTimer((uint8) tsaSendParamPtr ~>>destAddr. snode. rptTimer) ;
retryCount =
tsaSendParamPtr —>destAddr. snode. retryCount;
break;
case UNIQUE_NODE_ID.
nwDestAddr. addressMode = UNIQUE_NODE_ID;
if (tsaSendParamPtr —>>domainlndex == COMPUTE_DOMAIN_INDEX)
{
nwDestAddr. domainlndex =
tsaSendParamPtr ->>destAddr. uniqueNodeld. domainlndex;
/
nwDestAddr. addr. addr3. subnet =
tsaSendParamPtr ——>destAddr. uniqueNodeld. subnetlD;
memcpy(nwDestAddr. addr. addr3. uniqueld,
tsaSendParamPtr —>>destAddr. uniqueNodeld. uniqueld,
UNIQUE_NODE_ID_LEN);
txTimer =
DecodeTxTimer( (uint8) tsaSendParamPtr —>destAddr. uniqueNodeld. txTimer) ;
rptTimer =
DecodeRptTimer((uint8) tsaSendParamPtr —>>destAddr. uniqueNodeld. rptTimer) ;
retryCount =
tsaSendParamPtr ——>destAddr. uniqueNodeld. retryCount;
break;
case BROADCAST
/ * The following field is not used in this mode by
application. It is however used in BROADCAST_GROUP. x/
tsaSendParamPtr —>>destAddr. beast. maxResponses = 1;
/ * Fall Through =/
/% % % x START INFORMATIVE — Broadcast Group * /
/ % Broadcast group addressing is optional. It can not be assumed that all devices
% support this form of addressing. * /

case BROADCAST_GROUP:
205



GB/Z 20177. 1—2006

nwDestAddr. addressMode = BROADCAST;
if (tsaSendParamPtr ->>domainlndex == COMPUTE_DOMAIN_INDEX)
{

nwDestAddr. domainlndex =

tsaSendParamPtr —>>destAddr. bcast. domainIndex;

}
nwDestAddr. addr. addr0 =.

tsaSendParamPtr ——>destAddr. beast. subnetID;
txTimer =

DecodeTxTimer((uint8) tsaSendParamPtr —>>destAddr. bcast. txTimer) ;

rptTimer =
DecodeRptTimer((uint8) tsaSendParamPtr —>>destAddr. bcast. rptTimer) ;
retryCount =
tsaSendParamPtr —>>destAddr. bcast. retryCount;
break;
/% % % x END INFORMATIVE — Broadcast Group * /
default,

/ % Must be group format unless it is an invalid value. * /
if (tsaSendParamPtr ->>destAddr. group. groupFlag | = 1)
{
/ * It must be some invalid value. Let us fail. * /
nmp —>>errorLog = BAD_ADDRESS_TYPE;
if (! QueueFull(&gp —>>appInQ))
{
ErrorMsg("SendNewMsg: Invalid group format addr. ") ;
appReceiveParamPtr = QueueTail(& gp ~>>appInQ);
appReceiveParamPtr —>>indication = COMPLETION;
appReceiveParamPtr —>>success = FALSE;
appReceiveParamPtr —>tag = tsaSendParamPtr ->tag;
EnQueue(&.gp —~>applnQ);
DeQueue(tsaQPtr) ;
}
else
{
/ * We wait until appInQ has space for indication. * /
}
return;
}
nwDestAddr.-addressMode = MULTICAST;
if (tsaSendParamPtr ~>>domainlndex == COMPUTE_DOMAIN_INDEX)
{
nwDestAddr. domainlndex =
tsaSendParamPtr ->>destAddr. group. domainIndex;
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}
nwDestAddr. addr. addrl =
tsaSendParamPtr —>>destAddr. group. grouplD;
txTimer =
DecodeTxTimer((uint8) tsaSendParamPtr —>destAddr. group. txTimer) ;
rptTimer =
DecodeRptTimer((uint8) tsaSendParamPtr —>>destAddr. group. rptTimer) ;
retryCount =
tsaSendParamPtr —>>destAddr. group. retryCount;
} /% switch %/

if (nwDestAddr. domainlndex == FLEX_DOMAIN)
{
/ * flex domain. Copy the domain id. * /
nwDestAddr. flexDomainlLen = tsaSendParamPtr —>>flexDomainLen;
if (tsaSendParamPtr ->flexDomainLen <<= DOMAIN_ID_LEN)
{
memcpy(nwDestAddr. flexDomainld,
tsaSendParamPtr —>flexDomainld,
tsaSendParamPtr —>>flexDomainLen) ;

}
/ * Get transaction number using nwDestAddr. =/
status = NewTrans(priorityln, nwDestAddr, & xmitRecPtr —>>transNum) ;
if (status == FAILURE)
{
/ * Unable to get the transaction number. Give up. Try later. * /

return;

/ * Initialize the xmit record. * /
if (JayerIn == TRANSPORT)
{

xmitRecPtr —>>status = TRANSPORT_TX;
}
else
{

xmitRecPtr —>status = SESSION_TX;
}
xmitRecPtr —=>nwDestAddr = nwDestAddr; / * Save it for future use. */
for i = 0; i <= MAX_GROUP_NUMBER; i+ +)
{

xmitRecPtr —>ackReceived[i] = FALSE;
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if (nwDestAddr. addressMode == MULTICAST)
{
/ % If the node is a member of the group, then groupsize
field is set to 1 more than actual group size
by in app layer or app pgm.
However, provide an option to set this to the
true group size and transport and session layers
will take care of this. */
xmitRecPtr —>>destCount =
tsaSendParamPtr —>>destAddr. group. groupSize — 1;
/% % % » START INFORMATIVE — Group Size * * % x/
/ * To be fully compatible with all applications, you must use the
GROUP_SIZE_COMPATIBILITY option. This behavior only affects explicitly
addressed messages originated by the application. * /
# ifndef GROUP_SIZE_COMPATIBILITY
if (! IsGroupMember(tsaSendParamPtr ->>destAddr. group. domainIndex,
tsaSendParamPtr ->>destAddr. group. group,
&.groupMember))

/ * node is not a member & group size is true size * /
xmitRecPtr —>>destCount =
tsaSendParamPtr —>>destAddr. group. groupSize;
} .

# endif
/% % % x END INFORMATIVE — Group Size * * * x/
if (xmitRecPtr —>destCount == 0)

{
/ % If the value is incorrect, set it to 1. We need at least
one acknowledgment or response. * /
# ifdef DEBUG
DebugMsg("SendNewMsg: groupSize incorrect. Default assumed. ") ;
# endif
xmitRecPtr —>>destCount = 1;

else

{

xmitRecPtr —>>destCount = 1;

xmitRecPtr —>>retriesLeft = retryCount;
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xmitRecPtr ->>ackCount = 0;
xmitRecPtr ——>apdu = (APDU %) (tsaSendParamPtr + 1);
xmitRecPtr —>>apduSize = tsaSendParamPtr —>>apduSize;

if (tsaSendParamPtr —>service == UNACK_RPT)
{

xmitRecPtr —=>xmitTimerValue = rptTimer;

}

else

{

xmitRecPtr -—=>xmitTimerValue = txTimer;

/ * Form the TSPDU to be sent directly in queue. * /

pduPtr = (TSPDUPtr)
((char * )nwSendParamPtr + sizeof (NWSendParam));
pduPtr —>auth = tsaSendParamPtr —>>auth;

/ * Save auth status so that if a challenge comes later on

we can at least verify that it was legitimate challenge * /

xmitRecPtr ——>auth = tsaSendParamPtr —>auth;
if (tsaSendParamPtr —>>service == UNACK_RPT)
{
pduPtr —>pduMsgType = UNACK_RPT_MSG;

# ifdef DEBUG
DebugMsg("SendNewMsg: Sending a new UNACK_RPT packet. ") ;
# endif "
}
else if (layerIn == TRANSPORT)
{
pduPtr —>pduMsgType = ACKD_MSG;
# ifdef DEBUG
DebugMsg("SendNewMsg: Sending a new ACKD packet. ") ;
# endif
!
else if (tsaSendParamPtr —>>service == REQUEST)
{
pduPtr —>pduMsgType = REQUEST_MSG;
# ifdef DEBUG
DebugMsg("SendNewMsg: Sending a new REQ packet. ") ;
# endif
}
else
{
# ifdef DEBUG

GB/Z 20177

. 1—2006
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DebugMsg("SendNewMsg: Something is wrong. Unknown service. ") ;

# endif

}

pduPtr ->transNum = xmitRecPtr ~>>transNum;

memcpy(pduPtr ->data, xmitRecPtr ~>apdu,

xmitRecPtr ~>>apduSize) ;

/ * Compute the delta backlog value. * /

deltaBL = 1; / * For subnet and unique node id messages. * /
if (tsaSendParamPtr ->>service == UNACK_RPT_MSG)

{

}

deltaBL = xmitRecPtr —>retriesLeft;

else if (nwDestAddr. addressMode == BROADCAST)

{

}

if (tsaSendParamPtr —>>destAddr. bcast. backlog)

{
deltaBL = tsaSendParamPtr —>>destAddr. bcast. backlog;

}

else

{
deltaBL = 15;

else if (nwDestAddr. addressMode == MULTICAST)

{

deltaBL = xmitRecPtr —>>destCount;

/ % Fill in the NWSendParam structure, * /
nwSendParamPtr ~—>droplfUnconfigured = TRUE;
nwSendParamPtr —>>destAddr = nwDestAddr;

if (layerIn == TRANSPORT)

{

}

nwSendParamPtr -—>>pduType = TPDU_TYPE;

else

{

}

nwSendParamPtr ->pduType = SPDU_TYPE;

nwSendParamPtr —>>deltaBl. = deltaBL;

/ % UnAck_rpt packets do not use alternate path. * /
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if (tsaSendParamPtr —>service ! = UNACK_RPT)

{
nwSendParamPtr —>altPath = (retryCount <<= ALT_PATH_COUNT);

}

else

{

I

nwSendParamPtr ~>altPath FALSE;

/ % if altPath has override, use it * /
if (tsaSendParamPtr —>altPathOverride)

{
nwSendParamPtr —>altPath = tsaSendParamPtr —>altPath;

nwSendParamPtr ~->pduSize = xmitRecPtr ~>apduSize + 1;

/ * Add the TSPDU into the queue. * /
EnQueue(nwQPtr) ;

/ * Start the transmit timer. * /

SetMsTimer( & xmitRecPtr —=>xmitTimer, xmitRecPtr —>xmitTimerValue) ;

return;

/****************************************

Function: TPReceive
Returns: None
Reference: None
Purpose: To receive and process incoming TPDU's by calling
apprpriate functions. Also handle receive timers.
Comments;: None
****************************************/
void TPReceive(void)
{
TSAReceiveParam * tsaReceiveParamPtr;/ * Param in tsaQ. */
TSPDUPtr pdulnPtr; / % Pointer to TPDU received. * /
intl6 i;

/ % Update all the receive timers, if they do exist * /
for G = 0; i << gp —>recvRecCnt; i+ +)
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if (gp —>>recvRec[i]. status == TRANSPORT_RR)
{
if (gp —>recvRec[i]. recvTimer. curTimerValue > 0)
{
UpdateMsTimer(& gp —>>recvRec[i]. recvTimer) ;
}
if (gp —>recvRec[i]. recvTimer. curTimerValue == 0)
{
/ * Timer expired. See if RR can be released. =/
# ifdef DEBUG
DebugMsg("TPReceive: Receive timer expired. ") ;
# endif

/ * Deliver the message if it has not been delivered. * /

/ % Deliver fn checks for authentication * /

if (gp —>recvRec[i]. transState == DELIVERED | |
gp —>recvRec[i]. transState == DONE)

gp —>recvRec[i]. status = UNUSED_RR; / * Release the RR * /
}

else

{
Deliver(i) ;
if (gp —>recvRec[i]. serviceType == ACKD & &
gp —>recvRec[i]. transState == DELIVERED)

TPSendAck(i); / * may get lost due to no space. * /

}
else if ((gp ->recvRec[i]. transState ==JUST_RECEIVED & &
! gp —>recvRec[i]. needAuth) ||
gp —>recvRec[i]. transState == AUTHENTICATED )

/ * The request does not need authentication and just received
or it has been authenticated * /
Deliver(i) ;
if (gp —>recvRecli]. serviceType == ACKD & &
gp —>recvRec[i]. transState === DELIVERED)

TPSendAck(i); /* may get lost due to no space. */
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/ * We cant release RR as it is not expired yet. * /

/ * Check if there is TPDU to be processed. * /
if (QueueEmpty(&-gp —>tsalnQ))
{

/ * There is nothing to process. x* /

return;

tsaReceiveParamPtr = QueueHead( &gp ->tsalnQ) ;
pdulnPtr = (TSPDUPtr) (tsaReceiveParamPtr + 1);

/ ¥ Check if the PDU is for transport layer. If not, we are done. x /
if (tsaReceiveParamPtr ~>pduType | = TPDU_TYPE)
{

return;

/ * We have a TPDU to be processed. Check the type and
process accordingly. * /
switch (pdulnPtr ~>pduMsgType)
{
case ACK_MSG::
TPReceiveAck();
return;
case ACKD_MSG.
/ * Fall through. */
case UNACK_RPT_MSG.
ReceiveNewMsg(TRANSPORT) ;
return;
case REMINDER_MSG:
/ * Fall through. =/
case REM_MSG_MSG:
ReceiveRem(TRANSPORT) ;
return;
default;
ErrorMsg("TPReceive: Unknown TPDU type received. ") ;
DeQueue(&.gp —>tsalnQ) ;
nmp —>errorlLog = UNKNOWN_PDU;
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return;

/****************************************
Function; TPReceiveAck
Returns: None
Reference: None
Purpose:  To process ACK message received by the transport layer.
Comments; ACK might correspond to a transmit record or it may be
stale, in which case we ignore it.

****************************************/
static void TPReceiveAck(void)
{

TSAReceiveParam * tsaReceiveParamPtr;

TSPDUPtr pduPtr;

TransmitRecord * xmitRecPtr; /* Ptr to xmit rec (pri or nonpri). * /

tsaReceiveParamPtr = QueueHead(&.gp —>tsalnQ);
pduPtr = (TSPDUPtr) (tsaReceiveParamPtr + 1);

/ % Set the corresponding transmit pointer. * /
if (tsaReceiveParamPtr —>>priority)
{
xmitRecPtr = &.gp —>>priXmitRec;
}

else

{
xmitRecPtr = & gp —>>xmitRec;

if (ValidateTrans(tsaReceiveParamPtr —>>priority, pduPtr ->>transNum)
== TRANS_NOT_CURRENT)

./ % Stale ACK. Ignore it. * /
DeQueue(&.gp ~—>tsalnQ) ;
# ifdef DEBUG

DebugMsg("Debug: TPReceiveAck: Stale Ack Discarded");
# endif
INCR_STATS(nmp ~>>stats. lateAcknowledgements) ;

return;
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/ % Check if the ACK really corresponds to the transaction in progress. * /
if (xmitRecPtr —>status | = TRANSPORT_TX ||
xmitRecPtr —>nwDestAddr. domainlndex | =

tsaReceiveParamPtr ——>srcAddr. domainIndex)

/ * Transmit record is not ours or the domain index for Ack
and the transaction do not match. * /
DeQueue( &.gp —>tsalnQ) ;
# ifdef DEBUG
DebugMsg("Debug: TPReceiveAck: Stale ack discarded. ") ;
# endif
INCR_STATS(nmp ->>stats. lateAcknowledgements) ;

return;

if (xmitRecPtr —>>nwDestAddr. addressMode == SUBNET_NODE &:&.
(xmitRecPtr ->>nwDestAddr. addr. addr2a. subnet | =
tsaReceiveParamPtr —>>srcAddr. subnetAddr. subnet | |
xmitRecPtr —>>nwDestAddr, addr. addr2a. node ! =
tsaReceiveParamPtr —>>srcAddr. subnetAddr. node))

/ % Source address of ACK does not match destination address of
transmit record. * /
/% ACK does not seem to correspond to what we are expecting. * /
DeQueue( &.gp ~>tsalnQ) ;
¥ ifdef DEBUG
DebugMsg("Debug: TPReceiveAck: Stale Ack discarded. ") ;
# endif
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;

return;

if (xmitRecPtr —>>nwDestAddr. addressMode == MULTICAST &&
(tsaReceiveParamPtr —>>srcAddr. addressMode | = MULTICAST_ACK ||
xmitRecPtr —>nwDestAddr. addr, addrl | =
tsaReceiveParamPtr —>>srcAddr. ackNode. groupAddr. group))

/ * MULTICAST message but not MULTICAST_ACK or the ack's group
# does not match that of xmitRecord. */
/ * ACK does not seem to correspond to what we are expecting. * /
DeQueue( &.gp —>tsalnQ) ;
#ifdef DEBUG
DebugMsg("Debug: TPReceiveAck: Stale ack discarded. ");
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# endif
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;

return;

/ * For broadcast messages, ACK can come back with subnet value of 0
from unconfigured nodes. We should accept these acks too. */
if (xmitRecPtr —>nwDestAddr. addressMode == BROADCAST & &
tsaReceiveParamPtr ~>>srcAddr. subnetAddr. subnet | = 0 & &
xmitRecPtr —>nwDestAddr. addr. addr0 | = 0 & &

xmitRecPtr ~~>nwDestAddr. addr. addr0 | =
tsaReceiveParamPtr —>>srcAddr. subnetAddr. subnet)

/ * Subnet broadcast but the ACK's subnet does not match . * /

x/

/ * ACK does not seem to correspond to what we are expecting.
DeQueue(&gp ~>tsalnQ) ;

# ifdef DEBUG
DebugMsg("Debug: TPReceiveAck: Stale ack discarded. ") ;

# endif
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;

return;

}

switch (xmitRecPtr ->>nwDestAddr. addressMode)

{
case BROADCAST: / * Fall Through., %/
case SUBNET_NODE: /* Fall Through. */
case UNIQUE_NODE_ID;

/ * Normally the first ack should have terminated the transaction,

If it did not, we can try to terminate again. There is no

harm in doing this. Also, there is no harm in increment

ackCount as XmitTimerExpiration checks for ackCount >= 1.

xmitRecPtr ->>ackCount++; / ¥ Got one more ack. */

TerminateTrans(tsaReceiveParamPtr —>>priority) ;

break;
case MULTICAST .
/ % Group acknowledgement. * /
if (tsaReceiveParamPtr —>>srcAddr. ackNode. groupAddr. member

> MAX_GROUP_NUMBER)

ErrorMsg("TPReceiveAck: Invalid group number. ") ;
break;
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if (1 xmitRecPtr —>ackReceived[
tsaReceiveParamPtr —>>srcAddr. ackNode. groupAddr. member])

/ * We did not receive this ack in past. * /
xmitRecPtr ~>>ackReceived|
tsaReceiveParamPtr —>>srcAddr. ackNode. groupAddr. member ]
= TRUE;
xmitRecPtr ->ackCount+ + ;
# ifdef DEBUG
DebugMsg("TPReceiveAck: A new multicast ACK recvd. ") ;
# endif
}
else
{
/ * Else, it is a duplicate Ack. Ignore it. =/
# ifdef DEBUG
DebugMsg("TPReceiveAck: A Duplicate Mul. ACK ignored”);

# endif
}
if (xmitRecPtr ~>destCount = = xmitRecPtr -—~>ackCount)
{
Terminate Trans(tsaReceiveParamPtr ~>priority) ;
}
break;
default:
nmp ~>errorLog = BAD_ADDRESS_TYPE;
ErrorMsg(" TPReceiveAck: Invalid address mode") ;
}

# ifdef DEBUG
DebugMsg(" TPReceiveAck: Ack was received. ");
# endif

DeQueue(&gp —>>tsalnQ) ;

/ * Restart the Xmit Timer if the Xmit record is still active. * /
if (xmitRecPtr —>>status | = UNUSED_TX)

{

SetMsTimer( & xmitRecPtr —>xmitTimer, xmitRecPtr —>>xmitTimerValue) ;
}
return;
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/****************************************
Function; SNReceiveResponse
Returns:  None
Reference: None
Purpose: To process response message received by the session layer.
Comments: Response should correspond to current transaction in

progress or else it is thrown away.
****************************************/
static void SNReceiveResponse(void)

{
TSAReceiveParam x tsaReceiveParamPtr;
TSASendParam * tsaSendParamPtr;
TSPDUPtr pduPtr;
TransmitRecord * xmitRecPtr; /% Ptr to xmit rec (pri or nonpri). %/
APPReceiveParam * appReceiveParamPtr;
APDU * apduPtr;

tsaReceiveParamPtr = QueueHead(& gp —>tsalnQ) ;
pduPtr = (TSPDUPtr) (tsaReceiveParamPtr + 1);

/ * Set the corresponding transmit pointer. * /

if (tsaReceiveParamPtr —>priority)

{
xmitRecPtr = &gp ->priXmitRec;
tsaSendParamPtr = QueueHead(& gp —>>tsaOutPriQ) ;

}

else

{
xmitRecPtr = &ugp —>xmitRec;
tsaSendParamPtr = QueueHead( & gp —>>tsaOutQ) ;

if (ValidateTrans(tsaReceiveParamPtr —>priority, pduPtr —>>transNum)
== TRANS_NOT_CURRENT)

/ * Unsolicited response. Ignore it. * /
# ifdef DEBUG
DebugMsg("SNReceiveResponse: Unsolicited response ignored. ") ;
# endif
DeQueue( &gp ->tsalnQ);
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;
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return;

/ % Check if possible if the Response really corresponds to the
transaction in progress. * /

if (xmitRecPtr —>status ! = SESSION_TX | |
xmitRecPtr —=>nwDestAddr. domainIndex | =

tsaReceiveParamPtr —>>srcAddr. domainIndex)

/ * Transmit record is not ours or the domain indices for
the response and the transaction record do not match. * /
DeQueue(&-gp —>>tsalnQ) ;
# ifdef DEBUG
DebugMsg("Debug: SNReceiveResponse: Stale response discarded. ") ;
# endif
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;

return;

if (xmitRecPtr —>nwDestAddr. addressMode == SUBNET_NODE & &
(xmitRecPtr ~>nwDestAddr. addr. addr2a. subnet ! =
tsaReceiveParamPtr ->srcAddr. subnetAddr. subnet ||
xmitRecPtr ~—>nwDestAddr. addr. addr2a. node | =
tsaReceiveParamPtr —>srcAddr. subnetAddr. node))

/ * Source address of response does not match dest addr of
transmit record. * /
/ * Response does not seem to correspond to what we are expecting., * /
DeQueue(&gp —>>tsalnQ) ;
#t ifdef DEBUG
DebugMsg("Debug: SNReceiveResponse: Stale response discarded. ") ;
# endif
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;

return;

if (xmitRecPtr —>>nwDestAddr. addressMode == MULTICAST & &
(tsaReceiveParamPtr —>srcAddr. addressMode | = MULTICAST_ACK ||
xmitRecPtr —>nwDestAddr. addr. addrl | =
tsaReceiveParamPtr —>srcAddr. ackNode. groupAddr. group))

/% MULTICAST message but not MULTICAST_ACK or the response’s group

# does not match that of xmitRecord. x*/
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/ * Response does not seem to correspond to what we are expecting. * /
DeQueue( & gp —>tsalnQ) ;
# ifdef DEBUG
DebugMsg("Debug: SNReceiveResponse: Stale response discarded. ") ;
# endif
INCR_STATS(nmp —>>stats. lateAcknowledgements) ;

return;

/ * For brodacast messages, the subnet in the response can be 0 from
unconfigured nodes. Another possibility is that the response might
come through a router in a scenerio where the router replaces the
subnet with its own. Thus the response can be valid even if the

subnet does not match. So, we should skip this test. %/

/ % Check if there is space in application layer’s input queue. * /
if (QueueFull(&gp ~>>appInQ))
{

return; / * Can't give the response yet. Come back later. * /

appReceiveParamPtr = QueueTail( &gp ->applnQ);
apduPtr = (APDU « )(appReceiveParamPtr 4+ 1);

/ * Deliver the partial response to application layer. =/
appReceiveParamPtr —>>indication = MESSAGE;

appReceiveParamPtr —>srcAddr = tsaReceiveParamPtr —>>srcAddr;
appReceiveParamPtr ~>service = RESPONSE;

appReceiveParamPtr —>>priority = tsaReceiveParamPtr —>>priority;
appReceiveParamPtr ~>pduSize = tsaReceiveParamPtr —>pduSize — 1;
appReceiveParamPtr ——>auth = FALSE;

appReceiveParamPtr —>>tag = tsaSendParamPtr —>>tag;

memcpy(apduPtr, pduPtr ->>data, tsaReceiveParamPtr ->>pduSize — 1);
/ % Don't deliver the response to application yet. It could be
a duplicate. * /
switch (xmitRecPtr ->>nwDestAddr. addressMode)
{
case BROADCAST:
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