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B.1 #HEAHE

W) 25 22 4 5 F A A0S (LR T RR“ FE AR AT ™) J2 X I 26 22 4 S A28 500 (AR R AR “ 428 507 B 4
i R 2 R Gt 7 2 AR R 5 7 A KA AL A, v
a) R RN W 482 A S (N s 2% s AR T A7 BT R A £ (01~99) R
b) B R RIOR G DA F AR W2 U . 4% e S5 1R A 4 4 £a) s A TR A B
(001~999)FIR,
WS E B s,
XX XXX

I 45 4 o T2
[ 5 4 S 4 2

B Bl MEREEGHHRBLEN
B.2 HEKRBR
W 2% 2 4 AR 4 RS L 36 B 1,
X Bl MBREEHHSERBE

E M FE PSS
01000 EEEFEH® malware incident
01001 AR computer virus incident
01002 [P 28 e oy B {1 network worm incident
01003 BERIR R B trojan horse incident
01004 8 7 ) 2% =4 botnet incident
01005 A AR P R ) T =R malicious code embedded web page incident
01006 B AW L Y il sl malicious code hosting site incident
01007 R ransomware incident
01008 P20 g AF miner virus incident
01009 R BL Ty R e B blended attack incident
01999 Hofh 2 = AR A other malware incidents
02000 M &K HEEH network attack incident

12



GB/T 20986—

2023

* Bl WBZEZHTERBEFR (LD

FAFA RS FPET PSS
02001 I 8% 3 Fi 3 0 =R 4 network scan detection incident
02002 R 2% 44 4 =R (4 network phishing incident
02003 T TR ) 5 44 exploitation of vulnerability incident
02004 Ja 171 F) 35 44 exploitation of backdoor incident
02005 Ja A A implantation of backdoor incident
02006 A o =5 credential attack incident
02007 =5 T signal interference incident
02008 FH 45 R 55 =F- 14 denial of service incident
02009 ™ 1T B Pl = webpage tampering incident
02010 5 4 A implantation of dark chain incident
02011 1§ 44 B A DNS hijacking incident
02012 e, 44 1 g A DNS redirection incident
02013 DNS 75 gL {1 DNS cache poisoning incident
02014 WLAN #45 5 £ WLAN hijacking incident
02015 mEMEEM traffic hijacking incident
02016 BGP #h#or 5 2k BGP hijacking attack incident
02017 IR IR VE S broadcast deception incident
02018 K FEHLFAF lost host incident
02019 3 % T S 4 supply chain attack incident
02020 APT FH44 advanced persistent threat incident
02999 At ) 28 1 o = 4 other network attack incidents
03000 HIELESEH data security incident
03001 /R N R L data tampering incident
03002 AR S 4 data counterfeiting incident
03003 B i 5% R data breach incident
03004 4 TR EAMA social engineering incident
03005 Ry B g 4 data theft incident
03006 BE A R data interception incident
03007 A7 ¥ A ) = A position detection incident
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®B1 MBZREFEHSERBR (LD

E XM FE PSR
03008 AR T FH Y data poisoning incident
03009 B T =4 data abuse incident
03010 B FAR A0 S5 4 privacy violation incident
03011 BRI g S 4 data loss incident
03999 HAb 4 22 e 14 other network data security incidents
04000 EENEREEH information content safety incident
04001 J 8l B AL A reactionary propaganda incident
04002 EAEE MY violent terrorism propaganda incident
04003 8155 1% 1 =5 pornography dissemination incident
04004 K MR A 6 o 1F false information dissemination incident
04005 Wi EFH infringement of rights incident
04006 15 B8 % H 4 information spamming incident
04007 o £ I VE G- network fraud incident
04999 HiE B NEZEFH M other information content safety incidents
05000 EEEERESHE equipment and facilities failure incident
05001 B R il g5 technical failure incident
05002 T 7 5% it ke B = 1 supporting facilities failure incident
05003 Yy PR EE A physical damage incident
05004 WS TP radiation disturbance incident
05999 T Ath 15 £ 1 it ik B g other equipment and facilities failure incidents
06000 ENIREEH violating operation incident
06001 AR s F E5 44 abuse of rights incident
06002 A FR Ph 1 1 forging of rights incident
06003 AT S HE A = A denial of behavior incident
06004 [L @SRRI Ll LT deliberate violating operation incident
06005 TREREH misoperation incident
06006 N BT R P B S 4 breach of personnel availability incident
06007 PR R B AU A unauthorized use of resources incident
06008 WA 3 2 55 14 breach of copyright incident
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FAFA RS FPET PSS
06999 HoAth 55 B0 R T other violating operation incidents
07000 ZEBEEEH security hazard incident
07001 o0 2% U2 4 eybersecurity vulnerability incident
07002 I 2% i dh o g 14 cyber configuration flaw incident
07999 HoAth 22 4= o B F other security hazard incidents
08000 RETAEHG abnormal behavior incident
08001 i ) 5 8 F A access exception incident
08002 RSN traffic anomaly incident
08999 HoAth S % 47 F 4 other abnormal behavior incidents
09000 RAmhEH force majeure incident
09001 9k I FE A natural disaster incident
09002 T =R A accident disaster incident
09003 o 3T A A public health incident
09004 e T e g social security incident
09999 HAt A 0T H¢ S F A other force majeure incidents
99999 HiEH other incidents
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[1] GB/T 20985.2—2020 fFRHEAR LEeHER [FELEFMHEH 2 5o 350w
T R 4% 45 7

[2] GB/T 222392019 fFREEHFEAR MNEKLEERMAY FA TR

(3] GB/T 29246—2017 fFEHEAR LR FELZE2EHKR B AEIT

[4] GB/T 317222015 fFRFEAR LE2HEAR [FRLENEEH

[5] GB/T 35561—2017 & FI4HK 5%

[6] GB/T 386452020 fFE LA ML Z L N 2 E L4
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